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YCNOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue

MonykMpHbiM  WPUGTOM BblAENEeHbl NPUMEYaHUA U NpeaynpexaeHus,

MonyXupHblit Wpuodr
Ha3BaHMWe I1aB., 3aro/I0BKOB, 3aro/I0BKOB TabaunLL,.

Kypcue Calibri Kypcueom Calibri ykasbiBaeTcs nHbopmauus, Tpebytow,an ocoboro BHUMaHMS.

MpumeyaHua n npegynpexaeHus

MpumeyaHua cogepKaT BaXKHyl0 WHPOPMALMUIO, COBETbI WAM PEKOMEHAAUUU no
MCNO/Ib30BaHUIO U HaCTPOIiKe YCTPOMCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb3OBATENA O CUTyaUMAX, KOTOpble MOFYT HaHecTu
BpeA YCTPOMCTBY MM YeNOBeKy, NPUBECTU K HEKOPPEKTHOM paboTe ycTpoicTBa Mam notepe
OaHHbIX.

.h
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BBEAEHUE

B Hactoswee Bpemsa IP-tenedoHus aBnsetcA oaHOM M3 Hambonee 6BbICTPO  pasBMBalOLLMXCA
TeNEeKOMMYHUKALUMOHHbIX yCAyr. A BO3MOMXKHOCTU npegoctasneHms VolP-ycayr aboHeHTam ceTn paspaboTtaHbl
aboHeHTCKMe wnto3bl cepum TAU-4M.IP (ganee — ycTpomncTBeo).

AboHeHTCcKuI wnto3 IP-tenedpoHmnn TAU-4M.IP ncnonb3yetca AN NOAKNHOYEHUA aHANOrOBbIX TenedOHHbIX
annapaToB K CETAM MaKeTHOM nepefayu AaHHbIX, BbIXOZ Ha KOTOpble OCYLLECTBAAETCA 4vepe3 uHTepdeic
Ethernet.

YCTPOMCTBO OPMEHTMPOBAHO Ha AOMALLHUX NO/b30BaTenen n Hebonblume opuchl.

B HacToslem pyKoBOACTBE MO 3KCMAyaTalMWM U3/I0XKEHbl Ha3HayeHWe, OCHOBHble TexXHUYecKue
XapaKTEPUCTUKKM, MPABUAA KOHOUTYPUPOBAHWA, MOHWUTOPUHTA W CMEHbl MporpaMmHoro obecneyeHus
aboHeHTCKux wato3os IP-TenepoHmm TAU-4M.IP.

6 AboHeHmcKul winrto3 TAU-4M.IP
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1 ONUCAHUE U3JENNA

1.1 HasHauyeHue

Ycrpoicteo TAU-4M.IP — BbicOKONpOM3BOAUTENbHbIA abOHEHTCKMI wWwnto3 IP-TenedoHUn c MNOAHbIM
Habopom GyHKLMIA, NO3BONAIOLLUX NOTPEBUTENIO NCMOJIb30BaTb NpenmyllecTsa IP-tenedoHuun.

ABOHeHTCKUI Wwhto3 TAU-4M.IP npepHasHayeH AnA NOAKAOYEHWUS aHaNoroBbiX TesedOHHbIX annapaTos U
¢dakc-moaemos K IP-ceTn. bnarogapa BCTPOEHHOMY MapLIpyTU3aTOpy YCTPOMCTBO obecneynBaeT BO3MOXKHOCTb
nogKkatoyeHna obopynoBaHMA JIOKANbHOM CETU K CeTM LUMPOKOMONOCHOMO AocTyna. K ycTpoicTBsy  MOXKHO
NOAKAOYUTL OANH KOMNbIOTEP, [OCTYN B MHTEPHET 1A KOTOPOrO BO3MOXEH C MOMOLLBbI BCTPOEHHbIX GYHKLNIA
NAT/DHCP-cepBepa. USB-pasbem MCMonib3yerca ANA MNOAKNIOYEHUA BHellHero Hakonutensa, 3G/4G USB-
Mmogema.

1.2 XapaKTepucTuka ycTpomucTea

Unmepdpelicoi:

e FXS: 4 nopta RJ-11;
e LAN: 1 nopt Ethernet RJ-45 10/100BASE-T;
¢ WAN: 1 nopt Ethernet RJ-45 10/100BASE-T;
e USB: 1 nopt USB2.0.

MuTaHKWe WANto3a OCyLEecTBAsSEeTCA Yepes BHEWHMN aganTtep 12 B nocTosiHHOro Toka ot cetn 220 B.
DyHKYUU:

e ceTeBble PYHKUMMK:

— paboTa B perkMme «MOCTa» UAM «MapLLUpyTU3aTopa;

— nopaaepxKa PPPoE (PAP-, SPAP- u CHAP-asTopusauus, PPPoE-komnpeccus);

— nogaepxka PPTP;

— noagepkka L2TP;

— noaaepXKa ctatmyeckoro agpeca  DHCP (DHCP-knuneHT Ha ctopoHe WAN, DHCP-cepsep
Ha cTtopoHe LAN);

— noagepkka DNS;

— noaaepka NAT;

—  CeTeBOW 3KpaH;

— noaaepxkka NTP;

—  noagep:kka MexaHM3MOB KayecTBa obcny»kmnaHma QoS (QoS no DSCP n 802.1P);

e noaaepka pyHkummn IPTV;

e npotokonbl IP-TenedpoHmnu: SIP;

e 3XOKOMMeHcaums (pekomeHgaumm G.168);
e JleTeKTop aKTMBHOCTU peun (VAD);

e reHepaTop KOMPOPTHOTO LIYMa;

e 0bOHapyrKeHue 1 reHepupoBaHue curHanos DTMF;

AboHeHmckul winao3 TAU-4M.IP 7



O ELTEX

e nepeanaya DTMF (INBAND, rfc2833, SIP INFO);
e nepepgaya dakca:

- G.711A/G.711U;
- T.38;

e pabora c SIP-cepBepom 1 6e3 Hero;
e  ¢dyHKuum ABO:

— yAepxaHue Bbi3osa — Call Hold;

— nepepadva Bbizosa — Call Transfer;

—  yBegoMIeHWe 0 NOCTynieHun HoBoro Bbi3oBa — Call Waiting;
— nepeagpecauus no 3aHATocTn — Call Forward at Busy;

— nepeagpecauus no HeotseTy — Call Forward at No answer;
— besycnoBHas nepeagpecaums — Call Forward Unconditional;
— He 6ecnokoutb — DND;

— Caller ID: FSK, DTMF;

— ropsayas anmHuA — Hotline;

—  TpynnoBoii BbI30B;

— nepexsat Bbi3oBa — Call Pickup;

—  TPEexcTOPOHHANA KOHbepeHLMS;

—  TMBKMI NNaH Hymepaumu;

e o06HoBneHue NO yepes web-nHTepdelic;

e nopaeprkka DHCP-based autoprovisioning;

e TR-069;

e yJAaneHHbI MOHUTOPUHT, KOHOUIYPUPOBaHME N HacTpoliKa: web-nHtepodeitc, Telnet.

Ha pucyHke 1 npuseaeHa cxema BkaodeHua TAU-4M.IP.

Cetb

npoeaiigepa

a
wy

3G/4G mogem

W

TAU-4M.IP
10/100Base-T

__|

—-——
Hoytbyk

oo e

PucyHoOK 1 — DyHKUMOHANbHAA cxema ucnonb3osaHma TAU-4M.IP

8 AboHeHmcKul winrto3 TAU-4M.IP
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13 CTpyKTypa ¥ npuHuMn pabotbl usgenms

ABOHEHTCKUI TepmuHan TAU-4M.IP cocTouT 13 cnepyowmx nogcmcrem:

KOHTPO//1ep, B COCTaB KOTOPOro BXxoauT:

—  BbICOKOMHTErpMpoBaHHAA CMCTeMa, BKAKOYatowaa B ceba npoueccop, 100-merabuTHbIN
KOMMYTaTOp €O BCTpoeHHbiMM PHY, annapatHyio akcenepaumio Tpaduka L2/L3/L4, USB
2.0 noptsbl, PCI-E KoHTpoAnepsbl, 8 KaHanoB PCM ansa paboTbl npunoxkeHnin VolP;

— flash-namaTtb — 8 MB;

— onepatnBHaa namAatb SDRAM — 128ME;

e 4 aboHeHTCKMx KomneKTa SLIC;
e 1 nopt LAN: RJ-45 10/100BASE-T;
e Ethernet-moaynb WAN: RJ-45 10/100BASE-T;
e USB Host-nopr.
CTpyKTypHasa cxema yCTpoincTBa npuBefeHa Ha PUCYHKe 2.

RJ11  RJ11  RJ1  RJi1 Type A RJ45  RJ45

Ethernet Switch

CPU

KOHTpOmnep

PucyHok 2 — CtpykTypHasa cxema TAU-4M.IP

YcTpoiictBo paboTaeT nog ynpaBieHWEM OMepauyoHHOW cucTembl Linux. OCHOBHble  QYHKUMK
yrpaB/ieHNsa CoCpeaoToyYeHbl B  MPOLECCOpe, KOTOPbIA  OCYLEeCTBASET Maplpytusaumio  IP-nakeTos,
obecneumnBaet paboty IP-TenedoHMM, NpoKcMpoBaHMe rPynnoBoro Tpaduka u T.4.

DYHKLUMOHANBbHO YCTPOWCTBO MOXKHO pasfennTtb Ha 4 6/10Ka:

e BbnoK noaaepKku ceteBblxX GYHKLMIA YCTPOMNCTBA;

e  bnok IP-tenedoHuy;

e bBnok 06paboTkn multicast-tpaduka;

e bnok ynpasneHus (onepaunoHHasa cuctema Linux).

AboHeHmckul winao3 TAU-4M.IP 9
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BNoK noagepKu ceteBbiX GYHKUMIA yCTpoiicTBa obecneymMBaeT MNPOXOXKAEHME W KommyTauuio |P-
NMaKeToB B COOTBETCTBUM C TabanLe MapwpyTn3aLmMmM YCTPOMCTBA, MOXKET 06pabaTbiBaTb Kak HETErMpPOBaHHbIE,
TaK U TEerMPOBaHHbIE MaKeTbl B 3aBUCMMOCTU OT HAaCTPOWKK CeTeBbIX MHTepdelicoB. NoaaepKMBaeT NPOTOKObI
DHCP, PPPoE, PPTP, L2TP.

Bbnok IP-renepoHuMn obecneuymsaeT paboTy ycTpoicTBa Mo npoTokony SIP gns nepepaun peyesblx
CUTHANOB NO CETU C KOMMyTaLMein nakeTtoB. PeyeBoi curHan aboHeHTa MOCTymaeT Ha MoAy/ib abOHEHTCKUX
komnsiekTos SLIC, rae npeobpasosbiBaeTca B LMdpoBon BMA. OundpoBaHHbI CUrHan Hanpaeasetca B 610K IP-
TenedoHUn, rae KoampyeTcsa no ogHOMY U3 BbIBpaHHbIX CTaHAAPTOB M B BUAE UMPPOBLIX MAaKETOB MNOCTYNaeT B
KOHTpOA/Ep Yepe3 BHYTPUCUCTEMHYIO Maructpanb. Lindposble nakeTbl cogepkaT, KPOMe peyeBblX, CUrHabl
ynpasaeHuA 1 B3aMMOLENCTBUA.

Bnok 06paboTtkum multicast-tpadpuka npegHasHaveH pgns obpabotkm IGMP-coobuweHuit n multicast-
TpaduKa ¢ uenbio noaaepHkn pyHkumin IP-tenesnaeHms.

BNoOK ynpaeneHua Ha 6ase onepauMoHHON cucTembl Linux KOHTpoaMpyeT paboTy BCex ocTanbHbIX 6/10K0B
M noacmucTem ycTpoiicTea 1 obecneunsaeT nx B3aumoaencrene.

dPyHKUMOHaNnbHas cxema ycTponctea TAU-4M.IP npeactaBneHa Ha pucyHKe 3.

IP-ceTb
- BHOI{

boK IP-TenedoHmm

NoALEPHKKM
ceTeBbIX
byHKUMA
yCTpoMcTBa

Bnok o6paboTkm
multicast-Tpachuka

PucyHok 3 — ®yHKUMOHaNbHaA cxema ycTpoictea cepumn TAU-4M.IP
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14 OCHOBHble TeXHUYEeCKue napameTpbl

OCHOBHblE TEXHUYECKME NapamMeTpPbl YCTPOMCTBA NpuBeaeHbl B Tabamue 1.

Tabanua 1 — OCHOBHble TEXHMYECKME NapameTpbl

MpoTtokonbl VolP

| MNoaaepxuBaemble NPOTOKOJIbI | SIP
Ayanokoaexku
Koaekn G.729, annex A, annex B

G.711a, G.711u,

G.723.1, G.722, G.726-24, G.726-32
MNepepaya mogema: G.711a, G.711u
MNepepava dakca: G.711a, G.711u, T.38

MapameTpbl WAN-uHtepdeiica Ethernet

Konnyectso noptos 1
DNeKTPUUYECKUI pasbem RJ-45
CkopocTb nepeaaun, Méut/c 10/100, aBToONpeaeneHune
MopaepKKa CTaH4apPTOB BASE-T
MapameTpbl LAN-uHTepdeiica Ethernet
Konunuectso nHtepdeiicos 1
DNEeKTPUYECKUI pasbem RJ-45
CkopocTb nepeaaun, Méut/c 10/100, aBToONpeaeneHue
MopaepKKa CTaH4apPTOB BASE-T
MapameTpbl aHaNOroBbiX aBOHEHTCKMX NOPTOB
Konnyectso noptos 4
ConpoTtueneHue wnenda (6e3 yyeta conpotmeneHmsa TA) 00 800 Om

Mpuem Habopa

MMNYAbCHbIN/YacTOTHbIN (DTMF)

3awmTa aboOHEHTCKMX OKOHYaHUI

MO TOKY U NO HanpAXxXeHuto

Bbigaua Caller ID

FSK BELL202/FSK V.23/DTMF

YnpasneHue

YpaneHHoe ynpasneHuve

web-unHTepdelic, Telnet, SSH, SNMP, TR-069

OrpaHuyeHune aoctyna

no nNaponko

O6wue napameTpbl

MuTtanune

afganTtep nutaHma 12 B nocTOAHHOrO TOKa, 2 A

MoTpebnsemas MOLWHOCTb

He 6onee 12,5 BT (MaKcMmasbHbIM noTpebasemsbiii Tok 1,1 A)

Pabounit ananasoH Temnepartyp

ot 0 go +40 °C

OTHOCUTENbHAA BNAXKHOCTb Npu TemnepaType 25°C

no 80 %

abaputbl

187 x 120 x 32.5 mm

Macca

He 6onee 0,25 Kr

CpepgHns HapaboTKa Ha OTKas

30000 v
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1.5

KOHCTPYKTUBHOE UCNOIHEHUE

ABOHeHTCKuI TepmuHan TAU-4M.IP BbINOAHEH B N1IaCTUKOBOM Kopnyce pasmepamm 187 x 120 x 32,5 mm.

1.5.1 BepxHAA NaHeNb yCTPOMCTBA

BHewHMIM BUA BepxHel naHenun yctpoictea TAU-4M.IP npuseaeH Ha pucyHke 4.

L2 2-- I-E-I--T- -----O -
9800000000006 5 0
8800000006868 00
6000000000006 60
@00 000000000080
L2 - - - = = I = < = < R = = = - |
008000000 000008
G o8 6000000006080
G e 8 660000000008
9 e 8o 000000008
9880800000000

& 86 8866300
& 8898600

ot

g o0o0o0a0d¢uU
¢l <]
coogsaisisee

DOQoO00000000
DO0000000000

B,ETEX oo

O

P e
[ON =
jo ="

L=

& o

G000 06006000000
<2< < = = =« = = < = = -
L2 - -~ - = = I = < = < = = = - |
00 R 000000000000
[0 - - - -
[-2- 20 -0 -IE- O -N-OE- - N NN
L2 2-- BE-NE-E-I-T--- --- O -
900 0000000090050
G 6006000686068 60

o0 oo o600
Qo806 o000
@ e 8 e H 000
o e 8 e 8000
@ &8 6 6000
G e 88 8000
[0 - - B B =« = ]
666880000

PucyHoKk 4 — BHewHU1 BUA BepxHen naHenn TAU-4M.IP

Ha BepxHelt naHenu yctpoictea TAU-4M.IP pacnonoXeHbl ciesytoume CBETOBbIE MHAMKATOPbI:

Tabanua 2 — OnucaHne MHAMKATOPOB M OPraHOB yNpaB/ieHna nepegHei NnaHean

dnemeHT nepegHeit naHenu OnucaHue

1 Power WHOMKATOP NUTAHUA U cTaTyca paboTbl ycTpoicTea

2 Status WHAMKATOp cTaTyca paboTbl ycTpoicTBa

3 Alarm MHAMKATOP aBapuit Ha ycTpoicTBe (HeakTuBeH B Bepcusax MO 2.3.0 v Bbilie)

4 USB MHAMKaTop paboTbl BHewHero USB-ycTporictea (USB flash, BHewHMiM skecTknit
anck, 3G/4G USB-moaem)

5 v WHAMKATOPbl PaboTbl aHaNOroBbIX TeNedOoHHbIX NOPTOB

6 LAN nHankaTtop LAN-mHTepdelica

7 WAN nHankatop WAN-uHTepdeica

12
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1.5.2 3agHAA naHenb yCTPOMUCTBA

BHewHMI BMA 3aaHen naHenn yctponctea TAU-4M.IP npuBeaeH Ha pUCyHKe 5.

ON/OFF 12V
. t"'_@_*' U;ﬂ
8 9 10 11 12 13

PucyHok 5 — BHewHuin BuA 3aaHen naHenmn TAU-4M.IP

Ha 3agHel naHenu yctpoiictea TAU-4M.IP pacnonoXeHbl pa3bemMbl M OpraHbl ynpas/ieHUs, Npeactas-
NieHHble B Tabaunue 3.

Tabanuya 3 — OnuMcaHWe MHANMKATOPOB M OPraHOB ynpaBaeHus 3agHen naHenn TAU-4M.IP

dnemeHT 3agHen naHenun OnucaHue
8 ON/OFF Tymbnep BKAOYEHWA/BbIKAHOUYEHNA YCTPOICTBA
9 12v pasbem 418 NOAKAOYEHMA aganTepa NUTaHUA
10 USB pasbem USB ana nopkntoveHusa sHewHero USB-yctpoiictea (USB flash,
EeCTKUI anck, 3G/4G USB-mogem)
11 Phone 4 paszbema RJ-11 gna noakntoveHMa aHanoroBblx TesiepOoHHbIX annapaTos
12 LAN nopt 10/100BASE-T Ethernet (pasbem RJ-45) gna nogknoueHus

NNOKa/NbHOro ceTeBoro yCTpOﬁCTBa

13 WAN nopT 10/100BASE-T (pa3bem RJ-45) ana noAKNHOYEHUA K BHELLHEW ceTu

AboHeHmckul winao3 TAU-4M.IP 13
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1.6 CeeTtoBasa MHAUKauUA

Tekyluee coctosiHMe ycTporictBa TAU-4M.IP oTobparkaetcsa npu nomowm nHamkatopos WAN, LAN, Phone,

Power, pacno/ioxeHHbIX Ha BepxHel naHenu. MepeyeHb COCTOAHMIA MHANKATOPOB NpuBeaeH B Tabavue 4.

Tabnnua 4 — CeeToBana MHANKALMA COCTOSAHUA ycTpolicTBa cepumn TAU-4M.IP

UHpukaTop CocToAaHue MHAMKaTOpaA CocTofiHMe yCTpoiicTBa
CTaHOB/IEHO COeAMHEHNE MEMK
ropur (3eneHbim — 10 M6éur/c, y A AY
CTAHUMOHHbIM TEPMUHANOM Y aBOHEHTCKUM
opaHxesbim — 100 M6uT/c) .
WAN YCTPOMUCTBOM
npouecc nakeTHow nepegayv faHHbix no WAN-
muraet oL . PeAain A
nHTepdency
roput (3enexbim — 10 M6ut/c, YCTaHOB/IEHO COEANHEHWNE C MOAKNOYEHHBIM
LAN opaHxesbim — 100 M6uT/c) CceTeBbIM YCTPOMNCTBOM
npoLecc NakeTHol nepegaym gaHHbIX no LAN-
muraet o
nHTepdency
3€/IeHbIN, FOPUT MNOCTOAHHO TenedpoHHan TpybKa NoAHATa (MMHUA aKTUBHA)
He roput TpybKa nonoxkeHa, HoOpManbHasa paboTa
3e/1eHbli, B TeUEHWE CeKYHAbl MUTAEeT C . .
., Ha TenedOoHHbI NOPT NOCTYNAET BXOAALLUNA
yactotomn 20 'y, 3aTem 4 ceKyHAbl
BbI30B
naysa
3eN1eHbli, NnepruoanyecKkoe peakoe OTCYTCTBYET perucrpauma aboHeHTCKoro nopta
MUraHue Ha SIP-npoKcu cepsepe
3e/1eHbli, ABOMHbIE KOPOTKME MUTaHNSA
naet TecT IMHUN
C MHTEPBANIOM B 3 CEKyHAbI
USB 3e/1eHbli, ropuT USB-ycTpoiCcTBO NOAK/IOYEHO
He ropuT USB-ycTpoiCTBO He NOAKIOYEHO
Alarm He ropuT HegocTyneH B Bepcmsax MO 2.3.0 v Bbiwe
3eN1eHbli, TOPUT NOCTOAHHO HopMmanbHasA paboTa ycTpoincTea
OpaHXKeBbll, FOPUT NOCTOAHHO OTCYTCTBYET BbIX0Z, B IHTEpHeT
Status KpacHbIi, FOPUT NOCTOAHHO 3arpyska ycTpoicTea
nepuoanyeckoe nonepemeHHoe cbpoc ycTpoWcTBa K 3aBOACKMM HacTPOMKam
MWTaHWe KpacHbIM U 3e/1eHbIM
useTamm
Power KpacHbIn BK/IIOYEHO NMUTAHWE YCTPOMNCTBA
1.7 C6pocC K 3aBOACKUM HACTPOiKam

[na 3anycka ycTponcTBa € 3aBOACKMMM HAaCTPOMKamM HeEOBXOAMMO B 3arpy*KEHHOM COCTOAHUU HaXKaTb U
YOEPKMBATb KHOMKY «F», KOTOpas HaxoAuTcA Ha BOKOBOM MaHenu yCcTpPOWCTBa, NOKa MHAMKaTop «Power» He
HaYHEeT MepuoamyYeckm MuraTb MOMEPeMEHHO KPAcHbIM M 3e/ieHbIM LBeTamu. [ponsonaer aBToOMaTUYeCKas
nepesarpyska ycrpowcrtsa. Mpu 3aBoacKMX ycTaHoBKax Ha WAN-uHTepdence sanyweH DHCP-knueHT, agpec
nHtepdeiica LAN - 192.168.1.1, macka noacetu — 255.255.255.0; nma nonb3osaTtens/naposib Ans AocTyna Yepes
web-unHtepdeiic: admin/password.
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1.8 KomnaeKT nocraBKku

B 6a30BbIli KOMNAEKT NOCTAaBKM yCcTpoMcTBa cepun TAU-4M.IP BxoaAT:

e aboHeHTCcKM Wwnto3 TAU-4M.IP;

e apanTtep anektTponutaHua 220/12B, 2 A;

e MamMATKa 0 AOKYMEHTaLuu;

e  PYKOBOACTBO NO YCTAHOBKE W NEPBUYHOM HACTPOMKe.

AboHeHmckul winao3 TAU-4M.IP 15
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2 YNPAB/IEHUE YCTPOMCTBOM YEPE3 WEB-KOH®UTYPATOP

2.1 Hauyano paboTbi

[ns Hayana paboTbl HYXKHO NOAKNOUYUTLCA K YCTPOMCTBY No MHTepdeicy LAN yepes web-6paysep:
1. OrtKkpoiite web-bpaysep (Nporpammy-npoCMOTPLUMK TMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep,

Firefox, Opera, Chrome.
2. BBeauTe B agpecHoW cTpoke bpaysepa IP-agpec ycTponcTsa.

ﬁﬂ 3aBogacKoii IP-agpec ycTpoiictea: 192.168.1.1, macka nogcetu: 255.255.255.0

Mpu ycnewHom obHapyKeHWUM YCTPOMCTBA B OKHe bpaysepa 0To6pasuTcA CTpaHMLa C 3anNpoCcomM UMEeHU
no/sib30BaTeNA U Napons.

TAU-4M.IP u -

JIorWH:

Mapone:

3. BseauTe wuMma nonb3osatens B CTpoKe «JlIorMH» M naposib B CTpoke «[laponby.

ﬁﬂ 3aBoACKMe YCTaHOBKMU: 1I0rMH: admin, naponb: password.
=

4. HaxmuTte KHOMKy «BolTu». B oKkHe BGpay3sepa OTKpoOeTcA MeHI0 BbICTPOro KOHPUrypuposaHus,
PUCYHOK 6.

2.2 CmeHa nonb3oBaTeneu

Ha ycTpolicTBe cyliecTByeT Tpu Tuna nonb3oBaTtesieit: admin, user u viewer. Monb3osBatenb admin
(apmuHKUcTpaTop, Naponb Mo ymondaHuio: password) nmeeT NosHbIN AOCTYN K YCTPOMCTBY: YTeHMe M 3anucb
No6bIX HACTPOEK, MOMHbIA MOHUTOPUHT COCTOAHMA YCTpoKcTBa. MNonb3oBaTenb user (HENPUBUAErUPOBAHHDIA
nonb3oBaTesb, Napo/b MO YMONYAHUIO: USEr) MMeeT BO3MOMKHOCTb BbIMOAHUTb TONIbKO HacTpoliky PPPoE gns
nogKkntouyeHus K MHTepHeT, He MmeeT A0CTyna K MOHUTOPUHIY COCTOAHUA ycTpoiicTBa. MNonb3oBaTtensb viewer
(HabnogaTtenb, Naponb NO YMO/YaHMIO: viewer) MmeeT MNpPaBo TO/NbKO MPOCMaTPMBaTb BCO KOHUrypauuio
ycTpoiicTBa 6e3 BO3MOXHOCTU YTO-IMBO pefakTMPOBaTbh, MOHUTOPUHI COCTOAHMA YCTPOWCTBA eMy AOCTyMneH B
nonHom obveme.

TAU-4M.IP

Cete  IP-tenedonna QLBEGEHE:LEEEE CucTema

IPTV
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MpY HaxaTMM Ha KHOMKY «8bIX00» TEKyLLan ceccus nonb3osaTena byaeT 3aseplieHa, 0To6PasmUTCA OKHO
aBTOpU3aLMM:

NoruH

Mapons:

[na cmeHbl AocTyna HeobxogMMO YKasaTb COOTBETCTBYHOLLIME MMA MOAb30BATENA M Mapo/b, Ha*KaTb
KHOMKY «Bolimu».

2.3 Pexxumbl paboTtbl web-uHtepdeiica

Web-unntepdeitc yctponcrea TAU-4M.IP morKeT paboTaTb B TpEX peXumax:

o MOHUTOPUHI — PEXNM MOHUTOPUHIA CUCTEMbI — UCNOB3YETCA ANA NPOCMOTPA PA3IMYHOIO Posaa
MHbopMauuK, KoTopaa KacaeTca pPaboTbl YCTPOMCTBA: AKTUBHOCTb WHTEpHeT-coeaAnHeHUs,
coctoAHne TenepoHHOro nopra, o0b6bem NpPUHATbIX/NepenaHHbIX AaHHbIX MO  CeTeBbiM
nHTepdelicam 1 Tak ganee;

e TIAUTKK — peMm BbICTPOro KOHGUrypuUpOBaHUA CUCTEMbI — B KaXKAOW MAMTKE CrpynnupoBaHbl
HaCTPOWKM Mo UX PYHKLMOHANbHOMY HasHauyeHuto: UHTepHeT, IP-TenedoHus, IP-tenesngeHme u
Apyrve. B nAnTKy BbiBeAeHbl TOJIbKO OCHOBHbIE MAapameTpbl, NO3BO/ISIOLLME MAaKCUMAJIbHO BbICTPO
HacTPOUTb onpeaeneHHyo GYHKLUMIO YCTPOMCTBA;

e HacTpOMKM — pacCIMPEHHbI pPeXnm KOHPUIypuUpoBaHUA CUCTEMbl (PeXMM  MOAHOro
KOH}UrypuMpoBaHUa) — NO3BOAAET BbINONHUTL NOAHOE KOHOUTYPUPOBaHME YCTPOMCTBA.

[na HaBuraumm mexkay pexumamu web-uHTepdeiica CAyXUT NaHenb, KOTOpas HaxoAmuTcA C NeBoW
cTopoHbl web-nHTepdeiica. Mpu HaBeAEHUM YKa3aTeNa MbllW NaHeAb PacKpblBaeTcA:

WHTepHer WHTepHeT
PEskMM pafo FPesxim pado
MpoToK MpoTto
IP-aap] IP-an
@ Macka nogce @ MOHUTOPKHT IWACKa NOACE
i LLNtD3 Na ywon<aH 222 MnuTRM LLINtD3 No yMonaH
.3 MepEKMHHEIR O £ HacTpoiku MNEeRBMHEIR O
BTOpMYHEIR D BTopu4HEIR D

M3 peskuma «MIUTKM» B peskKuUM «HacTpoMKn» nepexos, BO3MOMKEH TaKKe Yepes CCbUIKy «nodpobHee» B
Ha3BaHWM NANUTKW.
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2.4 MpumeHeHune KOHPUrypaLmum U OTMEHA U3MEHEHMUIA

2.4.1 NpumeHeHue KOHPUrypauum

ﬁ Mo HaXXaTuio Ha KHONKY «MpPUMeHUTb» NPOUCXO4UT cOXpaHeHue KoHdurypauum o flash-namatb
YCTPOICTBA M NPUMEHEHMe HOBbIX HacTpoeK. Bce HacTpoiKu BCTynatoT B cuny 6e3 nepesarpysku
ycTpoiicTea.

KHonKka «[pMMeHWUTb» B MEHI0 ObICTPOrO KOHOGUIYPMPOBAHMA M B MEHIO PaCLIMPEHHbIX HacTpoek

COOTBETCTBEHHO UmeeT BUA: ; .

B WEb-MHTepd)EﬁCE peannsoBaHa BuU3yasibHaAd MHAOAUKAUMNA TEKYLWEro COCToAHMA npouecCa nNpMMeHeHUA
HaCTpPOEK, ONUCaHHaA B Ta61w|u,e 5:

Ta6m4u,a 5— Bmsyaanaﬂ MHOWKaU KA TEKYLWEro COCToAHNA npouecca NpuMeHEHNA HAaCTPOEK

BHewwHui4 Bupg, OnucaHue cocToaHUA

NMocne HaxaTuMa Ha KHOMKY «[1pUMEeHUTb» NPOUCXOAUT NpoLecc NPUMMEHEHMA U 3anmcu

HacTpoMkM CeTH £ HaCTpoeK B NamsATb ycTpoicTea. 06 sTom MHPOPMUpPYET 3HAYOK ﬂ B Ha3BaHWW BKAAAKMU
M Ha KHonMKe «MpnumeHnTb».

06 ycnewHoOMm CcOXpaHEHMM W MPUMEHEHUM HacTpoek uHbopmUpyeT 3Hauok 4 8
Ha3BaHMM BKNAOKM.

HacTpoiks cetk &

Ecnn 3HaveHue napameTpa 6bl10 yKasaHO C OWMBKON, TO NOCAE Ha)KaTMA Ha KHOMKY
«MPUMEHUTb» MNOABMTCA COOTBETCTBYIOLWEE COOBLIEHME C YKa3aHMEM MpPUYMHbI, a B

Ha3BaHWWN BKNagKU OT06pa3MTCﬂ 3HA4O0K E]

HacTpoAkM ceTH @
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2.4.2 OTmeHa usmeHeHui

J OTMeHa usmeHeHU NPOM3BOAUTCA TONIbKO A0 HaXKaTUA Ha KHOMNKY «MpumeHuTb». B aTom cayuae

OTPeAaKTUPOBAHHbIe HA CTpaHUUEe napameTpbl O6HOBATCA  TEKYWMMMU  3HAYEHUAMM,

3aMMCcaHHbIMM B NaMATU ycTpoicTBa. lMocne Ha)KatuAa Ha KHOMKy «lMpumeHUTb» BO3BpaT K
npeAblAyLWMM HacTpoiiKam ByaeT HEBO3MOMKeH.

KHOMKa OTMeHbl U3MEHEHWI B MEHIO BbICTPOro KOHGUIYPUPOBaHUA U B MEHIO PaCLUMPEHHbIX HacTpoek

b 4 X Ctmena
COOTBETCTBEHHO nmeet BNL4,: ;

2.5 MeH10 6bICTPOro KOHGUryprMpoBaHUA

B MeHto 6bICTPOro KOHGUrypMpoBaHMA OTOBPANKAIOTCA OCHOBHbIE HAaCTPOMKM YCTPOICTBA, PUCYHOK 6.

WHTepHeT nogpoGHee IP-TenedpoHnsa nogpoGHee
PexnM padotsl  MaplipyTusartop ¥ NMuaua 1 NMuama 2 Madna 3 Nosus 4 SIP
MpoTokon ~ DHCP v

BKMIO4HTE
MepsuYHbIA DNS
Homep | 001
BTopuyHbId DNS
AyTeHTUdUKALMA

:
WA none3oeatena

rMaponk

= -

|P-TeneBuaeHmne nogpoGHee Cuctema noapoGHee
BKNO4NTE IPTV ¥ DocTyn k Web
BrniouuTe HTTP- & HTTP @

NpPOKCH
HTTPS
Mopt HTTP 1234

PucyHOK 6 — MeH0 6bICTPOro KOHGUryprMpoBaHUa
HacTpoiiku pasgeneHbl No cieayrowmm KaTeropmam:

e WHMepHem — 6bicTpasn HACTPOMKa BbIx0Aa B CeTb MHTEPHET;

e |P-menegoHua — BbicTpan HAaCTPOMKa TenedoHUu;

e |P-menesudeHue — KOHPUIYpUpPOBaHME YCTPOMCTBA ANA NoAaepKKu GyHKumin IPTV;
e Cucmema — HacTpoiKa goctyna K web-nHtepdeicy yuepes WAN-noprt.
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2.5.1 WHTepHeT

Ona poctyna K cetm UHTepHeT HEOBXOAMMO YCTAHOBUTb OCHOBHbIE HAaCTPOWMKK B pasgene «UHTepHeT».
[na yKasaHUA OOMNONHUTENbHbIX NapamMeTpoB NepernTe B PEXMUM PACLUIMPEHHbIX HACTPOEK, HaXKaB CCbLIKY
«nodpobHee».

e Pexctum pabomel — pexkmum paboTbl YCTPOMCTBA:

—  Mapwpymuzamop — mexagy LAN un WAN-nHTepdencom yCcTaHaBNMBAETCA pPEXKMM
mapupytmsatopa (LAN nsonmposaH ot WAN);

— Mocm — mexgy WAN u LAN-MHTepdencom yCTaHaB/IMBAETCA PEXMM MOCTA: AaHHble
nepegaatorca npospayHo u3 LAN 8 WAN 1 06paTHo;

e [lpomoKkon — BbIOOP NPOTOKOAA, NO KOTOpomy byaeT ocywecTBnaTbca noakntodeHne WAN-
nHTepdelica yCTPoONCTBa K CeTn npoBalgepa:

—  Static — pexxmum paboTbl, Npn KoTopom IP-agpec 1 Bce Heobxogmmble napameTpbl Ha WAN-
WHTepdelc HasHavaloTCA cTaTuyeckn. MNpu Bbibope TMNa «Static» AnA pegakTMpoBaHuUA
6yayT AOCTYMNHbI creayloLlme napameTpbi:

BHewHuli IP-adpec — yctaHoBKa |P-agpeca WAN-uHTepdelica ycTponcTBa B CeTU
nposaiiaepa;

Macka nodcemu — macKa BHeLWHe NoAceTu;

LUnto3 no ymonyaHuto — agpec, Ha KOTOpbli OTNPaBAAETCA MAKeT, eciu ANA Hero He
HanaeH MmapLlpyT B TabaunLe mapLupyTM3aLmu;

MepsuyHeblli DNS, Bmopuy4Hsili DNS — apgpeca cepBepoB AOMEHHbIX MMEH (MCMOob3ytoTCA
ana onpepenenua IP-agpeca ycTpoicTsa no ero AOMeHHOMY MMeHMu). JaHHble nons
MOXHO He 3an0/IHATb, ECIN B HUX HET HEOOXOAMMOCTW.

— DHCP — pexum paboTbl, npu Kotopom IP-agpec, macka noacetun, agpec DNS-cepsepa,
W03 NO YMOJIYAHUIO U ApyrMe napameTpbl, Heobxoaumble ana paboTbl B ceTn, byayT
nony4veHbl oT DHCP-cepBepa aBTOMaTUYECKW.

MoaaepskuBaemble onuun:

1 — macka ceTty;

3 —aapec ceTeBOro LW3a N0 YMOIYAHUIO;

6 —agpec DNS-cepBepa;

12 — ceTeBOE UMA YCTPOICTBA;

15 — pomeHHOE nms:

26 — pasmep MTU;

28 — WwnpoKoBseLaTenbHbIN apec ceTu;

33 - cTaTuyeckme mapLlpyThbl;

42 —appec NTP-cepsepa;

43 — cneundmnyHas nHbopmaLma NPOM3BOAUTENS;
60 — anbTepHaTuBHbIN Vendor ID;

66 —agpec TFTP-cepBepa;

67 — uma daiina MO (ana 3arpyskum no TFTP c cepeepa 13 onuuu 66);
82 - nHpopmaumna areHta DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKME MapLLpPYTbI.
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B DHCP-3anpoce B onuuu 60 YyCcTPpOUCTBO NepedaeT chaeaywowyo UHGopmauuto
npoussogutens 8 opmare:

[VENDOR:npoussoautens][DEVICE:Tun yctpoictea][HW:annapaTtHan Bepcus)

[SN:cepuinHbIn Homep][WAN:MAC- agpec nHtepderica WAN]

[LAN:MAC- agpec nntepoeiica LANJ[VERSION:Bepcua nporpammHoro obecneyenus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

Cnucok wucnonbsyemblx DHCP-onumit Ha Kaxgom ceteBom WHTepdelice (Internet, VolP,
Management) MOXHO 33a4aBaTb Bpy4Hyt0. MHbOpMauma No HacTpoiKke cnMcKa NpeacTaBieHa
8 pasgene Mpunoxerune B. HACTPOMKA dhcp-KNMEHTOB B My/IbTUCEPBUCHOM PEXUME.

—  PPPOE — pexum pabotbl, npn Kotopom Ha WAN-uHTepdelice nogHumaeTca PPP-ceccus.
Mpw Bbibope «PPPOE» ANnA pefakTMPOBaHUA CTaHYT AOCTYMHbI C/ieAytoLmMe NapaMeTpbl:

Uma nonbzosamesnd — MA NONb30BaTeNA ANA asTopmsauunm Ha PPP-cepsepe;
lMaposne — naponb gna astopusauunm Ha PPP-cepsepe;
Service-Name — nms ycnyrm — 3HayeHue Tera Service-Name B coobuweHun PADI ans
MHUUManm3aumm PPPoE-coegmHeHusa (Mcnonb3oBaHWe AaHHOW OMUMW He ABAAETCA
06A3aTeNbHbIM, STOT NAapamMeTp HacTpamMBaeTCa TONbKO No TpebosaHMIo NpoBaraepa);
Bmopoli docmyn — Tn focTyna K JIOKa/bHbIM CETEBLIM PeCYpCaMm.
Mo»KHo BblIOpaTh 2 BapuaHTa:

DHCP — puHamuyecknn poctyn, Korga |IP-agpec n Bce Heobxogumble napameTpbl
nosy4atorca no npotokony DHCP;

Static — cTaTMYeCKMA — B 3TOM C/y4ae Heobxoaumble Ans AOCTyna napameTpbl HYXKHO
yKasaTtb Bpy4Hyo: IP-adpec, Macka nodcemu, DNS-cepsep, LLinto3.

— PPTP — pexunm, Npu KOTOPOM Bbixod B NHTEpHET ocylecTBAAEeTCs Yyepe3 crneunanbHblii
KaHan, TYHHeNb, ucnosabsysa npotokon PPTP. MNpu Bbibope «PPTP» AnAa penakTMpoBaHUA
CTaHyYT AOCTYMNHbI Cieaytolme napameTpbl:

PPTP-Cepsep — anpec cepsepa PPTP (gomeHHoe nms unu IP-agpec 8 popmarte IPv4);

Umsa nonb3zosamesnsa — UMA NONb30BaTeNA ANA asTopusaummn Ha PPTP-cepsepe;

lMaposaeb — naponb gna astopusaunm Ha PPTP-cepsepe;

Bmopol docmyn —Tnun A0CTyna K /IoKanbHbIM ceTeBbIM pecypcam n PPTP-cepsepy.
MoKHo BbIbpaTb 2 BapuaHTa:

DHCP — punHamuuyecknin poctyn, Korga |IP-agpec M Bce Heobxogumble napameTpbl
nosy4atorca no npotokony DHCP;

Static — cTaTM4Yeckuit, B 3TOM Cayyae Heobxogumble ana goctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYYHYHO:

= |[P-a0pec — Npu CTaTUYECKOM AOCTyrMe C 3TOro ajpeca ocyliecTsaseTca aoctyn ao PPTP-cepsepa;
= Macka nodcemu — Npu CTaTU4ECKOM A0CTyrne Macka noaceTy;

= DNS-cepsep — npu cTatndeckom goctyne cepsep DNS, ncnosb3yemblit B NOKaNbHOM CeTu;

= [1]nt03 — NpWU CTaTUYECKOM AO0CTYMe W03 Ana gocTyna K PPTP-cepsepy (ecnm Heobxoamm).

— L2TP — pexum, npu KOTOPOM BbIXxoZ B MHTEpPHET OCyLLecTBAAETCA Yepes crneumanbHbIi
KaHan, TyHHenb, ncnonb3ysa npoTokon L2TP. Mpu Bbibope «L2TP» anA pefakTMpoBaHUA
CTaHYT AOCTYMHbI C/ieAytoLme NapameTpbl:

L2TP-cepsep — agpec cepBepa L2TP (aomeHHoe uma unu IP-agpec B popmarte IPv4);
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UmsA nonvzosamensa — nma No0Nb30oBaTeNa Ana asTopusaumm Ha L2TP-cepsepe;

laponb — naponb gna asTropusauunm Ha L2TP-cepsepe;

Bmopoli docmyn — Tmn fOCTyNa K IOKaAbHbIM CETEBbIM pecypcam u L2TP-cepsepy.
MoKHo BbIbpaTb 2 BapuaHTa:

DHCP — puHamuuyeckmn poctyn, Korga |IP-agpec u Bce Heobxogumble napameTpbl
nosy4atotca no npotokoay DHCP;

Static — cTaTUyeckuid, B 3TOM c/lydae Heobxogumbie ana pgocrtyna K L2TP-cepsepy
napameTpbl 3a4a0TCA BPYUHYIO:

= |P-a0pec — Npu CTaTUYECKOM A0CTyre € 3TOro aapeca ocywecreaseTcs goctyn Ao PPTP-cepsepa;
= Macka nodcemu — Npu CTaTUHECKOM LOCTyNne Macka noaceTy;
= DNS-cepsep — npu cTaTudeckom gocTyne cepsep DNS, ncnonbsyemblii B TOKaNbHOM CeTY;

= [1I1103 — NpY CTaTUYECKOM AOCTyne W3 Ana Aoctyna K L2TP-cepeepy (ecan Heobxogum).

Mpotokonbl PPTP u L2TP mncnonb3yroTcA oA co34aHMA 3alMLLEHHOrO KaHana cBA3n yepes Internet
MeXOYy KOMMbIOTEPOM YAa/ieHHOro MO/Ib30BaTeNA M YacTHOW CeTblo ero opraHusauuu. PPTP wn L2TP
OCHOBbIBAIOTCA Ha NpoTokone Point-to-Point Protocol (PPP) 1 siBnstoTca ero pacwmnpeHnamu. [JaHHble BepXHUX
ypoBHei moaenn OS| cHayana uHKancyaunpytotrca 8 PPP, a 3atem B PPTP uan L2TP ana TyHHeNnbHoM nepeaaymn
yepes cetn obuero goctyna. PyHKUMOHANbHble BO3MOXHOCTM PPTP n L2TP pasnuyHbl. L2TP morkeT
NCMNO/Ib30BaTbCA He TO/IbKO B IP-ceTax, cnyxebHble COOOWEHUs a5 CO34aHUA TYHHENS U NePecbisIKK No Hemy
OAHHbIX MCMOb3YIOT 0ANMHAKOBbIA GdopmMaT U NPOTOKO/bl. PPTP MoXeT NnpuMeHATbCA TONIbKO B IP-ceTax, n emy
HeobxoaMMO OTAenbHoe coeanHeHne TCP anA cos3gaHuMa M Mcnonb3osaHuAa TyHHena. L2TP nosepx IPSec?!
npeanaraet 6onblie ypoBHen 6e3onacHocTH, Yyem PPTP, 1 uMeeT BbICOKYIO CTEMNEHb 3aLUMLLEHHOCTN BaXKHbIX A5
OpraHM3aLnm AaHHbIX.

OcobeHHocTn L2TP genaloT ero ovyeHb MepcrneKkTUBHbIM MPOTOKOIOM AR MOCTPOEHMA BUPTYasbHbIX
ceTen.

Ana BCTyn/a1€HUA B CUny HOBOW KOH(I)VII'ypaLI,VIVI N 3aHeCeHMA HaCTpPOEK B 3IHEProHe3aBUCUMMYIO NMaMATb

Ha*XMute KHOMKRy . Ona oTmeHbl WU3MEHEHUN HaXkMUTe KHOMKY

Y106blI NOAKNIOUUTL YCTPOWCTBO K CeTM MpoBaigepa, HEOOXOAMMO YTOYHUTb Yy OnepaTopa ceTesble
HacTpolKu. Mpn NCNoIb30BaHUKN CTAaTUYECKMUX HAacTpOeK B nosie «MpoTOKOA» HYXKHO BbibpaTb 3HayeHuMe «Staticy,
3anoNHUTL nons «BHewHun IP-agpec», «Macka nogcetu», «lUnto3 no ymonyaHuto», «lMepBuyHbii DNS» 1
«BTopuyHbIn DNS» npepocTtaBaeHHbIMM NPOBaNAEepPOM COOTBETCTBYHOWMMM 3HaYeHUsmMKU. Ecam ycTpolicTBa B
CeTM npoBaigepa MOAyYaloT ceTeBble HACTPOMKM no npoTtokonam DHCP, PPPoE, PPTP unau L2TP — B none
«MpoTokon» BblbepuTe COOTBETCTBYIOWMIA MPOTOKOA WM BOCMOJIb3YATECH WMHCTPYKUMAMM npoBangepa Ana
NO/IHOM W NPaBUIbHOM HACTPOIKN YCTPOMCTBA.

2.5.2 IP-tenedoHusn
Ons pabotbl IP-TenedoHMM HeobXoaMMO YCTAHOBUTb HACTPOMKM B pasgene «IP-tenedonHus». Ons
YKa3aHuWa [OMNOJIHUTE/IbHbIX NapaMeTpoB MepernauTe B PEXMM PacMPEeHHbIX HACTPOEK, HaXKaB CCbUIKY

«rnodpobHee».

Bo BKnagKax «JluHua 1», «/IMHuA 2», «JiuHna 3», «JIMHMA 4» BbINOAHAIOTCA OCHOBHbIE HACTPOWMKM
TenedoHHbIX NOPTOB ycTpolictBa «Phonel», «Phone2», «Phone3», «Phone4» cooTBeTCTBEHHO:

[ BKnaroyume — npn ycTaHOBAEHHOM cbnare AaHHaA IMHNA aKTUBHa;

lﬂ,nﬂ KOpPpPEeKTHOW paboTbl IPSec cnesyeT OTKAOUMTL TPAHCAALMIO aAPECOB OTNPABUTENS.
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e  Homep — abOHEHTCKNIA HOMEP, 3aKpenaeHHbIl 3a TesiedpOHHON INHUEN;
e UmA nonvzosamesns — UMA NOAb30BaTeNs Ans ayTeHTudmKaumm Ha SIP-cepsepe;
e [laponb —naponb ana ayteHTUdMKaumm Ha SIP-cepsepe.

Bo Bknagke «SIP» BbINOAHAOTCA OCHOBHble HAaCTPOMKKN ana SIP-npokcu cepBepa:

e SIP-npokcu cepsep — ceteBon appec SIP-cepBepa — YCTPOMCTBA, OCYLLECTBAAKOLLEIO KOHTPO/b
JocTyna Bcex aboHeHTOB K TenedpoHHOM ceTn nposangepa. MoXHO yKasaTb Kak IP-agpec, Tak u
AOMeHHOe MMSA (Yepes3 ABOETOYME MOXKHO 33a4aTb anbTepHaTuBHbIiM UDP-nopt SIP-cepsepa, no
ymonyaHuio 5060);

e Peazucmpayus — npu ycTaHOBJAEHHOM ¢nare paspelleHa perucrtpaums aboHEHTCKMX MOPTOB Ha
cepBepe perncrpaunm;

o Cepsep pecucmpayuu — CEeTEBOW afpec YyCTPOMCTBA, HA KOTOPOM OCYLLECTBAAETCA perncTpaums
BCcex aboHeHTOB TenedpOHHOM CETU C LLeNbio NPefoCTaBAeHNA UM NpaBa MoJb30BaTbCA YCAYyramu
cBA3KM (4epe3 [BOETOYME MOMKHO YKasaTb a/fibTepHaTMBHbLIA MOPT cepBepa Perucrpaumm, no
ymonuyaHumio 5060). MoxHO yKasaTb Kak IP-agpec, Tak U gomeHHoe umA. OB6bIMHO cepBep
pervcTpaunmn dusmyeckn coBmelleH ¢ SIP-npokcn cepsepom (OHM MMEIOT OAMHAKOBbIN agpec);

e SIP domain — pomeH, B KOTOPOM HaxogmTcA YCTPOWCTBO (3amno/iHATb MpU HeobXxoamMmocTw),
Ha3Ha4vaeTcA aBTomatmyecku M3 15 onuum npotokona DHCP wmnu 3apaetca spyyHyto. [JomeH,
33a[aHHbI BPYYHYIO MMEET NPUOPUTET HaL HACTPOMKOWM, NonydeHHoM no DHCP.

[na BCTynAeHMA B CUAY HOBOW KOHOUTypauMM U 3aHECeHUA HACTPOEK B 3HEProHe3aBMCUMMYD NamMATb

HaXXMUTe KHOMKY . Ana otmeHbl N3MEHEHUI HaXkmuTe KHOMKY

2.5.3 IP-teneBnpgeHune

Ona paboTbl GyHKUMKM IPTV HYXKHO BbINOAHUTL OCHOBHbIE HAacTPOMKKN B pasgene «IP-tenesmngeHue». Ana
YKa3aHMA [JOMNOJHUTENbHbBIX NAPaMeTPOB NepenguTe B PEXMM PaCLMPEHHbIX HACTPOEK, HaXKaB CCbIAKY
«noopobHee».

e Bkawuumes IPTV — npu yctaHoBAeHHOM diare paspelleHa TpaHcnauua curHanos IP-tenesnaeHms
¢ WAN-uHTepdelica TAU-4M.IP (n3 ceTn npoBsaigepa) Ha ycTpolCTBa, NoAKAtoueHHble K LAN-
nHTepoelicy;

e BKawouumbe HTTP-npoKcu — npu ycTaHOBAEHHOM dnare ucnonb3oBaTb HTTP-npokcu. HTTP-npokcu
ocyuwectsafeT npeobpasosaHne UDP-notoka B notok HTTP, 4To No3BOAAET yAYYLINUTb KaYecTBO
TPaHCANPYEMOTO M306paXKeHMA NPU NJIOXOM KauecTBe KaHasa CBA3WU B IOKA/IbHOW CeTu.

e [lopm HTTP — Homep nopTta HTTP-npoKcu, ¢ KoToporo byaeT ocywecTBAATbCS TPaHC/AIMpoBaHMe
BMOEO-NOTOKA. Mcnonb3ynte 3TOT MOPT AAA NOAKAIOYEHMA K TPAHCAMPYEMBIM YCTPOMCTBOM
notokam IPTV.

Hanpumep, ecnm yctpoiictBo umeeT Ha LAN-uHTepdeice agpec 192.168.0.1, paas nopTa NpoOKcU-cepBepa
BblOpaHO 3HauyeHue 2345, n HeobxogMmo BocnpomsBecTn KaHan 227.50.50.100, TpaHcaupytowminca Ha UDP-
nopt 1234 - ana nporpammel VLC agpec NOTOKa HYXHO 3a4aTb B BuAae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

Ona BCTyn/1eHnA B CUny HOBOWM KOHd)MI'ypaLI,VIM N 3aHeCeHMA HACTPOEK B 3HEProHe3aBUCUMMYKO MNMaMATb

HaXXMuUTe KHOMKY . [na oTmeHbl N3MEHEHUN HaXKmunTe KHOMKY &
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2.5.4 Cucrema

B paspene «Cuctema» BbINOAHSAETCA HACTPoOMKa Aoctyna K web-koHdurypatopy ycTtpoiictea. AnAa
YKa3aHMA [OMONHUTE/IbHbIX MapameTpPoB MNepenguTe B PEXMM PACLIMPEHHbIX HACTPOEK, HaXKaB CCbLIKY
«nodpobHeey.

Hoctyn K Web yepes WAN:

e HTTP — npu ycTaHOBNEHHOM ¢are paspeLlieHo NoAKAYeHMEe K web-KoHbUrypaTopy ycTponctaa
yepe3 WAN-nopT no npoTtokony HTTP (HebesonacHoe noakaoveHme);

e HTTPS — npu ycTaHoBAeHHOM diare paspeLleHo NogxaoveHne K web-koHburypatopy yctponctea
yepe3 WAN-nopT no npoTtokony HTTPS (6e3onacHoe nogKkatoueHue).

« Mo ymonuaHuio goctyn K web-unrepdeiicy ycrpoiictea paspelueH TonbKo Yepes LAN-uHtepdeiic.

Ana BCTyNn/a1€HUA B CUny HOBOW KOHCI)VII'ypaLI,MVI N 3aHeCeHnA HaCTpPOEK B 3HEProHe3aBUCMMYIO NMaMATb

Ha*XXMunte KHOMKyY . Ona oTmeHbl M3MEHEHUIN HaxKmnTe KHOMKY &
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2.6 PacwmpeHHble HaCTPOMUKHU

[nsa nepexofa B peXXUM PACLUMPEHHbIX HACTPOEK YCTPOMCTBA HAXKMUTE CCbUTKY «100pobHee» B Ha3BaHWUU
Ntoboi NAUTKM UAK BbibepuTe NYHKT «HacTpolikn» Ha NaHenu cnesa.

2.6.1 OcHoBHble 3nemeHTbl web-uHTepdeiica

Ha pucyHKke 7 npeAcTaBneHbl 31eMeHTbl HaBuraumm web-KoHburypatopa B pexmnme pacliMpeHHbIX
HacTpoek.

TAU-4M.IP 1 m-  admn
m IP-tenedporun  IP-reneBugedne  Cuctema Z

VntepieT QoS [EEELadTERVINGETIw 0 DHCP-cepeep  JlokanbHblid DNS — NAT M npoGpoc nopTos  CeTesod 3kpad  ACL  @umsTp MAC
)

MappyTusagus OuHamusecknit DNS SNMP

Hactpoitka MAC-agpeca WAN 5

MNepeonpegenuts MAC. [
MAC -
&
xowen | 3
© 000 "Mpednpuamue "Bnmexe”, 2011 — 2018 Bepcus MO: (vexyman sepena M10)

f Bepcus sed-Unmepgetica: (Texyman sepcna Bed-nHTepdreica)

PUCYHOK 7 — DnemeHTbl HaBuUraumm web-koHdurypaTopa

OKHO no/ib30BaTeNbCKOro HTepdelica pasgeneHo Ha cemMb obnacreit:

1 Wma nonb3oBaTens, nog KOTOPbIM Obll OCYLLECTB/IEH BXOZ B CMCTEMY, KHOMKa 3aBepLueHun
ceaHca paboTbl B web-uHTepdelice (8b61x00) noa AaHHbIM NOb30BATENEM W BbiNagalolee MeHHo
BblbOpa A3blka web-uHTepdelica.

2 BKnagkuM MeHK TpynnupyrloT BKAAAKM nogmeHio no KaTeropuam: Cetb, IP-tenedoHusn, IP-
TenesupgeHue, Cucrtema.

3 BKJaAKu NOAMEHIO CAYXKaAT ANA YyNPaBJAeHUA NOJIEM HACTPOEK.
4 MaHenb cmeHbl perkuma web-koHdurypaTopa (onucaHme B pasgene 2.3).

5 Tlone HacTpoek yCcTpoicTBa, KOTopoe HasnpyeTca Ha BbiIbope Nonb3oBaTeNs, NpegHasHavyeHo ana
NPOCMOTPA HAaCTPOEK YCTPOMCTBA U BBOAA KOHOUIYPALMOHHBIX AaHHbIX.

6 KHOMKM ynpasneHus KoHdurypauueir, nogpobHas nHbopmauma npuseseHa B pasgene 2.4.

lMpumeHUMb — NPUMEHUTb N COXPAHUTb TEKYLLYO KOHGUIYPaLMIO B SHEPrOHE3aBUCUMYHO
namaTb YCTPOMCTBA;

OmmeHa — OTMEHa MW3MEHEHWN (BO3MOMKHA TONbKO [0 HaXKaTUA Ha KHOMKY
«[MpumeHUMb»).

7 WHPopmaLMOHHOE Nose, B KOTOPOM OTODBparkaeTca BepCUs NporpaMmHoro obecnevyeHus, Bepcus
web-uHTepdelica.
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2.6.2 MeHo «CeTb»

B meHto «CeTb» BbINOAHAETCA KOHPUIYPUPOBaAHME CETEBbIX HAaCTPOEK YCTPOMCTBA.

2.6.2.1 NMogmeHto «MAHTEpHET»

B noameHio «MHTEpPHET» BbINONHAETCA KOHPUTYPUPOBaHME BHelLHel ceTu (mo npoTokonam PPPoE, DHCP,
PPTP, L2TP, cTaTMUeCKK, B pexmme mapLupyTusaTopa U MOCTa) U JIOKaNbHOM CeTH.

OB6wwe HacTporku

WA xocTa

BHelUHARA ceTb

Mogeniuexne K HHTEPHET HPDED,'J,HDE nogenuere v

CrOpOCTE U Jyrnnekc Auto v

HacTpoiku nogknoveHun
Pexun pabots: MapuupyTusatop v
Mpotokon DHCP r

AnstepHatuensii Vendor |10 (onuna 60)
WHehopmauma arewta DHCP Relay (Onuns 82)
MepeuuHeli DNS
Bropuuneii DNS

Paamep MTU 1500
Wenonsaoeate VLAN

OTKMOUKTE TPaHCIALMIO 34PECoB OTNPaBUTENA

JlokansHas ceTs

|P-agpec 192.168.1.1

m

255 25

m

Macka nogcetw 25 0

HacTpoiika IPSec

adpecos omnpasumens u [PSec nesozMoxHa

BrnkurTe Cosmecmuan paboma mparen

Obuwue HacmpoUKu

e VIMsa xocma — ceTeBoe MMA yCTPOICTBa.

BHewHsAsA cemb

e [loOdKnroyeHue Kk MHmepHem — cnocob NoAKAYEeHNA YCTPOMCTBA K BHELLHEN ceTu:

— [IposodHoe nodknroyeHue — NOAKAOYEHNE K CeTU UHTEPHET OCyLecTBASETCA TOAbKO NO
Ethernet-kabento yepes nopt WAN;

— 3G/4G USB-modem — nogxaodeHne K cetm WMHTepHeT ocyllecTsaseTca uvepes
6ecnposogHoit USB-mogem 3G/4G (vepe3 ceTb MOBMAbHOW CBA3M), NOAKMOUYEHHbIA K
USB-nopTy yCTPOMCTB3;

— AsmomamuyecKu nepexodums Ha pe3epsHbili KaHAA — NOAKAOYEHUNE K ceTU UHTepHeT
OCYLLECTB/IAETCA MO OCHOBHOMY KaHasny (3agaeTca Huxke B none « OCHOBHOM KaHan»), U B
C/y4ae nponagaHua [octyna K MHTepHeT no OCHOBHOMY KaHany 6yaeT npovsBeneH
aBTOMATUYECKUI Nepexos, Ha pe3epBHbI KaHall.
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e CKOpOCTb M AynneKc — YCTaHOBKa CKOPOCTU Mepenayn AaHHbIX U pexkuma paboTbl Aynnekca Ha
Ethernet-nopty WAN aboHeHTCKOro WAto3a:

— Auto — aBTOMaTU4YeCKOe COr/lacoBaHNe CKOPOCTU U AyNJ/eKca;

— 100 Half — noaaep»usaetca ckopoctb 100 MBUT/C ¢ NOAYAYNIEKCHbIN PEXKMMOM;
— 100 Full - noaaep»usaetca ckopoctb 100 M6UT/c ¢ AYNAEKCHbIM PEXNUMOM;

— 10 Half - noaaepxusaetca ckopoctb 10 M6UT/C € NoAyAyNAEKCHbIM PEXNUMOM;

— 10 Full - nogaepsunsaetca ckopoctb 10 M6UT/c ¢ AYNNEKCHBIM PEXKUMOM.

HacmpolKu nodknawoyeHus

Mpu BbibOpe cnocoba noakaoueHns «MpoBogHoe nogKAOYeHUe» OyayT [OCTyNHbl Cchaeaylowme
HaCTPOWKM NOAKAOYEHUA:

o Pexnm paboTbl — pexum paboTbl yCTpoICTBa:

—  Mapwpymuzamop — mexagy LAN n WAN-uHTepdbeincamm yCcTaHaABAMBAETCA pPEXMM
mapupytmsatopa (LAN nsonmposaH ot WAN);

—  Mocm — mexgy WAN n LAN-uHTepdencammn ycTaHaBAMBAETCA PEXMM MOCTA: AaHHbIe
nepegatorca npospayHo ns LAN B WAN 1 06paTtHO — paKTUYECKM YyCTPOUCTBO paboTaeT B
perKMme KoMMyTaTopa.

Mpu BbibOpe pexuma paboTbl «Mapwpymusamop» 6yayT L[OCTYMHbI CAefylolne  HaCTPOMKM
NOAKIOYeHUA:

e [lpomoKon — BbIBOP NPOTOKOAA, NO KOTOpomy bOyaeT ocywecTBnAaTbcs noakatodeHne WAN-
nHTepdelica yCTPONCTBA K CETU NpeaocTaBAeHMA yCayr npoBanaepa:

— Static — pexkum paboTbl, Npu KoTopom IP-agpec 1 Bce HeobxogmMmble napameTpbl Ha WAN-
NHTepdelic HasHavaloTca cTaTudecku. Mpu Bbibope TMNA «Static» Ana pesakTMpoBaHMA
CTaHYT AOCTYMHbI C/iedytolme napameTpbl:

BrewHuli IP-adpec ycmpolicme — yctaHoBKa IP-agpeca WAN-uHTepdeinca ycTpolicTea B
ceTu npoBaiaepa;

Macka nodcemu — Macka BHeLWHel noaceTy;

U3 no ymon4aHuto — agpec, Ha KOTOPbIA OTNPaBAAETCA MaKeT, ecin AAA Hero He
Hali4eH MapLwpyT B Tabaunue mapLipyTusauuu;

MepsuuHbili DNS, Bmopu4Hsili DNS — aapeca cepBepoB AOMEHHbIX UMEH (MCMob3yoTCA
ana onpegenerHua IP-agpeca ycTponctea no ero 4OMeHHOMY MMeHM). [aHHble nons
MOKHO OCTaBWUTb MYCTbIMU, ECIU B HUX HET HEOBXOAMMOCTMU.

— DHCP — pexum paboTbl, npu Kotopom IP-agpec, macka noacetn, aapec DNS-cepsepa,
LW/I03 MO YMOJIYAHUIO U ApyrMe napameTpbl, Heobxogumble ana paboTbl B ceTu, dyayT
nony4veHol ot DHCP-cepBepa aBTOMaTUYECKW.

Moaaep*mMBaemble onuun:

1 — macka ceTtu;

3 —apapec ceTeBOro W/k03a No YMOAYaHUIO;
6 —agpec DNS-cepsepa;

12 — ceTeBOE MMA YCTPOICTBA;

15 — pomeHHOE nms;

26 — pasmep MTU;

28 — WMpoKoBeLWaTeNbHbIN afpec ceTu;
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33 - cTaTU4ecKMe MapLlpyThbl;

42 — appec NTP-cepBepa;

43 — cneundmryHaa MHPopmaLma NPoON3BOANTENS;

60 — anbTepHaTUBHbIM Vendor ID;

66 —agpec TFTP-cepBepa;

67 — ums ¢aiina MO (ans 3arpysku no TFTP ¢ cepepa 13 onuun 66);
82 - nHdopmauma areHta DHCP Relay;

120 — outbound SIP-cepBepa;

121 — 6ecknaccoBble CTaTUYECKME MapLLPYTbI.

Ona npotokona DHCP nmeeTca BO3MOXKHOCTb 3a4aTb HEOOX0AMMOeE 3HauYeHue onumnin 60 u 82.

AnemepHamusHsili Vendor ID (onyua 60) — npu ycTaHoOB/AEeHHOM dnare ycTpoMcTBO
nepenaér 8 DHCP-coobuweHusx B onumm 60 (Vendor class ID) 3HaueHune ns nona Vendor
ID (onyus 60). Mpu nyctom none onuma 60 B coobuweHuax npotokona DHCP He
nepegaérca.

Echn dnar AasmepHamusHsili Vendor ID (onyus 60) He ycTaHoBneH — B onuuu 60
nepenaeTcs 3Ha4YeHWe Nno YMo4aHMIO, KOTOPOe MMEET cieaytowmii popmart:
[VENDOR:npowussogutens][DEVICE:Tvn ycTporictea][HW:annapaTtHas Bepcus]
[SN:cepuiiHbiit Homep][WAN:MAC-aapec nHtepdeica WAN]

[LAN:MAC-agpec nHtepdeitca LAN][VERSION:Bepcus nporpammHoro obecneyeHus]

Mpumep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHudbopmauus areHTa DHCP Relay (onuus 82) — npu yctaHoBneHHOM ¢nare nossonnet
nobasuTtb B DHCP-3anpoc:

= UldeHmugpukamop uyenu aeceHma (Onyua82) — nossonser pobasutb B DHCP-3anpoc onuuto 82,
nogonumto 1 - Agent Circuit ID;

= ldeHmMupuKkamop yodaneHHozo azeHma (Onyusa82) — nossonset aobasutb B DHCP-3anpoc onyuio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok mcnonbzyembix DHCP-onuuit Ha Kaxgom ceteBom UHTepdelice (Internet, VolP,
Management) MOMHO 3agaBaTb Bpy4YHyto. WHPopmauus Mo HACTPOWKe ChWcKa
npeAcTaB/ieHa B NPUIOKeHUM B.

MepsuyHoblli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB — ecnamn agpeca DNS-
CepBepoOB He Ha3HayalTcA aBToMaTUyecku no npotokosny DHCP, npn HeobxogmmocTu
3afaiiTe mx BpPyYHyto. Aapeca, 3afaHHble BPYyYHylo, ByayT MmeTb NpuopuTeT Hag,
agpecamun DNS-cepsepos, noaydeHHbIMK No npoTtokoay DHCP.

—  PPPOE — pexum pabotbl, npn Kotopom Ha WAN-uHTepdeiice nogHumaetca PPP-ceccus.
Mpwu BbI6OPE «PPPOE» oA pefakTMPOBaHUA CTaHYT AOCTYMNHbI CAeaytolme napameTpbl:

Wmsa none3osamesnsa — uma NONb30BaTeNA ANA aBTopu3auunmn Ha PPP-cepsepe;

Mapons — naposb ANA aBTOpU3aLuu;

MTU — MaKcumManbHblii  pasmep 6710Ka  JaHHbIX, MepejaBaemblXx MO CeTU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — vmsa ycnyrm — 3HadeHue Tera Service-Name B coobuieHmm PADI (none He
06s3aTenbHO ANA 3aN0/HEHUR);

Tun coeduHeHUA — B 3aBUCMMOCTU OT BblBpaHHOro 3HavyeHusa PPPoE-ceccma nogHsaTa
Bcerga (AlwaysOn), wHuMuMMpyeTca Npu  HeobxoguMmocTM nepegayun  TpaduKa
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(OnDemand) vnn MHULMMPYETCA U TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK
«BKaYUmMb myHHens/Bobikaoyume myHHens» (Manual);

Talimaym HeaKmusHOCMU, C — TMNPOMEXYTOK BPEMEHW, MO WUCTEYEHUU KOTOPOro
npoucxoamT paspblie PPPoE-ceccum no HeakTUBHOCTM B pexkume OnDemand,

LCP echo unmepesas, ¢ — nepuog, otnpasku LCP-3anpocos;

Konuuecmso owubok LCP echo — KonuyectBo HeoTBeyeHHbix LCP-3anpocos, nocne
KOTOpbIX nponcxoamT paspbis PPPoE-ceccuu;

Bmopoli docmyn — Tvn focTyna K JIOKa/bHbIM CETEBbIM PeCYpPCaM.

Mo3KHO BbI6paTb OAMH M3 ABYX BapUaHTOB:

DHCP - puHamwuueckuit pgocTyn, Korga IP-agpec M Bce Heobxoaumbie napameTpbl
Ha3Ha4vatoTca no npoTokony DHCP;

Static — cTaTuyeckuii — B 3TOM C/lydae HeobxogMmble gns JOCTYNa NapameTpbl 3a4atoTcs
BpYyYHyto: IP-adpec, Macka nodcemu, DNS-cepsep, LLinto3;

Ucnonezosames emopoli docmyn 0as VolP — onuua gocTynHa, ecan ana cepsuca |IP-
TenepoHUN He HaACTPOEH BblaeneHHbIn uHTepdeic (yctaHoBneH dnar «Mcrnonbzosams
Hacmpoliku Internet»). MNpu cHatom dnare (no ymonyaHuo) cepsuc IP-TenedoHmmn
ucnonbsyet gnsa csoeit pabotbl UHTepdelic PPP, npu ycraHoBneHHOM — UHTepdelic
BTOporo goctyna (IPoE);

AnnapamHoe yckopeHue mpaguka — B 3aBUCMMOCTM OT BblOpPAHHOrO 3Ha4eHwus
[OCTUraeTca yBemyeHne NPponycKHOM cnocobHOCTU yCTPOCTBa NpU Nnepeave Tpaduka
PPP (npwu Bbibope PPP) unu IPoE (npwu Bbibope Ethernet).

PPTP — pexXum, Npu KOTOPOM BbIxod B MHTEpPHET ocyLiecTBAfeTCcA Yepes cneunanbHbIn
KaHas, TyHHesNb, ucnoab3ya npotokon PPTP. Mpu Bbibope «PPTP» ans peaakTMpoBaHusa
CTaHyT AOCTYMHbI Cneaytolme napameTpsbl:

PPTP-cepsep — IP-agpec cepsepa PPTP;

UmaA nonv3zosamensa — uma Nonb3osaTena Ana astopusaumm Ha PPTP-cepsepe;

lMaponb — naponb gnAa asTopusaummn Ha PPTP-cepsepe;

MTU — MaKCcMManbHbli  pasmep 6/0Ka [AaHHbIX, MepefaBaemblXx MO CETU
(pekomeHayemoe 3HaueHne — 1462);

Tun coeduHeHUs — B 3aBUCMMOCTM OT BblbpaHHOro 3HauyeHusa PPTP-ceccus nogHaTa
Bcerga (AlwaysOn), wvHUUMMpyeTcA nNpuM  HeobxoaumocTn nepefdaun  TpaduKa
(OnDemand) wnAn VHUUUKMPYETCS U TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK
«Braoyums myHHesns/Boikatouume myHHens» (Manual);

Talimaym HeaKmusHOCMU, C — TMNPOMEXYTOK BPEMEHM, MO WCTEYEHUU KOTOPOro
npoucxoamT paspblis PPTP-ceccum no HeakTUBHOCTU B pexxume OnDemand,;

LCP echo uHmepsas, c — nepuog, otnpaekm LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuyectBo HeoTBeuyeHHbIx LCP-3anpocos, nocne
KOTOPbIX Nponcxoaut paspbis PPTP-ceccuu;

Bmopoli docmyn — Tvn A0CTyna K 10Ka/bHbIM ceTeBbIM pecypcam u PPTP-cepBepy.

Mo3KHO BbI6GpaTb 0AMH M3 ABYX BapPUaHTOB:

DHCP — punHamuyecknn poctyn, Korga |IP-agpec M Bce Heobxogumble napameTpsbl
Ha3Ha4vatoTca no npotokony DHCP;

Static — cTaTU4Yeckuid, B 3TOM Cc/y4yae Heobxogumble ana poctyna K PPTP-cepsepy
napameTpbl 3a4a0TCA BPYYHYIO:

= [P-a0pec — Npu CTaTUYECKOM AOCTyMe C 3TOro ajpeca ocyliecTsaseTca goctyn ao PPTP-cepsepa;

= Macka nodcemu — Npu CTaTU4ECKOM A0CTyrne Macka noaceTy;
= DNS-cepsep — npu ctatndeckom goctyne cepsep DNS, ncnosb3yemblit B NOKaNbHOM CeTU;
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= [lI1103 — NPU CTaTUYECKOM AO0CTynNe W03 Ans Aoctyna K PPTP-cepeepy (ecnv Heobxoanm).

Ucnonsb3zosame emopoii docmyn 0a1a VolP — onunus aocTynHa, ecan gnsa cepsuca IP-tenedoHmnm
He HaCTPOEeH BblaeneHHbIn UHTepdenc (ycTaHoBneH dnar «Mcnonvzoeams Hacmpoliku Internet»). Mpu
cHATom dnare (no ymonyaHuio) cepsuc IP-tenepoHnmn ncnonbsyet ansa ceoeit pabotbl HTepdeic PPP, npu
yCTaHOBAEHHOM — MHTepdeiic BToporo goctyna (IPoE).

AnnapaTHoe ycKkopeHue TpaduKa paboTaeT ToNbKo ana nHtepdeiica sToporo goctyna (IPoE).

— L2TP — pe)um, npu KOTOpom Bbixod B MHTEpPHET ocyL,ecTBAsSETCA Yyepe3 cneunasnbHblii
KaHan, TyHHenb, ucnonab3ya npotokon L2TP. Mpu sbibope «L2TP» anAa pefakTMpoBaHUA
CTaHYT AOCTYMHbI Cneaylolme napameTpsbl:

L2TP-cepsep — IP-agpec cepsepa L2TP;

Uma nonvzosamensa — nma NoNb3oBaTeNa Ana asTopusaumm Ha L2TP-cepsepe;

laponb — naponb ana aBTopusaunm Ha L2TP-cepsepe;

MTU — MaKCMManbHbii  pasmep 6/10Ka  AaHHbIX, NepefaBaemblXx MO CETU

(pekomeHayemoe 3HaueHue — 1462);

Tun coeduHeHUs — B 3aBUCMMOCTM OT BblbpaHHOro 3HauyeHusa PPTP-ceccus nogHaTa

Bcerga (AlwaysOn), wHuMuMMpyeTcA Npu  HeobxoguMmocTM nepegayn  TpaduKa

(OnDemand) vnn MHULMMPYETCA U TEPMUHUPYETCA BPYYHYIO MPU MOMOLLM KHOMOK

«BKA04UMb myHHens/Boikaouume myHHenb» (Manual);

Talimaym HeaKmusHOCMU, C — TPOMEXYTOK BPEMEHM, MO WUCTEYEHUU KOTOPOro

npoucxoauT paspbls L2TP-ceccnmn No HEAaKTUBHOCTHM B pexknume OnDemand,

LCP echo unmepsas, ¢ — nepuog, otnpaskn LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonnuyecTBo HeoTBeyeHHbIx LCP-3anpocos, nocne

KOTOPbIX NponcxoamT paspbis L2TP-ceccuu;

Bmopol docmyn — TN [OCTyna K NOKa/bHbI ceTeBbiM pecypcam u L2TP-cepsepy.
Mo»HO BbIOpaTb OAUH U3 ABYX BapUAHTOB:

DHCP — puHamuuyeckmin poctyn, Korga IP-agpec u Bce Heobxogumble napameTpbl
Ha3Ha4vatoTcAa no npotokony DHCP;

Static — cTaTUYeckuii, B 3TOM Cc/ydyae Heobxoaumble pgna goctyna K L2TP-cepsepy
napameTpbl 3a4a0TCA BPYUHYIO:

= |P-a0pec — Npun CTaTUYECKOM A0CTyre € 3TOro aapeca ocywecreaseTcs goctyn ao PPTP-cepBepa;

= Macka nodcemu — nNpu CTaTUHECKOM LOCTyNne Macka noaceTy;

= DNS-cepsep — npu ctatnyeckom goctyne cepsep DNS, ncnosb3yemblit B NOKaNbHOM ceTu;

= [lIa1103 — NPU CTaTUYECKOM A0CTYyNe W03 Ans AocTyna K L2TP-cepBepy (ecnn Heobxoamm);

= Micnons3dosame emopoli docmyn 0na VolP — onuua AocTynHa, ecam ana cepsuca IP-tenedpoHnn He
HaCTPOeH BblAeNEeHHbI MHTepdeic (ycTaHoBneH dnar «Mcrnoaszoeame Hacmpolku Internet»). Mpu
cHATOM dnare (no ymonyaHuto) cepsuc IP-tenepoHum ncnonbsyet gas ceoei pabotbl HTepdelic PPP,
npuv ycTaHOBNeHHOM — UHTepdeiic BToporo goctyna (IPoE).

AnnapaTHoe yckopeHue TpadurKa paboTaeT To/bKO s uHTepdeiica BToporo goctyna (IPoE).

Mpotokonbl PPTP u L2TP mncnonb3ytoTcA AnA CO34aHMA 3alMLLEHHOrO KaHana cBA3n 4yepes Internet
MeXay KOMMNbITEepOM YyAaseHHOro Mo/Ab30BaTess M YacTHOM CceTbio ero opraHusaumm. PPTP u L2TP
OCHOBbIBAIOTCA Ha NpoTokone Point-to-Point Protocol (PPP) 1 sBnstoTca ero pacwmnpeHnsamu. [JaHHble BepXHUX
ypoBHei moaenn OS| cHayana uHKancyaunpytotrca 8 PPP, a 3atem B PPTP uan L2TP ana TyHHeNnbHoM nepeaaymn
yepes cetn obuwero goctyna. PyHKUMOHANbHble BO3MOXHOCTM PPTP n L2TP pasnuyHbl. L2TP morkeT
MCMNo/1Ib30BaTbCA He TOJIbKO B IP-ceTax, cnyebHble COOOWEHUs oS CO34aHUA TYHHENS U NepPecbisIKK No Hemy
OAHHbIX MCMOAb3YIOT 0AMHAKOBbIM GdopMaT U NPOTOKO/bl. PPTP MoXeT NnpuMeHATbCA TONIbKO B IP-ceTax, 1 emy
Heobxoanmo oTaenbHoe coeamnHeHne TCP ans co3gaHusa U NCnosib30BaHNUA TYHHENS.
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L2TP nosepx IPSec? npeanaraet 6onblue yposHel 6esonacHocTn, 4em PPTP, 1 rapaHTUMPOBaTh BbICOKYIO
cTeneHb 6€30MACHOCTb BaXKHbIX A/1A OpraHM3aumMm fAaHHbix. OcobeHHocTM L2TP  penatoT ero oyeHb
NepcneKkTUBHbIM NPOTOKOIOM A5 NOCTPOEHUA BUPTYasIbHbIX CETEN.

Ucnons3osamob VLAN 8o eHewHeli cemu — npu ycTaHOBAEHHOM dnare NCNoab3oBaThb A8 BbIXoAa
B MHTepHeT ngeHtudumratop VLAN, ykasaHHbIn B nosie « VLAN ID».

— VLAN ID — npeHtndukatop VLAN, ncnonbsyemblit Ana gaHHOM ycnyru;

— 802.1P — npwusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaBAnBaemblit
Ha ucxoadAwMme ¢ AaHHoro nHtepdeiica IP-nakeTbl. MpuHUMaeET 3HavyeHUs oT O (HM3LWKUiA
npuopuTeT) Ao 7 (HaMBbICWINI NPUOPUTET).

VLAN — BupTyanbHaA foKanbHaa ceTb. Mpepacrasnset coboli rpynny xoctos, o6beANHEHHbIX B
OZHY CeTb HE3aBUCUMO OT UX GU3MYECKOTO MECTOHAXOXKAEHUA. YCTPOMCTBA, CrpynnuMpoBaHHble B
oAHY BupTyanbHyto cetTb VLAN, umetroT ogmHakoBbin naeHtudmkatop VLAN-ID.

e OmKAYUMb MPAHCAAYUD adpecos omrpasumess — NP YCTaHOBAEHHOM ¢nare OTK/oYeHa
noAmeHa ajpeca MWCTOYHMKA OTNpaBMTENA NakeTa W3 JIOKasbHOW noAacety (OTKAoYeHue
masquerading ).

Mpu Bbibope pexnma paboTbl «Mocm» ByayT AOCTYNHbI CAeAytolmMe HacTPOMKM NOAKNOYEHNA:

e [lpomokosn — BblIBOpP NPOTOKOMA, MO KOTOpomy OyaeT ocywecTBaATbcA noakatodyeHne WAN-
nHTepdelica yCTPONCTBA K CETU NpeaoCTaBeHNs yCayr npoBangepa:

—  Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoaumble napameTpbl Ha WAN-
nHTepdelic Ha3zHa4valoTcA cTaTnyecku. Mpu Bolbope Tvna «Staticy gna pepakTMpoBaHMA
CTaHyYT AOCTYMNHbI Cieaytolme napameTpbl:

IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdelica ycTpoiicTBa B CETM NpoBanaepa;

Macka nodcemu — macka BHELWWHEN NoaceTw;

LLnto3 no ymonyaHUto — afpec, Ha KOTOpblA OTNPABAAETCA MaKeT, eCcn A/1A Hero He
HalifeH MapwpyT B Tabaunue mapluipyTnusauuu;

MepesuyHbiii DNS, BmopuyHsili DNS — aapeca cepBepoB AOMEHHbIX MMEH (MCMOo/b3yHoTCA
ana onpeaeneHua IP-agpeca ycTpomncTea no ero 4OMeHHOMY MMeHM). [aHHble nons
MOHO OCTaBWUTb MYCTbIMU, ECIU B HUX HET HEODXOAMMOCTMU.

— DHCP — pexum pabotbl, npn Kotopom IP-agpec, macka noacetn, agpec DNS-cepsepa,
W03 NO YMOMYaHUIO W Apyrve napameTpbl, Heobxoaumble ana paboTbl B ceTw,
Ha3Ha4vatoTcAa no npotokony DHCP;

AnbmepHamusHsili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM ¢nare yCTPOWCTBO

nepegaér 8 DHCP-coobuieHunax B onumm 60 (Vendor class ID) 3HauyeHue 13 nona Vendor
ID (onyus 60). Mpu nyctom none onuua 60 B cooblieHnax npoTtokona DHCP He
nepepaérca.

Ecnn dnar AnbmepHamuseHsili Vendor ID (onyus 60) He ycTtaHoBneH — B onuuu 60
nepegaeTcsa 3Ha4YeHUe No yMoa4aHUIo, KOTOpoe UMeET caeaytowmnii popmar:
[VENDOR:npoussoamnTens][DEVICE:Tnn yctpovicteal][HW:annapaTtHan Bepcus]
[SN:cepuitHbIi Homep][WAN:MAC-agpec nHtepoeica WAN]

[LAN:MAC-agpec nHtepderica LAN][VERSION:Bepcus nporpammHoro obecneyeHms]

Mpnmep:

2 Ana KOppPeKTHOM paboTbl IPSec cneayeT OTKAOUYUTL TPAHCAALMIO a4pPecoB OTNpaBUTeNs.
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[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHbopmauus areHTa DHCP Relay (onuus 82) — npu yctaHoBneHHOM ¢nare nossosneT
nobasuTtb B DHCP-3anpoc:

= UldeHmupukamop uyenu aeeHma (Onyua82) — nossonser pobasutb B DHCP-3anpoc onuuio 82,
nogonumto 1 - Agent Circuit ID;

= ldeHmugpuKkamop yodaneHHo2o azeHma (Onyua82) — nossonaet aobasutb B8 DHCP-3anpoc onuuio 82,
nogonuuto 2 - Agent Remote ID.

Cnucok ucnonbsyembix DHCP-onumii Ha Kaxagom ceteBom WHTepdeiice (Internet, VolP,
Management) MOXHO 3a4aBaTb Bpy4Hyt0. MHGOpMauma No HacTpoiKe cnMcKa npeacTaB/eHa
B NPUNOXKeHUn B.

Mepesu4Hebili DNS, BmopuyHeili DNS — IP-agpeca DNS-cepBepoB — ecnun agpeca DNS-cepsepos
He Ha3HayalTcA aBTOMATM4YecKM no npotokony DHCP, npu HeobxoaMmoOCTM 3afaiTe wmx
BpyYHyto. Aapeca, 3afaHHble Bpy4YHyto, OyayT uMmeTb npuoputeT Hag agpecamm DNS-
cepBepos, NoayyYyeHHbIMKU NO npoToKkoay DHCP.

e PPPOE — pexum paboTbl, npu KoTopom Ha WAN-untepdeice nogHumaetca PPP-ceccus.
Mpwu Bbibope «PPPOE» AnA pesakTMPOBaHUA CTaHYT AOCTYMHbI CAeAytolme napameTpbl:

Uma none3zosamersna — UMA NOAb30BaTeNA ANA aBTopm3aunm Ha PPP-cepsepe;

lapons — naponb Ana asTopuUsaumm;

MTU — makcMManbHbii  pasmep 6/710Ka JaHHbIX, MepeAaBaemblXx MO  CETU
(pekomeHayemoe 3HaueHue — 1492);

Service-Name — nma ycnyrn — 3HayeHue Tera Service-Name B coobuieHmun PADI (none He
0653aTeNIbHO 415 3aMN0/IHEHUSA);

LCP echo unmepesasn, ¢ — nepuog, otnpasku LCP-3anpocos;

Konuyecmeo owubok LCP echo — KonuyectBo HeoTBeyeHHbix LCP-3anpocos, nocne
KOTOpbIX NponcxoanT paspblis PPPoE-ceccuy;

« Mpu Bbi6ope PPPOE B pexxume mocTa TMN coeauHeHun Bcerpa byaer AlwaysOn.

Bmopoli docmyn — TMn  AOCTyna K  /IOKaNbHbIM  CETEBbIM  pecypcam.
Mo:KHO BbIGpaTb O4MH U3 ABYX BapPUaHTOB:

— DHCP — puHamuyeckuit poctyn, Korga IP-agpec M Bce Heobxogumble napameTpsl
noay4atotca no npotokony DHCP;

— Static — cTaTUYECKUiA — B 3TOM C/lyyae HeobxogMmble Ana A0CTyna NnapameTpbl 3a4atoTcs
BPYYHYIO:

= |P-adpec — yctaHoBKa IP-agpeca WAN-nHTepdeica ycTpoiicTsa B CETU NpoBaiiaepa;

=  Macka nodcemu — MmacKa BHelWlHe NoAceTu;

= lno3 No ymonyaHMo — afipec, Ha KOTOPbI OTNPaBAAETCA NAKeT, eCAN 1A Hero He
Hal4eH MapLpyT B TabaunLe MmapLlpyTUsaumm;

= [lepsu4Hbili DNS, Bmopu4Hbili DNS — appeca cepBepoB [AOMEHHbIX WMEH
(vcnonb3ytoTcs ana onpenenenus IP-agpeca ycTporcTea No ero AOMEHHOMY UMEHMU).
[aHHble NofA MOXKHO OCTaBUTb MYCTbIMM, €C/IN B HUX HET HEOOX0AMMOCTMU.
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Mpwu Bbibope cnocoba noakntoueHuna «3G/4G USB-mogem» a4 HacCTPOWMKKM ByayT AOCTYMNHbI cieaytowme nona:

HacTpOWKH NOAKMIOYeHHUA

IMoOHNbHLIR NpoBangep IMegafan v
MMA nonb3osaTens
Mapons
Homep gossoHa | “99%
NononHUTENbHLIE NapaMeTpel | AT+CGDCONT=1.IF.internet
MTU 1492

Ana 3anonHerun Hacmpoey PEKOMeHGo8aHHbIMU # 10 YMON4YaHHID
-’.‘IDOBS{J.@E'DO-‘:‘.‘ FHAYEHUAMLU HaxMUme KHOMNKY

OTKNIO4HTE TPAHCIALMIO 3APECOB OTNPABWTENA

o MobusnbHbili nposatlioep — uma Nposaaepa, NnpeaocTasasaowero 4octyn K cet 3G/4G. U3 cnucka
Bbl Mo)KeTe BblOpaTb OAHOMO M3 LWECTU MOBU/bHBIX ONepaTopoB (HAaCTPOMKM KaXKAOro U3 HUX
XPaHATCA B NamATU YCTPOMCTBA), NMPUCYTCTBYIOWMX Ha Tepputopumn Poccuiickoii depepaumu:
MeradoH, bunaitH, MTC, CKainnHk, Tene2, Yota. Mpu HaxkaTum Ha KHoMKy «[lo ymondyaHuio»
NPOu30oMAET 3ano/IHeHNE HAacCTPOEK MOAK/IIOYEHNA NapameTpammu BbibpaHHOro nposangepa. Ecam
HaCTPOIMKM NpoBaiiaepa B Ballem PerMoHe OT/IMYAIOTCA OT NPeASIOKEHHbIX, OTPEAAKTUPYITE UX B
COOTBETCTBMMU C HEOOXOAMMbIMM 3HAYEHUAMM.

Ecnv Bawero nposaiigepa HeET B CNUCKe — Bblbepute 3HauyeHuWe «[pyroi» M 3amnosiHMTe Bce MNOAs B
COOTBETCTBUM C HAaCTPOIMKaM#M Ballero nposaiaepa;

e [lpomokos — none AOCTYNHO TONbKO NpW Bblbope 3HauyeHUA «[pyron» u3 cnmMcka MoOBMAbHbIX
nposanaepoB. B 60ablWIMHCTBE cAy4aeB MOBW/IbHbIE ONepaTopbl MCNOAL3YIOT NpoTokon PPPoE
ONA JOCTYna K CBOEl CeTW, O4HAKOo AA paboTbl C MOAEMAaMM HEKOTOPbIX MPOBalNAepoOB MOMKET
notpeboBaTbcs BbIbOp NpoTokosa DHCP;

e UMA nonbzosamend — WMs NONb30oBaTena Ana UAEHTUOUKAUMM NpU  NOAKAUYEHUM K
b6ecnpoBoaHOM ceTu;

e [laposab —naponb AN NAEHTUGUKALMM NPU NOLAKNOYEHNN K BecnpoBOgHON CeTyH;
e Homep 00380Ha — HOMEp [03BOHA A/1A NOAKNOYEHUA K 6ecnpoBoaHOM ceTu (npumep: *99***14);

e JlononHumensHble napamempsi — napameTpbl A8 MNOAKAYEHMA K CeTU MOBWAbHON CBA3U
(npumep: AT+CGDCONT=1,IP,internet — ana MeradoH); B faHHOM CTPOKe HeNb3A MCMNOo/b30BaTb
KaBbIYKY;

e MTU — MaKCcMManbHbIM pasmep 6/710Ka AaHHbIX, NepegaBaemblXx MO CETU, PEeKoMeHAyemoe
3HayeHune — 1492.

KHonKa «[llo ymon4aHuto» npeAHasHayeHa ANA 3anofiHEHWA HACTpOeK npoBaiaepa 3apaHee
npeaycTaHOBAEHHbIMW 3HAYEHUAMM, XPaHUMbIMK B NAMATK YCTPOCTBA, TEM CamMbim M36aBAAA Noab30BaTeNs oT
HeobX0AMMOCTUN UCKATb 3TU HACTPOIKK B MIHTepHeTe.
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Mpu BbibOpe crnocoba nogknoveHMs «ABTOMATMUECKM MNepexoauTb Ha pe3epBHbli KaHan» 6yayT
[OOCTYMHbI cieayrolme HaCTPOMKM:

BHelIHAA CeTb

MeaknodeHre K IHTEPHET | AETOMATWUYECKW NepexognTe ¥

SOKE RATUYUE QOCITVITE 6 UHITISDHETT

OCHOEHOW KaHan MNposoaHoA T
CropocTb 1 gynnexc Auto ¥

HacTpoikH NpoBOQHOND NoOKNHYEHHA
MpoToran DHCP ¥

Ansreprarmersii Vendor 1D (onuws §0)
Wudopumauws aresta DHCP Relay (Onuwnm 82)
Mepeuutoit DNS | 5888
Eropuutsi DMNS
Paamep MTU 1500
Wenoneaoeare VLAM
HacTpoiku GecnpoBogHOro NoakntoYeHnnA
MoSHnbHEA NpoBaROED Megafon v
MR Nonb3oEaTENR
Mapone
Homep aossoHa
JononHuTensHsIE NapameTpsl
MTU 1492

JIng 38N0MHERLA HECITDOEK DEXOMEHO0ESHHEIMY Z Mo ymonsaxueo
MEOEAIGE00M FHAYEHLAMY HERMUIME KHOMKY

OTEMFMWTE TPaHCMALMIC 30PECOE CTNPABKMTENS

e OcHogHoli kaHan (Preferred channel) — n3 BbiNaaatoLLLEro CANCKA HYXKHO BblI6paTb TUN OCHOBHOTO
KaHana:

— [lposooHoli (Wired) — kaHan yepes Ethernet WAN nopT ycTpoicrsa.

— bBecnposodHoli (Wireless) — KaHan 4epe3 ceTb MOOW/bHOM CBA3W MOCPEACTBOM
6ecnposogHoro USB-moaema.

Hacmpoliku npo8o0H020 NOOKAOYEeHUSA:

HacTpoiikn uAeHTUYHbI HacTponKkam Aansa cnocoba nogxntouveHns «lMpoBogHOe NoAKAIUYEHUE» C
BblIBpaHHbIM pexxumom « MapLipyTusatop».

Hacmpoliku 6ecripogod0H020 NOOKAOYEHUSA:

HacTpolikn naeHTUYHbI HacTpoiKam ans cnocoba noakntoueHns «3G/4G USB-moaem».
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[1posepKa Hanu4us docmyna 8 UHMepHem:

MpoBepKa HaNW4YMA OOCTYNa B UHTEPHET

TaimayT OXMIaHUA OTBETA OT CepBepa, MC 1000
YWCNo NONLITOK 4OCTYNA K CepBepy 10
WMHTEPBAN MEXOY UMKNaMmK onpoca CepBEPOE, © 240

Ping-cepeep 1

e Talimaym oxudaHuUs omeema om cepsepa, ¢ — BPEMSA, B TeYEHME KOTOPOro OXKAaeTcAa OTBET OT
PING-cepBepa;

e Yucsno nonbimoK docmyna K cepsepy, ¢ — MaKCMMa/abHOE 4YMC/I0 MOMNbITOK Agoctyna K PING-
cepBepy, nocne Yyero byaeT NPUHATO peLleHMEe O NePexoae Ha pe3epBHbI KaHan;

o UHmepsan MexOy UUKAAMU OMNpoca cepeepos, C — MPOMENKYTOK BPEMEHU, MO WCTEYEHUM
KOTOPOro HaunHaeTca HoBbIM UMK onpoca PING-cepsepod;

e Ping-cepsep 1..5 — IP-agpec nnn pomeHHoe nma PING-cepsepa. Nona ana esoga PING-cepsepos
2..5 noasnaTCA Nocne 3anonHeHNA NpeablayLwero nons.

JIoKanbHaAsA cemso:

e |P-adpec ycmpolicmea — IP-aapec yCcTpocTBa B /IOKa/IbHOM ceTu;

e  Macka nodcemu — MacKa NoAceTH B OKaNbHOW CEeTH.

o  OmMKAIYUMb MPAHCAAYUK adpecos omnpasumess — NpPU YCTaHOBNEHHOM dJiare OTKAYeHa
noAmeHa ajpeca MWCTOYHMKA OTNpaBMTeNs MNaKeTa W3 JIOKasbHOW noacetu (OTKAoYeHue
masquerading).

J HacTtpoitka 10KanbHOM ceTu B pexkume paboTbl ycTpoiictBa « MocT» HepoCTynHa.
A Mpu uameHeHUM agpeca NOKaNbHOM NOACETU MPOUCXOAUT aBTOMATMUECKaA CMeHa nyaa
; agpecoB noKanbHoro DHCP-cepsepa (CeTb — DHCP-cepBep).

Hacmpolika IPSec:

B naHHOM pasfaesne ocylLecTBaAseTca HacTpolika wudposaHus no TexHonornn IPSec (IP Security).

IPSec — 3To Habop NPOTOKONOB ANs obecneyeHus 3aWMTbl AaHHbIX, NepeaaBaeMblX NO MEMKCEeTEBOMY
npotokony |P, NO3BONSAIOWMIA OCYLLECTBAATb MOATBEPKAEHWE MNOAJMHHOCTM (ayTeHTMUKALMUIO), NPOBEPKY
LLeNOCTHOCTM n/unn wudpposaHue IP-nakeTos. IPSec Takxe BKAOYaeT B cebA NPOTOKO/bI ANA 3aLMULLEHHOIO
obmeHa Kato4vamm B ceT MHTepHeT.

B TeKywel Bepcum MporpammHoro obecneyeHua nocpenctBom IPSec MOMKHO OCYLLECTBAATb TOJIbKO
AoCTyn K MHTepdelicam ynpasneHua yctpoictsom (Web, Telnet, SSH).
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Hactpoika IPSec
Brwunte ¥

WHTepgenc Ethernst ol
NokaneHwii IP-agpec
Afpec nokansHoi NogceTH
Macka nokansHoM NoOgGCoeTH
Agpec yoaneHHol nogeeTH
WMacka yganeHHoi nogceTy
YaaneHHBIH LLN0E

Pesim NAT-T Off |
ArpecCHBHbIR pEsHM

Tun wgeHTUdMrkaTopa address hall

WMaeHTudikatop

Pasa 1
3apaHee 3aqaHHbii KoY
ANropuTM ayTeHTUdiMEaLMN mdSs hall
ANTopUTM WHdpoBaHua des hdl
Ipynna Ougdu-Xennmana 1 bl
Bpemsa #unzHn giasol 1, cex 25400
Baza 2
ANropuTM ayTeHTUdiMEaLMN hmac_md5 bl
ANTopUTM WHdpoBaHua des hdl
[pynna Oudidu-Xennmana 1 bl

Bpema xuiHn diazel 2, cex 3600

BKA04UMb — pa3peLlnTb NCNOo/b30BaHMe NPOToKoAa IPSec Ans WndpoBaHNAa AaHHbIX;

NHmepdgpelic — HacTpolika MMeeT CMNy TONbKO Npun Bblbope ana MHTepHeTa npoTokosos PPPOE,
PPTP nnu L2TP n onpeaensaeT, aas AocTyna no Kakomy nHtepoeiicy ncnonb3osatsb IPSec: Ethernet
(nHTepdodeiic BToporo aoctyna) unmn PPP (MHTepdelic nepsoro aoctyna). NMpu Bbibope NpoToKo10B
DHCP nau Static B ycnyre akTuBeH TonbKo oauH uHTepdelic (Ethernet), no KoTopomy BO3MOXeH
[0CTyn TO/MbKO nocpeactsom IPSec;

JloKanbHbili IP-adpec — aapec ycTpoiicTBa Ana paboTbl no npoTokony IPSec;

Adpec nokanvHol nodcemu coBMecTHO ¢ Mackol nokansbHolU nodcemu onpeaensatT SIOKabHYIO
NoAceTb A1A CO34aHNA TONOIOTNIM CETb-CETb UK CETb-TOUKA;

Adpec ydaneHHol nodcemu coBMecTHO ¢ MacKol ydaneHHOU nodcemu onpeaenstoT agpec
yAaneHHoM noaceTun ANA CBA3M C UCMONb30BaHMeEM WKdpPOoBaHUA No NpoTokony IPSec. Ecan macka
MmeeT 3HavyeHue 255.255.255.255 — cBA3b OCyLEeCTBAAETCA C eAMHCTBEHHbIM XOCTOM. Macka,
oTAndyHas oT 255.255.255.255, nosBondeT 3adaTb LAyl noAaceTb. Takum  obpasom,
OYHKLUMOHaNbHble BO3MOMKHOCTM YCTPOWMCTBA MNO3BO/IAKOT OpraHnsosBatb 4 TOMOJOMMU CETU C
ncnonb3oBaHMem WndpoBaHMa TpadmKa no npoTokony IPSec: TOYKA-TOYKA, CETb-TOYKA, TOYKaA-
CeTb, CETb-CETb;
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e YOaneHHslll W03 — W03, Yepes KOTOPbIA OCYLLLECTBAAETCA AOCTYN K yAaNeHHON NoACeTH;

o Pexcum NAT-T — Bblbop perkuma NAT-T. NAT-T (NAT Traversal) nHkancyampyet Tpaduk IPSec u
oAHOBpeMeHHO co3gaeT nakeTbl UDP, KoTopble yctpoiictBo NAT KoppeKTHO nepecbliaeT. Ons
atoro NAT-T nomeluaer 4ONOAHUTENbHbIN 3aronoBok UDP nepeg naketom IPSec, ytobbl OH BO
Bcel ceTu obpabaTbiBanca Kak 06bluHbIM nakeT UDP, 1 XoCT nosy4yaTtena He NpoBOAUA HUKAKMUX
NPOBEPOK ULENOCTHOCTU. [llocne nocTtynaeHMA NakeTa K MeCTy HasHayeHuAa 3aronosok UDP
YOANAETCA, U NAKET SAHHbIX NPOAOIMKAET CBOM AaNbHEMLLININ NYTb KaK MHKAMNCYMPOBAHHbIN NaKeT
IPSec. C nomouw,bto TexHUKM NAT-T BO3IMOXKHO YCTaHOBAEHME CBA3U MeXay KaneHTamu IPSec B
3aLWMLWEHHDBIX ceTAX U obweaoCcTynHbIMM XocTaMu IPSec yepes mexceTeBble 3KpaHbl. Pexumel
paboTbl NAT-T:

— On — pexum NAT-T aKkTMBMpPYeETCA TONbKO Npu obHapyxeHun NAT Ha nyTM K XocTy
Ha3Ha4yeHus;

—  Force — B ntobom cnyyae ncnonbsoBatb NAT-T;

—  Off — He ncnonbsoBatb NAT-T npu yCTaHOBAEHUWN COeAUHEHUS.

JocTtynHbl cneaytowme HacTponkm NAT-T:

UDP-nopm NAT-T — UDP-nopT nakeToB, B KOTOpble OCYLLECTBAAETCA MHKancynauma
coobuieHnit IPSec. Mo ymonyaHuio 4500.

UHmepsan omnpasku nakemos NAT-T keepalive, cek — WHTepBan OTNPaBKU
nepuoamyeckMx cooblweHnn anAa  noafdepaHua akTuBHoro coctoaHua  UDP-
CoeaNHEHMA Ha YCTPOKCTBe, BbiNoaHAOWEero ¢yHKumm NAT.

o AepeccusHbili pexcum — pexum pabotbl Ha ¢ase 1, Koraa obmeH Bcelr HeobxoaMMOM
MHbOPMaUMEN OCYLLECTBAAETCA TPEMS HeWWPPOBAHHbIMM MakeTamMu. B cTaHZapTHOM perkume
(main mode) 0bMmeH ocyLLecTBAAETCA WeCTbio HelMPOBaHHbIMW NAaKeTamu;

e Tun udeHmugukamopa — TN uaeHTuduUKaTopa ycTponcrea: address, fqdn, keyed, user_fqdn,
asnldn;

e UdeHmMugukamop — naeHTUOUKATOP YCTPOMCTBA, UCNOSIb3yeMbl Ana naeHTudMKaumm Ha dase 1
(3anonHaTb Npu HeobxoammocTtu). Popmat naeHTUPUKaTOpa 3aBUCUT OT TUNa.

®a3za 1. Ha nepsom 3Ttane (pase) ABa y3na «A0roBapMBalOTCA» O MeToAe MAEHTUPUMKauUK, anroputme
wudposaHus, xew-anroputme u rpynne Diffie Hellman. OHu TaKkke naeHtTndunumpyot apyr gapyra. Ana ¢asel 1
MUMetoTCA CeaytoLme HaCTPOMKM:

e 3apaHee 300aHHLIU K04 — CEKPETHDBIN KoY, UCMO/b3YEMbIA B aAroOpuTMe ayTeHTUOMKALUMM Ha
¢dase 1. Mpeacrasnset coboit cTpoky oT 8 40 63 CMMBOJIOB;

e Anecopumm aymeHmMu@uKayuu — BbIGOP OLHOIO M3 CMMCKA anropuTMoB ayTeHTUdMKauumn: MD5,
SHA1;

e Aneopumm wugposaHus — BbIDOP OAHOrO M3 crnMcKa anroputmos wudposaHua: DES, 3DES,
Blowfish;

o [pynna Qupgpu-XennmaHa — Bbibop rpynnbi Diffie-Hellman;

e BpemAa usHu ¢a3el 1, cek — BpemA, MO WUCTEYEHUM KOTOPOro y3nam Heobxogmumo
nepevaeHTMGUUMPOBATL APYr APYra 1 CPaBHUTb NOAUTUKY (Apyroe Ha3saHue IKE SA lifetime). Mo
ymonyaHuio 24 yaca (86400 cekyHa).
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@a3a 2. Ha BTOPOM 3Tane reHepupytoTcA AaHHble KAYel, y3bl «40roBapmBatoTca» 06 Mcnosiblyemon
NOAUTUKE. ITOT PEXKUM, TaKKe HasbiBaemblit 6bicTpbiM pexkumom (quick mode), oTanyaeTca oT nepsoit ¢asbl
TeM, YTO MOXKET YCTaHOBUTLCA TO/IbKO NMOCAEe NePBOro 3Tana, Koraa Bce NakeTbl BTOPOW ¢asbl WndpytoTcs.

e Anzopumm aymeHmuguKayuu — BblI6op 04HOro M3 CNUCKa aaropuTMoB ayTeHTudmkauum: HMAC -
MD5, HMAC-SHA1, DES, 3DES;

e Aneopumm wugposaHus — BblBOP OAHOrO M3 CNUCKa anropuTmoB wudposaHus: DES, 3DES,
Blowfish;

e [Ipynna fugpgpu-XennmaHa — Bbibop rpynnsi Diffie-Hellman;

e Bpema uU3HU ¢ha3bl 2, cek — Bpemsa, yepes KOTopoe MPOUCXOAMUT CMeHa Kawoda LndpoBaHus
OaHHbIX (apyroe HasBaHue IPSec SA lifetime). Mo ymonyaHmto 60 mnHyT (3600 cekyHA).

[na BCTynneHus B CUAY HOBOM KOHOUIypauum M 3aHeCceHWs HAcTPOeK B SHEepProHe3aBMCHMMY0 NamATb
HaXXMUTe KHONKY «[TpuMmeHUMb». QN OTMEHbl USMEHEHWUIN HAXKMUTE KHOMKY « OmMeHa».

/. DaHHasa peanusauma IPSec pabotaeT TONBKO NpU OTKAIOYEHHOW TPAHCAALUMU aApecoB
oTnpasuTens, Tak Kak IP-appec knMeHTa yyacreyer B popmuposaHum wudpa.

2.6.2.2NMNogmeHI0 «QOS»

B noameHo «Q0S» ocylLLeCcTBASETCA HacTpOoliKa NpuopuTeToB 06paboTkm TpaduKa 1 TUMa ovepeaen.

HacTpolika QoS

KoHTponk noToka
BeiGop NpUOPUTETOB DSCP v

Tun o4epeau Strict v

+ [IpHMEHHTE X OTMeHa

Hacmpolika QoS

e KoHMposb MomoKa — BKAOYEHWE/BbIKAOYEHME MexaHW3Ma YnpaB/ieHUAa MOTOKOM nepeaayn
LaHHbIX No npotoKkony TCP;

e Bbibop npuopumemos — BblboOp cnocoba npuopuTU3aLmnmn Tpaduka:

— DSCP — mexaHu3m KnaccuduKkaumm, ynpasneHua Tpadukom u obecnedyeHWs KadvecTsa
obcnyKMBaHMA NOCPeACTBOM NPUOPUTETOB;

— 802.1p - npusHaKk (apyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaemMblli Ha
ncxogsalwme ¢ gaHHoro mHtepdeiica IP-nakeTbl. MNMpuHUMaeT 3HavyeHuss oT O (HU3WWIA
npuopuTeT) A0 7 (HaMBbICLLIMIA NPUOPUTET).
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V Mpu BKNIOYEHHOM KOHTPO/IE NOTOKA HAaCTPOMKM NPUOPUTETOB HEA,OCTYMHbI.

e Tun o4yepedu — BbIOOP ANCUMNNMHBI OOCAYKMBAHUA oYepeae:

—  Strict — agucuMnanHa obCyXKUBaHMA odyepenen, NpM KOTopon TpaduKk ¢ 6onee HU3KMM
npuopuTETOM NepeaaeTcsa, TOMbKO KOrda yyKe nepegaHa odyepedb ¢ 60see BbICOKMM
NPUOPUTETOM;

— WRQ - pucuunaunHa obcnykuBaHuWa ouepenen, NpuM KOTOPOM [AOCTynHas mnoJoca
NPONYCKaHUS AENNUTCA MEXKAY o4Yepeasmm NPornopLUMoHaibHO NPUOPUTETY.

lpuopumem 0..5 — onpegenaeTca Bec NPMOPUTETA B ANanasoHe oT 1 ao 127, yem Bbiwe
BEC, TeM NpUopuTeTHEE TPAPUK.

2.6.2.3 NoameHto «Hactpoka MAC-aapecos»

B noameHto «Hactpoinka MAC-agpecoB» MOXKHO nameHuTbo MAC-aagpec WAN-uHTepdeiica ycTponcTea.

HacTtpoiika MAC-agpeca WAN

MNepeonpefenuTe MAC

MAC -

5
Hactporika MAC-agpeca Ha nHTepdeice "IP-tenedoHus”
»

MAC hd

Hactporika MAC-anpeca Ha uHTepdeiice "MHTepdeic ynpasneHns"

MAC hd

o [lepeonpedenums MAC — npu ycTtaHoBaeHHOM dniare Ha uHTepdelice MHTepHET Mcnonb3yeTca
MAC-agpec n3 nona MAC.

Mpy HaxaTMM Ha KHOMKY BbiNagatowero meHw B none «MAC» eso3moxucHo 3anucatb MAC-agpec
KOMMNbtoTEpPa, C KOTOPOro Bbl noakntodeHbl K web-KoHdurypatopy. 31a dyHKumMA byaeT nonesHa, ecam Ha cetu
Balero MHTepHeT-npoBanaepa ncnonb3yetca npuesaska no MAC-agpecy. B atom cnyyae, ecaim Bam Heobxoanmo
ncnonb3oBaTb YycTponctBo TAU-4M.IP B KadvecTtBe MaplipytmsaTopa, Ha WAN-uHTepdeiic ycTpolicTea
HeobxoaMMmo HasHauymMTb MAC-afpec Ballero KomrnbloTepa (KOTopbiit paHee 6bia NOAKAOYEH K ceT UHTepHeT).

Ona nepeonpegenedns MAC Ha wuHTepdeiice «IP-TenedoHus» wunn «MUHTepdeirc ynpaBaeHUa»
BOCMONb3ynTeCh pasgenamm «Hactpoiika MAC-agpeca Ha uHTepdelice "IP-menegoHus"» wnn «Hactpolika
MAC-aapeca Ha nHtepdeiice "UHmepdpelic ynpasneHus"».

[na BCTynaeHus B CUy HOBOW KOHOUIypauuM M 3aHECeHWUA HAcTPOEeK B 3HEProHe3aBMCUMMYKO NamMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI U3MEHEHWUI HaXKMUTE KHONKY « OmmeHa».
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2.6.2.4NogmeHio «DHCP-cepsep»

B noameHio «DHCP-cepBep» BbINOAHAKOTCA HACTPOMKWM fokanbHoro DHCP-cepBepa, ycTaHaBaAMBatoTCA
CTaTU4eCcKue NPUBA3KU aapecos.

YcTpoiicTeo TAU-4M.IP  nmeeT  BO3MOXHOCTb nocpeacTsom NPOTOKOJA  AMHAMMUYECKOro
KoHdurypuposaHmua (DHCP — Dynamic Host Configuration Protocol) aBTomaTuyecku HasHauyaTb IP-agpeca u
HeobxoaMMble ANA BbiXxoAa B MHTepHET mapameTpbl KOMMbloTepam, NoAKAYeHHbIM K LAN-uHTepdeicy. Ero
MCMNO/Ib30BaHMe MO3BOMAET U3bexaTb OrpaHUYeHUin PydYHON HacTpoMku npotokona TCP/IP. DHCP-cepsep
[OCTYyNeH ANA KOHPUTYPUPOBAHUA, TONBKO ecn cepBuc MIHTepHET HaCTPOEH B peXxume mapLipyTmM3aTopa.

HacTpoiikn DHCP-cepeepa
BrnroyeH ¥

HavansHbli IP-agpec 19216812

Konu4ecTBo afpecoB 250

Cpok apeHasl (B MUHYTaX) 720

« [PUMEHHTL x OTMeEHa

CraTnueckue NPpUBA3KKM 2pecoB

MAC-agpec IP-agpec

Hacmpoliku DHCP-cepsepa

e  BKawoueH — npv ycTaHOBAEHHOM ¢dnare BKAOYMTb 0KaAbHbIM DHCP-cepBep;
e HauanoeHslli IP-adpec — HavanbHbIM agpec nyna IP-agpecos;
e Konuyecmeo adpecos — KONNYECTBO afPECOB B NyNE;

e (Cpok apeHObl, MUH — YCTAaHOBKA MAaKCMManbHOFO BPEMEHW WMCMOJ/b30BaHMA MOAKAHOYEHHbIM
ycTtponcrteom IP-agpeca, HazHayeHHoro DHCP-cepeepom.

[na BCTynneHus B CUAY HOBOM KOHOUIypauum M 3aHeceHWs HacTpOeK B SHEepProHesaBMCHMMY NamATb
HaXXMUTe KHONKY «[TpuMmeHUMb». O OTMEHbl USMEHEHWUIN HAXKMUTE KHOMKY « OmMeHa».

/ Mpw nonbITKe U3MEHUTb HaYa/bHbIN agpec Ha 3HaYeHUe 13 APYroi NOACEeTU NO OTHOLWIEHUIO K
noacetm uHtepdeiica LAN npoucxoaut aBTOMaTMHeCKasa YCTaHOBKA MNyna nog TeKyuiee
3HaueHue agpeca SIOKaNAbHOM NoaceTH.
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CmamuyecKue npueasKu adpecos

[Ona nobasneHnAa HOBOM CTAaTUYECKOWN NPUBA3SKM HAXXMUTE KHOMKY «/Jobasume» 1 3anonHUTe cnepytowme
nons:

COSJJ,aTb CTaTU4eCKYH NPUBA3KY adpeCcoB
B]X)]
MAC-agpec -

IP-agpec

e /Imsa Tekywen cTaTU4ecKomn NpuUBA3Ku;

e MAC-agpec — ycTaHOBKa ctatuyeckoro MAC-agpeca. 3agaetcs B popmate XX:XX:XX:XX:XX:XX,
BO3MOXEH Bbl6OP agpeca NOAKAOUYEHHbIX YCTPONCTB U3 BCM/IbIBAIOLWEFO MEHIO;

e |P-agpec —ycTaHoBKa cTatnyeckoro IP-agpeca gna ykasaHHoro MAC-agpeca.

KoHdurypupoBaHue cTaTUYECKMX MPUBA3OK NoAe3Ho, ecin Bam Heobxoaumo, 4Tobbl onpegeneHHomy
KOoMNbloTepy, NogKatoueHHomMmy K LAN-MHTepdeicy ycTpoiicTBa, Bceraa HasHayanca onpeaeneHHsiii IP-agpec.

Haxkmute KHonMKy «flpumeHumes» pna BHeceHuA IP-agpeca B CNUCOK cTaTuyeckmx IP-agpecos ana DHCP-
cepsepa. [1nAa 0OTMeHbl U3MEHEHUI HAXXMUTE KHOMNKY «OmmeHa».

[na yoaneHua agpeca M3 cnucka HeobXoAMMO YCTaHOBUTL dar HanpoTMB COOTBETCTBYHOLLEN 3anNUCK U
Ha)KaTb Ha KHOMKY «YOanums».

2.6.2.5MNogmeHI0 «JIoKanbHbliA DNS»

B nogmeHio «JloKanbHbIM DNS» npousBogmutca KoHdUrypupoBaHue fiokanbHoro DNS-cepBepa ycTpolicTea
nytem fobasneHus B 6asy nap IP-agpec — AOMeHHOe Ums.

JNlokanbHbIn DNS nossonseT w3y nonyuntb IP-agpec B3aMMOLENCTBYIOLLErO YCTPOMCTBA MO €ro
OOMeHHOMY MMeHU. B ciiyyae otcyTcTBuA cepBepa DNS B cermeHTe ceTu, KOTOPOMY NPUHAANENKUT LUJTHO3, HO NP
HeobXxo04AMMOCTM MapLLpyTM3aLMK NO CeTeBbIM MMeHam NMBO MCNob30BaHUA B KadecTBe aapeca SIP-cepsepa
€ro CeTeBoro UMeHMu, MOXHO MCNob30BaTb «JloKanbHbI DNS». Mpu 3TOM HEOBXOAMMO 3HATb YCTAHOB/EHHbIE
COOTBETCTBUA MEXKAY MUMEHaMM Y3108 (omeHamm) u ux IP-agpecamu.

Nmena yanos

OomMeHHoe MMA IP-appec

®

testry 192.168.12.12
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Hacmpolika y3no8

Ona pobaBneHns agpeca B CNMCOK HeobXxoAMMO HaxaTb KHOMKy «ZJobasumb» W B OKHe «Co30ameb
coomeemcmaue» 3anoaHUTb Caeaytolme Nona:

CoszpaTtb cooTBETCTBNE

LomeHHoe MMA local

IP-agpec | 127.0.01

J JomeHHOe nma — numa Y3na,

e |P-agpec—IP-agpec y3na.

HaxmuTe KHOMRy «flpumeHUMb» ANA co3AaHuA cooTBeTcTBUA IP-agpec — AgomeHHoe UmMA. s OTMeHbI
WN3MEHEHNIN HaKMUTE KHONKY «OmmeHa». Ona ypaneHvsa 3anucu n3 cnmucka Heobxoammo yCTaHOBUTb ¢nar
HaNpPOTMB COOTBETCTBYIOLLLENM 3aNNCKU U HaXKaTb Ha KHOMKY «Y0aaums».

2.6.2.6 NogmeHto «NAT n npobpoc noptoB»

B nogmeHto «NAT 1 npobpoc NopToB» BbINOAHAETCA HACTPOIMKa nNpobpoca noptos (ports forwarding) s
WAN-uHTepdenca B LAN-untepdeiic. MogmeHo 4OCTYNHO, TONIbKO €C/M CePBUC MHTEPHET HAaCTPOEH B pexume
MappyTusaTopa.

NAT - (Network Address Translation) pexum TpaHCAALMKM CETEBbIX agpPecoB — MO3BoAseET
npeobpasosbiBaTh IP-agpeca u ceteBble nopTbl IP-naketoB. Mpobpoc ceTeBbix MOPTOB HeobHXoAUM, Koraa
TCP/UDP-coeauHeHmne C NOKanbHbIM (NoakatoueHHbiM K LAN-nHTepdeiicy) KomnbioTepoM yCTaHaBIMBAETCA U3
BHellHen ceTu. [JaHHOe MeHI0 HacTpOeK NO3BOAET 334aTb NPaBMAA, Pa3peLlatoLine NPOXoXKAEeHNE NAKeTOB U3
BHELIHEeN CeTU Ha YKasaHHblA aapec B JIOKANbHOW CEeTW, TeM CaMbiM Aefias BO3MOXHbIM YCTaHOBNEHWe
coeanHeHua. MNMpobpoc NopToB rnaBHbiM 06pa3om HeobxoAMM MpuU MCNoAb30BaHMM torrent- U p2p-cepBUCOB.
[lna 3TOro B HacTpoMKax torrent- MAK P2p-KAMEHTA HY}KHO NMOCMOTPETb MUcnosibayemblie um TCP/UDP-nopTbl u
3a/aTb AN 3TUX NOPTOB COOTBETCTBYIOLWME NpaBuaa Nnpobpoca Ha IP-agpec Balero kKomnbtoTepa.

HacTpoukun NAT

BrniounTe NAT &

Mpasuna NAT

Uma LAN IP MopTe! LAN MpoTtokon WAN IP NopTel WAN

lest 192.168.2.100 30000 TCP HE yKa3aH 30000
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Hacmpolka npasuna NAT

Ona pobaBneHuma Hosoro npasuaa NAT HaxkmuTe KHoNKy «Zobasumes» N B OTKpbIBLEMCA OKHe «Co34aTb
HOBOE NPaBK/IO» 3aNOAHUTE Ceaytowme Nonsa:

Co3naTs HoBoe npaBuno
Mma
|P-aipec HazHadeHws nakeTos LAN
MopThl HaaHa4YeHMA LAN
MpoToken TCP v
|P-ampec MCTOYHMKA NakeTos WAN

MopTel HA3HaYeHNA WAN

e  /msa — Ha3BaHue npasuna (nose 06s3aTeNlbHO 414 3aN0NHEHUA);

e |P-adpec HasHayeHua nakemos LAN — IP-agpec XocTa B /IOKa/ibHOM CeTU, Ha KOTOpblI
OCYLLECTB/IAETCA TPAHC/IALMA NAKeTOB, NoANaAatowux nog 4aHHOe NpaBuo;

e [lopmel HasHayeHua LAN — 3HayeHus TCP/UDP-nopToB mnonydyatena, Ha KoTopble 6yayt
TPaHC/IMPOBATLCA MaKeTbl B JIOKA/NbHYIO CeTb (A0NyCKaeTcs YKasbiBaTb MO0 OAMHOYHBIN MOPT,
nnbo yepes “-“ ananasoH NopToB);

e [lpomokon — BbibOp NpOTOKONA NakeTa, nognajalollero nog AaHHoe npaswuno: TCP, UDP,
TCP/UDP;

e |IP-adpec ucmouHuka nakemos WAN — |P-agpec oTnpaBuTeNA MNakeTa BO BHELWHEN CeTH,
noanajatoLLero noa AaHHoOe NpPaBuno;

e [lopmel HasHaveHua WAN — 3HadeHna TCP/UDP-nopToB noJsiyyaTtena nakera BO BHELUHEW ceTw,
NPV KOTOPbIX NaKeT NoAnaAaeT noj AaHHOE NPaBM/IOo (40MNYCKaeTca yKasbiBaTb MO0 OANHOUHbI
nopT, "Mb60o Yepes “-“ AManasoH NopTos).

Mpasunno npobpoca noptoB paboTaeT caeayowmm obpasom. Y naketa, npuxogduiero Ha agpec WAN-
nHTepdelica ycTpoicTBa NO NPOTOKONY «[1pomoOKoa», Ha NOPT M3 AuanasoHa «lopmer WAN» n umetowero
agpec ucTodHuKa «IP-adpec WAN» (ecnu 3TOT napameTp OCTaBUTb MNYCTbIM — aflpeC WUCTOYHUKA He
aHaNN3MpPYeTCca), OCYLLEeCTBAAETCA MOAMEHA agpeca M MopTa HasHaYeHWs Ha cofepkumoe nosen «IP-adpec
LAN» n «Mlopmel LAN» cOOTBETCTBEHHO.

Haxmunte KHOMRy «lpumeHumoe» pns AobaBneHMs HOBOro npasuia. [n1a oTMeHbl U3SMEHEHUIN HaxXmuUTe
KHOMKY «OmmeHa».

Ana yAaneHna npasusia U3 CNUCKa HeO6XOﬂ,VIMO YCTaHOBUTb d)nar HaNnpoTue COOTBGTCTBW’OLLI,GVI 3anmcn m
HaXaTb Ha KHOMKY «Ypanutb».

AboHeHmckul winao3 TAU-4M.IP 43



O ELTEX

2.6.2.7NMogmeHto «CeTeBo 3KpaH»

B noameHto «Cemesoli 3KpaH» YyCTaHABAMBAOTCA MPaBUAA MPOXOXKAEHUA BXOAALLETO, UCXOAALLETO U
TpaH3uTHOro Tpaduka. Mimeetca BO3MOXKHOCTb OrpaHMUMBaTb NPOXOXKAeHUe TpaduKa pasHOro Tuna (BXxoasLwmi,
UCXOAALUIMN, TPAH3UTHbIN) B 3aBUCUMOCTM OT NPOTOKOAa, IP-aApecos UcTouHMKa 1 HazHadeHua, TCP/UDP-noptos
WUCTOUYHMKA U Ha3HayeHuA (ana coobuieHuii npotokonos TCP nan UDP), Tuna coobuieHns ICMP (ana coobuieHni

npotokona ICMP).

Mpaeuna ans sxodsawero Tpacuka

Uma MNpoTokon Agpec oTnpaeuTensa

C]

Mpaeuna ans ucxogsawero Tpaduka

Hma Mpotokon MopTel oTNRaEWTENA

MpaBuna Ana TpaH3UTHoro Tpaduka

WUma  MNpotokon Anpec oTnpaBuTens

MopTkl oTNpaBUTeNA

Agpec nony4arens

MopTel oTNpaeuTens

MopTel nonyyarens OencTene
MepTel nony4atens OeicTENe
Agpec nony4arens MopTe! nony4atens Oencteme

Hacmpolika npasusa cemesoz2o 3KpaHa

[na pobaBieHUa HOBOTO MPaBUNa HaXKMUTE KHOMKY «/Jobasume» n B OTKpbIBLIEMCA OKHe «Co3aaTb

HOBOE nNpasunio» 3anosIHUTE cieayroulme nona:

Cosgatb HoBOE NpaBnno

Mg

Tun Tpaduka
MpoTokon

ALpec 0TNpasuTenA
MopTel oTNpaEUTENS
MopTbl NonyYaTens

[edcTEME

BxonAwmi v
TCP v
MponycTUTE v

J UmA — Ha3BaHue npasuna;

e Tun mpaguka — Bblbop TUNa TpaduMKa, Ha KOTOPbI

npasuna:

pacnpocTpaHaeTcs AelcTBMe AaHHOro

—  Bxoodawuli — BXoOsALWMI Ha YCTPONCTBO TPaduUK (nonyyatenem ABAsSETCA HENOCPEACTBEHHO
OAMH U3 ceTeBbIX UHTepdelicoB ycTpoicTea). Mpu Bbibope gaHHOro Tvna Tpaduka Ana
pPefaKTUPOBaHUSA CTaHYT AOCTYMHbI Cleaytowue nons:

= Adpec omnpasumess — 3aAaeT HayanbHbl |IP-agpec oTnpaButena. Yepes
cumBon /" MOXKHO yKaszaTb MacKy MoAaceTv B popmaTax XXX.XXX.XXX.XXX WUAU XX,
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Hanpumep, 192.168.16.0/24 nan 192.168.16.0/255.255.255.0, utobbl BbIAEANTb
Cpasy uenbli AManasoH aApecos (3anMcb mMacku B Buae /24 cooTseTcTByer
3anucm /255.255.255.0);

—  Ucxodawul — wvcxopawmn ¢ ycrponctea Tpaduk (Tpaduk, reHepupyembii NOKanbHO
YCTPOACTBOM C OAHOrO U3 ceTeBbIX MHTepdelicoB). Mpu Bbibope AaHHOro TMna TpaduKa
A9 PefaKkTMPOBAHUA CTaHYT AOCTYMHbI Caeaytowme nons:

= Adpec nonyyamena — 3agaeT |IP-agpec nonydyatenda. Yepes cumBon MOXHO
yKasaTb MacKy noacetm B dopmaTax XXX.XXX.XXX.XXX WAM XX, Hanpumep,
192.168.18.0/24 wnn 192.168.18.0/255.255.255.0, uT06bI BbIAENWUTL Cpasy
LeNbl AnanasoH afpecos;

—  TpaH3umHsbili — TPAH3UTHbIN TpaduK (TpaduK, NPOXOAALLMN MeXKAy OBYMA CETEBbIMM
nHTepdericammn, Korga oTnpaBMTeNIEM U NOJyYaTeNem ABAAIOTCA BHELIHWE YCTPOMCTBA).
Mpu BbIGOPE AaHHOrO TMNa TPaduKa ANA PeAaKTMPOBaHMA CTaHYT AOCTYMHbI ciedytouime
nons:

=  Adpec omnpasumens — 3agaeT IP-agpec otnpasutens. Yepes cumson "/" MoKHO
yKa3aTb MacKy noAceTM B GOpMATaxX XXX.XXX.XXX.XXX WM XX, Hanpumep,
192.168.16.0/24 wan 192.168.16.0/255.255.255.0, uT06bl BbIAENWUTL Cpasy
Lenblil AnanasoH aapecos;

=  Adpec nonyyamens — 3agaet IP-agpec nonydyatens. Yepes cumeon "/" MOXKHO
yKa3aTb MacKy noAceTM B GopmMaTax XXX.XXX.XXX.XXX WM XX, Hanpumep,
192.168.18.0/24 wam 192.168.18.0/255.255.255.0, uT06bl BbIAENWUTL Cpasy
Lenbli AManasoH agpecos;

e [lpomokos — NPOTOKOA MaKeTa, Ha KOTOPbI pacnpocTpaHAeTca AeicTene gaHHoro npasuna: TCP,
UDP, TCP/UDP, ICMP, nto60ii;

e Jlelicmesue — neicteue, coBepliaemoe Hag naketamm (oT6pocutb/nponycTuTs);
Mpw BbI6Ope npoTokonos TCP, UDP, TCP/UDP ana peaakTMpoBaHUa ByayT AOCTYMHbI HACTPOMKMK:

e [lopmel omnpasumesnsa — CNUCOK NOPTOB OTMNPaBUTENA, NaKeTbl KOTOporo byayT nognagaTb nog,
OaHHOe npaBuao (JoMnycKaeTca yKasbiBaTb NGO OAMHOYHLIM MOPT, AMbo 4yepes “-“ amanasoH
nopTos);

e [lopmel nonyyamena — CAWCOK MOPTOB MNOJyyaTens, NakeTbl KOTOporo OyayT nonagatb NOA
AaHHOe npaBuAo (AonyckaeTca ykasbiBaTb NGO OAMHOYHLIM MOPT, NMBO 4yepes “-“ aAmanasoH
nopros);

Mpu BblbOpe npoTokona ICMP ansa peaaktMpoBaHma byayT AOCTYNHbI HACTPOMUKM:

e Tun coobuweHua — MOXHO co34aTb NPaBUIO TONIbKO ANA onpeaeneHHoro Tuna ICMP-coobuieHus
nbo ans Bcex.

Haxkmute KHonKy «lpumeHnTb» Ans aobasneHna HOBOro npasuaa. A OTMEHbl U3MEHEHUI HaKmuTte
KHOMKY «OTmeHa». [na yaaneHus 3anucM M3 CNMCKa HeobxoAuMo  yCcTaHoBMTb dnar  HanpoTus
COOTBETCTBYHOLLEN 3aNNCK U HAXKaTb Ha KHOMKY «Y4anunTby.
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2.6.2.8 MogmeHto «ACL»

B noameHto «ACL» BbINO/IHAIOTCA HACTPOMKM cnuckoB goctyna. Access Control List man ACL — cnucok
KOHTPONA JOCTyMNa, KOTOPbI COAEPKUT NPaBUAA, ONpeaenatolmne NPpoxoxKaeHne TpadmrKa yepes nHTepdelic.

OrpaHudenna no MAC-agpecam

Ne CraTtyc MAC-agpec Ooctyn OrpaHuyeHne cKOpPocTH

=+ [Jo6asuTb W YOanuTe

OrpaHudenns no URL-appecam

Ne CcTatye URL

=+ [loGaBsnTh T YOanuTs

OrpaHuyeHns No BPEMEHW CYTOK

Ne Cratye Hauano KoHew, Ooctyn OrpaHU4eHHe CKOPOCETH

=+ [loGaBsnTh T YOanuTs

OzpaHuyeHusa no MAC-adpecam

CospaTb HOBOE NpaBuno
BKIHO4HTL
MAC-agpec -
3anpeTHTb focTyn

QrpaHW4eHne CKopocTH, KBuT/ic

e Bkaroyume — npu ycTaHoBAeHHOM dnare akTMBMpyeTca npasmao punbtpaumm no MAC;
e MAC-adpec — MAC-agpec ycTpoicTBa, 419 KoToporo byaeTt AencTBoBaTb CO34aHHOE NPaBuo;

e 3anpemums docmyn — NPW YCTaHOBNEHHOM ¢are ¢ 3aaHHOro ycTpoicTBa byaeT NosIHOCTbIO
3anpelLLéH gocTyn U nepeaaya TpaH3UTHOro Tpaduka. Ecam dnar He ycTaHOB/EH, CKOpPOCTb ByaeT
orpaHMYeHa A0 YKa3aHHOro 3HayeHus;

e O2paHuyeHue ckopocmu, Kbum/c — makCMMasibHaa CKOPOCTb MOTOKa AaHHbIX AN YCTPOWUCTBA C
yKasaHHbIM MAC-agpecom (0 K6UT/c — 3KBMBANEHTHO OTCYTCTBUIO OFPaHUYEHNA CKOPOCTUN NOTOKA
OaHHbIX);
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OzpaHuyeHusa no URL-adpecam

CosgaTtb HoBOE npasnno

BKMIOYMTE

URL

e BKawyume — nNpv ycTaHOBAEHHOM dJiare akTUBMpyeTcs npasuao uabTpaumm no URL;

e URL - URL-agpec ycTponcTea, Ana Kotoporo byaeT AencTBoBaTb CO34aHHOE NPaBuIo;

O2paHuYeHUA No 8pemeHU CYmokK

CoszpaTk HOBOE Npaeuno
BRMIO4UTE
Hauano | 00:00
KoHey | 00:00
3anpeTuTL AoCTYN

OrpaHH4eHe CKOPOCTH, KGHT/C

e BKawuyume — npw yCTaHOB/IEHHOM ¢are Npasuao GUALTPALMM aKTUBMPYETCA U LeaKTUBUPYETCS
B Ha3HaAYeHHoe BPems;

e Ha4yano — Bpems B 24-yacoBom ¢dopmaTte cumcneHus (44:mm), ¢ Kotoporo byaet aencTtBoBaTb
CO3JaHHOe NpPaBuo;

e KoHey — Bpema B 24-yacoBom dopmaTe cumcneHusa (44:mm), 40 KOToporo byaeT AeicTBOBaThb
co3faHHOe NpaBuno;

e 3anpemums Aocmyn — NpW YyCTaHOBAeHHOM ¢nare OyAeT NOAHOCTbIO 3aMnpeléH AocTyn U
nepesaya TpaH3uMTHOro Tpaduka. Ecnm dnar He ycTaHOB/IEH, CKOPOCTb ByAeT orpaHuWyeHa Ao
YKa3aHHOro 3HayeHus;

e OepaHuyeHue ckopocmu, Kbum/c — B TeyeHWe 3a4aHHOrO MHTEpPBa/sa BPEMEHW CKOpOCTb byaet
orpaHuyeHa A0 yKasaHHOro 3HauyeHua (0 K6GUT/C — 3KBMBANEHTHO OTCYTCTBMIO OrpaHUYeHun
CKOPOCTM NOTOKa AaHHbIX).
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2.6.2.9 NogmeHio «Punbtp MAC»

B noameHto «®unbtp MAC» BbINOAHAOTCA HAacTpoiKa ¢uabTpaummn goctyna no MAC-agpecy KAneHTa.

[ocTyn K ycTpoicTBy

Pesstum dMNETRAE NPOBOGHOA CETH OTENIOYMTE r

@

e Pexum PpunbTpa — onpenenseTr oguH M3 TPEX aAropuTMoB pPaboTbl ¢puAbTPa B 3aBUCMMOCTU OT
MAC-agpeca KauneHTa:

—  Omkaoyums — dunbTpauma no MAC-agpecam OTK/IOYEHA — BCEM K/IMEHTAM paspeLleHo
NOAK/0YATLCA K YCTPOWCTBY;

—  YépHobll cnucok — B AaHHOM pexunme paboTbl duabTpa KaneHtam, MAC-agpeca KOTOPbIX
yKasaHbl B «Cnuncke MAC-agpecoB», 3anpeLLeHo NoAKN0YaThCA K YCTPOUCTBY. ABOHEHTaMm,
MAC-agpeca KOTOPbIX He yKasaHbl B CUCKe, MOAKAOUEHME Pa3peLLEeHO;

— bBenvlili cnucok — B gaHHOM pexkunme pabotbl dunbTpa KaneHTam, MAC-aapeca KOTOpbIX
yKasaHbl B «Cnncke MAC-agpecoB», paspelleHo NoAKNUaTLCA K YCTPOWCTBY. ABOHEeHTaMm,
MAC-agpeca KOTOPbIX B CIMCKE He yKa3aHbl, NOAK/A0YEHWE 3anpeLLeHo.

Cnucok MAC-adpecos

B crnvMcok MOXHO BHecTM Ao Tpuguatv MAC-agpecoB KAMEHTOB, AOCTYN KOTOPbIM K YCTPOMCTBY
peryanpyeTcsa HacTPOMKOM pexunma ¢punbtpa.

[na pobaBneHMA HOBOTO KAMEHTA B CMUCOK HaXmuTe KHONKy «Jobasume» v Beeante ero MAC-agpec.

[na BCTYNAEHMA B CUAY HOBOM KOHOUIypaumm M 3aHeCceHWA HacTPOEK B SHEProHe3aBMCMMYID NamATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmMeHa».
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2.6.2.10 NMNoameHio « MappyTusauma»

B nogmeHio «MapLpyTm3aumsa» HacTPanBaloTCA CTaTUYECKME MapLLpPYTbl YCTPOMCTBa.

MapwpyTuzauus
WUma Aapec HasHa4YeHus Macka noacetu Linkoz
@&
route1 192.168.23.0 2552552650 192.1658.0.254

[na pobasneHna HOBOro MapLLpPyTa HaXXMMTe Ha KHOMKY «Jo6aBuTb» 1 3anosHUTE cneayloume nons:

OoGasute mapwpyT

Wima
Anpec HasHayeHwA
Macka nogceTtu

LLnto3

. UmA — Ha3BaHUe MapLlpyTa, UCnosb3yeTca anAa YA06CTBa BOCNPUATUA YE/TOBEKOM. Mone moxHO
OCTaBUTb NMYCTbIM;

e Aldpec HasHayeHus — |P-agpec XocTa WAM MOACETM HasHayeHusa, A0 KOTopbIX Heobxoaumo
YCTaHOBUTb MapLUIPYT;

e Macka noocemu — MmacKa noaceTu. [ns XocTa Macka MoACceTu yCTaHaB/AMBAeTCA B 3HayeHue
255.255.255.255, ana nogceTtn — B 3aBUCMMOCTM OT €€ pasmepa;

e llmo3 — IP-agpec W33, Yepes KOTOPbIN OCYLLECTBAACTCA BbIX0A, Ha «Adpec Ha3Ha4YeHUs».

[na BCTynaeHus B CUy HOBOW KOHOUIypauuM M 3aHECeHWUA HAcTPOEeK B 3HEProHe3aBWCUMMYKD NamATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI U3MEHEHWUIN HaXKMUTE KHOMKY « OmmeHa».
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2.6.2.11 NoameHio «AuHamuuyeckuint DNS»

B nogmeHto «nHammyecknini DNS» BbINoAHAETCA HACTPOMKA COOTBETCTBYIOLLErO cepBuca.

AuHamuyeckuli DNS (D-DNS) nossonsetr uHpopmaumm Ha DNS-cepBepe 06HOBNATLCA B peasibHOM
BPEMEHM B aBTOMAaTMYECKOM pexkume. [puUMmeHSAeTcs ANS Ha3HAYEeHWs MOCTOAHHOrO AOMEHHOTO WMMEHM

yCcTpoicTBy (KOMNblOTEPY, POyTepy) ¢ AMHaMmyecknm IP-agpecom.

OunHamunueckunii DNS yacto npumeHAeTcs B N0Ka/bHbIX CETAX, rAe KAneHTbl nony4yatoT IP-agpec no DHCP, a
NOTOM PEerncTpupytoT CBOM MMeHa Ha lokanbHoMm DNS-cepsepe.

OuHamuueckuin DNS

®
BrNOYMTL D-DNS ¢
- Mposaiigep D-DNS  dyndns.org -
1
MMz Nonb3oeaTens
Maponk

NoMeHHOE MMA

Bratouume D-DNS — npu yctaHoBneHHoM ¢nare cepsuc D-DNS akTMBEH, M Ana pegakTUpoBaHUs
[OCTYNHbI CieaytoLime HaCTPOMKK:

Mposatidep D-DNS — appec nposangepa D-DNS — BbibepuTe ogHoro nposaigepa M3 CrmncKa
AOCTYMHbIX UM BBEAUTE €ro agpec BPyYHyto;

Umsa nonb3zosamess — Ma NONb30BaTeNA ANA A0CTYNa K yd4eTHOM 3anucn cepBuca D-DNS;
lMaposs — naponb Ans AocTyna K ydeTHoM 3anucu cepeuca D-DNS;

JlomeHHoe umsa  — peructpupyemoe aomeHHoe wuma Ha D-DNS cepsepe. O6HOBneHUe
nHoopmauum o6 IP-agpece ycTpoicTBa Ha cepBepe npoBaizepa MPOUCXOAUT MEPUOANYECKM
yepes 60 cekyHa,

[na BCTynneHus B CMAY HOBOM KOHOUIypauum M 3aHeCeHWA HAacTPOEeK B dHEProHe3aBMCMMYI0 NamATb
HaXXMUTE KHONKY «[TpumeHuUmMb». N OTMEHbl U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMeHa».
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2.6.2.12 NoameHio «<SNMP»

MporpammHoe obecnevyeHne TAU-4M.IP no3sonseT NnpoBoAUTbL MOHUTOPUHI COCTOSIHUA YCTPOMCTBA U ero
KOHUrypupoBaHue, ncnonbsya npotokos SNMP. B noameHto «SNMP» BbINOAHAOTCA HAaCTPOMKM NapameTpoB
SNMP-areHTa. YcTpoMCTBO NoaaepumBaeT npoTtokonbl Bepcmuin SNMPv1, SNMPv2c.

HacTponka SNMP

BrMo4MTE SNMP

Maponk Ha YTeHHe

Maponk Ha 3annck

Apapec AnA npuema Tpanos vi

AJLpec ANA NpUeMa Tpanos v2

.3 Agpec ans npuéma coobweHni Inform
CHCTEMHOE MMA YCTPOiicTEa

KOHTaKTHaA MH(POPMALMA NPOM3BOAMTENS

MeCTONoNoHEHWE YCTPOACTRA

Mapone 8 Tpanax

Bkatouumes SNMP — npu ycTaHOB/IEHHOM dare paspeLleHo NCcnosib3oBaHue npotokona SNMP;
lMapoab Ha YmeHue — Naponb Ha YTeHUE NapameTpoBs (obLenpuHAaTbIN: public);

Maposnb Ha 3anuce — Naposib Ha 3aNMCb NapameTpoB (06LEeNPUHATLIN: private);

Adpec 015 npuéma mpanos vl — IP-aapec nan gomeHHoe UmsA npuemHunka coobuieHmini SNMPv1-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 05 npuéma mpanos v2 — IP-aapec nan gomeHHoe UmA npuemHuka coobuieHmini SNMPv2-
trap B popmate HOST [COMMUNITY [PORT]];

Adpec 0ns npuéma coobuweHuii Inform — IP-agpec UM AOMEHHOE MMA NPUEeMHUKa CoobLLeHM
Inform B popmate HOST [COMMUNITY [PORT]];

CucmemHoe umsa ycmpolicmea — UMA YCTPOKCTBA;

KoHmakmHasa uHgpopmayua npoussodumensa — KOHTaKTHAaA MHPopmauma npoussoguTens
YCTPOWNCTBA;

MecmononoxeHue ycmpolicmea — nHGOPMaLMA O MeCTOMNONOXKEHMUN YCTPOMNCTBA;

Maponb 8 mpanax — Naposb, CogepKalMiicsa B Tpanax (no ymonyaHuio: trap).

B Tekywelh Bepcun nporpammHoro obecnedeHua no npoTtokony SNMP umeeTcA BO3MOMKHOCTb
KOHUrypupoBaTb OTAE/bHbIE MapaMeTpbl YCTPOMCTBA: obwme HacTpohku SIP, HacTpoiku SIP-npodwuneit,
HacTpoiKkM FXS-nopTa, HaCTPOMKM rpynn Bbi30Ba, HACTPOMKM KogoB ynpasaeHuna [ABO c tenedoHHOro annapaTa,
HacTpoikn SNMP, HacTPOMKM CUCTEMHOTO KypHaa.

HuyKe npuBeseH CNMUCOK 0O6BEKTOB, NOAAEPKMBAEMbIX ANA YTEHUA U KOHPUTYPUPOBAHMUA NOCPEeACTBOM
npotokona SNMP:

Enterprise.1.3.1 — 06wwme HacTpoliku SIP-npodunels;
Enterprise.1.3.2.1 — HacTpoliku SIP-npoduneir;

Enterprise.1.1.2.1 — HacTpoliku FXS-nopTa;

Enterprise.1.4.1.1 — HacTpPOIKM rpynn BbI30B3;

Enterprise.1.5 — koapl akTMBauunm IBO c TenedoHHOro annapara;
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e Enterprise.2.1 — HacTpoikn SNMP;
e Enterprise.3.1 — HaCTPOMKKN CUCTEMHOTIO XKypHana.

roe Enterprise — 1.3.6.1.4.1.35265.1.56 ngeHTnduKaTop ycrponcraa.

Ana 3anucm HAaCTPOEK B 3HEProHE3aBUCUMYIKO NMaMATb Ha*XMUTe KHOMKY «/7pumeHumb». Ana oTmeHsbl
WU3MEHEHUI HaXkMuTe KHOMKY «OmmeHa».

2.6.3 MeHio «IP-TenedpoHua»

B meHo «IP-tenedoHms» BbiNONHAOTCA HacTpolikm VolP (Voice over IP): HacTpoika npoTtokona SIP,
KOHPUrypaumsa nHtepodencos FXS, ycTaHOBKA KOAEKOB, N1aHa HYMepaLun, MeTogoB nepeaadun dpakca u moaema.

2.6.3.1MogmeHto «HacTpoiku ceTu»

B nogmeHto «HacTpoliku ceTu» MMeeTcs BO3MOMKHOCTb 334aTb COOCTBEHHble CeTeBble HACTPOWKU Ans
ycnyrmn VolP.

CeTteBble HacTpoiku |IP-TenedoHum

Mcnone3oeaTe HAcTpoikKM Internet

WMcnone3osate VLAN

VLAN 1D 10
802.1P 0 v
MpoTokon DHCP v

AnstepHaTeHeIA Vendor ID (onuwma 60)
MH(opMauna areHTa DHCP Relay (Onuma 82)
MepBuYHBIH DNS

BropuyHblid DNS

HacTpolika IPSec

BKNHOYNTE

J Ucnonszosame Hacmpoﬁku Internet — npun yCTaHOBNIEHHOM cbnare MCcnosb3oBaTb HaCTPOﬁKM ceTn,
YCTaHOB/IEHHbIE B MEHIKO «Cemb» -> «MHmepHem», nHa4vye -— HaCTpOVIKM, YCTaHOB/IEHHbIE B
TEKYLLEM MEHIO,

e MUcnonszosame VLAN? — npu yctaHosneHHom dnare cepsuc IP-TenepoHun byget ncnonb3osatb
Ans ceoen paboTbl BbiAeNeHHbIN MHTepdenc B oTaensHon VLAN, HOmep KOTOpOW yKasaH B none
«VLAN ID»;

e 802.1P — npusHak 802.1P (apyroe HassaHue CoS — Class of Service), ycTaHaBAMBaeMblit Ha
ucxoasawme ¢ JaHHoro uHTepdelica IP-naketbl. NMpuHMMaeT 3HaYeHus oT O (HM3WWUI NpUopuUTeT)
[0 7 (HamBbICWINI NpUOPUTET);

B Bepcum MO 1.9.1 paspellaerca 3a4aBaTb UHAMBUAYANbHbIE CeTEBbIE HAacTpoiKu ycayrm VolP Tonbko B BbiaeneHHon VLAN.
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e [lpomoKos — BbIGOP NPOTOKONA Ha3HavyeHUs agpeca Ha uHTepoelic ycayrm VolP:

— Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoaMmble HacTPoKku Ha WAN-
nHTepdelic HasHavatoTcA BpydHyto. Mpu Bbibope TMna «Static» gna pesakTMpoBaHUA
CTaHYT AOCTYMHbI C/ieAytolme napameTpbl:

IP-adpec — ycTaHoBKa IP-agpeca nHtepdeiica ycnyrm VolP;

Macka nodcemu — macka noacetv nHtepdemnca ycnyru VolP;

LLinto3 no ymonvaHuto — IP-agpec gebontHoro wnwo3a nHtepdeica ycayrun VolP;

MepeuyHbili DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepBepoB, Heobxogumblx ans
paboTtbl ycnyru VolP.

— DHCP — pexxum paboTbl, Npn Kotopom IP-agpec, macka noacetun, agpeca DNS-cepsepoB u
Apyrve napameTtpbl, Heobxoaumble pns paboTbl ycnyru (Hanpumep, CTaTUYecKue
mapuwpyTbl Ao SIP-cepBepa, cepsepa perucTpaumn), byayt nonaydeHol ot DHCP-cepBepa
aBTomaTmMyecku. Ecan ot nposanaepa He yaaétca nonyyuntb agpeca DNS-cepsepos, Bbl
MOJKETe Ha3Ha4MTb MX BPYYHyO B nonsax «[flepsuyHelli DNS» wn «Bmopu4Hbili DNS».
Agpeca, 3afaHHble Bpy4YHylo, ByayT UMeTb NpuopuTeT Hag aapecamm DNS-cepsepos,
nosly4eHHbIMM No npoTokony DHCP.

Ons npotokona DHCP nmeeTcs BO3MOXKHOCTb 3a4aTb Heobxoaumoe 3HayeHue onuumii 60
n 82.

AnbmepHamusHsili Vendor ID (onyua 60) — npu ycTaHOBAeHHOM ¢nare yCcTpOMCTBO

nepenaét 8 DHCP-coobuieHunsax 8 onuum 60 (Vendor class ID) 3HaueHue 13 nons Vendor
ID (onyus 60). Mpu nyctom none onuma 60 B coobuieHusax npotokona DHCP He
nepepaércs.

Echn ¢nar AnbmepHamusHelli Vendor ID (onyus 60) He ycTtaHoBneH — B onuum 60
nepegaercs 3Ha4YeHUe No YMoaA4aHUo, KOTOpoe MMeeT caeaytowmnii popmar:
[VENDOR:npoussogutenb][DEVICE:Tun yctpoiictea][HW:annapaTtHasa Bepcus]
[SN:cepuitHbIi Homep][WAN:MAC-agpec nHtepoeica WAN]

[LAN:MAC-agpec nHtepderica LAN][VERSION:Bepcus nporpammHoro obecneyeHms]

Mpnmep:

[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

NHdopmauma areHta DHCP Relay (onuua 82) — npu yctaHoBneHHom ¢dnare nossonset
no6asutb B DHCP-3anpoc:

® ideHmugpukamop uenu azedma (Onuus82) — nossonsetr pobasutb B DHCP-3anpoc onuuio 82,
nogonumio 1 - Agent Circuit ID;

= yldeHmugpukamop ydaneHHo2o aeeHma (Onyus82) — no3sonaeT gobasutb B DHCP-3anpoc onuunio 82,
nogonumio 2 - Agent Remote ID.

Cnucok wucnonb3syembix DHCP-onumit Ha Kaxagom ceteBom WHTepdelice (Internet, VolP,
Management) MOXKHO 33a4aBaTb Bpy4Hyt0. MHOpMaums no HacTpoiKe CnMcKa nNpeacTaBieHa
8 MpunoskeHune B. HACTPOMKA dhcp-KNMEHTOB B My/IbTUCEPBUCHOM PEXUMe
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Hacmpolika IPSec:

B naHHOM pasfesnie ocyLLecTBAAETCA HAacTpoliKa wudposaHua no TexHosnorum IPSec (IP Security).

IPSec — 310 Habop NPoOTOKONOB AN obecneyeHus 3alMTbl AaHHbLIX, NepesaBaembIX N0 MeXCeTeBoMy
npotokony [P, Mo3BONAOWMI OCYWECTBAATb NOATBEPXKAEHME NOANMHHOCTM (ayTEHTUDUKALMIO), MPOBEPKY
LeNoCcTHOCTM u/unn wudposaHue IP-nakeToB. IPSec Takke BKAOYaeT B ceba MPOTOKO/bl AN 3aLMLLEHHOrO
obMeHa Ktoyamu B ceTr MHTepHeT.

B TeKkywel Bepcunm MNporpammHoro obecnedyeHusa nocpefcTBOM IPSec MOMKHO OCYLLEeCTBAATb TOJbKO
[0CTyn K MHTepdericam ynpasneHua yctpoicteom (Web, Telnet, SSH).

MoapobHoe onucaHmne HacTpoek IPSec npuseaeHo B 2.6.2.1 B rpade Hacmpolika IPSec.

[na BCTynAeHMs B CUY HOBOM KOHOUIypauum v 3aHeCceHWs HAcTPOEK B SHEProHe3aBWCMMYD NamATb
HaXXMUTe KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».

2.6.3.2NMogmeHt0 «QOS»

B nogmeHto «QoS» HacTpaumBatoTcs dyHKUMM obecrneyeHma KadecTBa obcnykmeaHma (Quality of Service).

HacTtpoiika guanasoqa RTP-nopTtoe

Hactpoika DSCP gna curdanusayun (SIP)

SIP-nopr Dscp

+ [lobawrs

Hacmpolika duanasoHa RTP-nopmos

e MuHumanoeHslli RTP-nopm - HUXKHAS rpaHMua AuanasoHa RTP-nopToB, MCNoO/b3yembiX AJs
nepesayn pasroBopHoOro TpadukKa;

e MakcumanoeHbili RTP-nopm - BepxHAa rpaHuua guanasoHa RTP-noptoB, mMcnonb3yembix pas
nepegayn pasroBopHoro Tpaduka.

Hacmpolika DSCP 04 cueHanusayuu (SIP)

[Nobaeutb
SIP-nopt 0

DSCP |0

Hacmpolika npasuna QoS

e  SIP-nopm — 3HayeHMe NopTa UCTOYHMKA AN UCXOZALLETO roN0COBOro Tpaduka, KoTopbii byaer
MapKMpoBaTbCa 3a4aHHbIM Kogom DSCP;

e DSCP —3HauyeHue nonsa DSCP 3aronoBKa IP-nakeTa Ana ronocosoro Tpadumka ¢ 3a4aHHbIM NOPTOM
WUCTOYHUKA.

[na BCTyNNeHUA B cuay HOBOM KOHOUIypauuM M 3aHECEHUA HACTPOEK B SHEPrOHE3aBUCUMMYIO NAMATb
Ha*KMUTE KHOMKY «MpuMeHUTbY. [N OTMEHbl USMEHEHWNI HaXKMUTE KHOMKY « OTMeHa».
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2.6.3.3NogmeHt0 «HacTpoMKka AMHUA»

B nogmeHio «Hacmpolika auHuli» BbINONHAKTCA HACTPOMKM TenedoHHbIX noptoB Phonel, Phone2,
Phone3, Phone4.

Cnucok TenedoHHbIX NUHKUIA
@®
ETEE] Cratyc Homep Tenedona Wma nonesoeatens Norux SIP-nopt Mpodune SIP
HE 1 BolknioueH 001 5060 1st profile
= 2 BhIknio4eEH oo2 5060 1st profile
3 BhIKNo4EH 003 5060 1st profile
4 BhIKNoYEH 004 5060 1st profile

Ona PenakTupoBaHUA HACTPOEK HaXXKMUTE JIEBOM KHOMKOM MbILM MO CCbIJIKE C HOMepOom HaCTpaMBaEMOVI
JIMHUN N B OTKPbIBLUEMCA OKHE ((Pe,ﬂ,aKTVIpOBaTb JIMHUKO» 3aN0THUTE chegyrowme nona:

PepakTtupoBate nuHUi 1: HacTpolika akkayHTa

BKIHOYHTE
Mpodune SIP 1st profile v
Homep Tenediona | 001
MMA nonb3oBarens
MCNonB30BaTe AnbTEPHATUEHLIR HOMED

SIPF-nopt 50860

Kareropua aboHeHTa He ucnonesosats v
AyTeHTUhMKaLNA
NoruH
Maponb
Yenyrm 4BO
Pesum ncnons3oBanua Flash Transmit flash v

MpAMoi HoMep
O#uOaHue Bbi3oBa

Bblaaya HoMepa Bbi3blBaKOLLET0 aD0OHEHTA NPH OHUAEHUH
BbIZ0Ba

QOcTaHoBKa Habopa npu #
lopaYad/Tennan NuHKA
BesycnoeHas nepeagpecayms
Mepeagpecauunsd No 3aHATOCTH
MNepeagpecauna no HeoTBETY
He GecnokonTb

Pa3pelunTs NepeXBaT BbI30Ba Ha nopT @

CLIR Bhbikn v
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HacTpoiika humanyecknx napameTpos
Bblaaya HoMEepPa BbI3bIBALLEND Off v
TaimayT HaGopa nepsoi uudpel, © 0
TadmayT "3anATo", ¢ 120
TaimayT Bbl30Ba ab0HEHTa, © 0
MWHKMMANEHOE BpeMA o0HApY#EHKUa oTGoR, Mc | 800
IMuHUMansHoe BpeMa oOHapyxeHua Flash, mc 90
Ycunedue Ha npueme, 0.1dB -70
YCUNEeHWe Ha nepedaye, 0.1dB 0
¥pOoBE&Hb ronoca C Tenegona, db 0
¥poBeHk ronoca ¢ mukpodona, db 0
LNUTensHOCTE HMAYNBCa UMAPLI, MC 100
MUHUMANBHBIA MEKLNPPOBON MHTEpPSaN, MC 200

TakcogoH Beoika. v
HacTtpolika ceTeBbIX NnapameTpos

DsCP 45

Hacmpolika akkayHma

BKA04UMb — NPU YCTaHOBAEHHOM dare NopT akTUBEH;

Mpocgpuns SIP — BbIb6Op SIP-npoduna n3 nepeyHa AoctynHoix. HacTpoika npodunen npomnssoauTcs
B MeHto «IP-menegorua» -> «[Ipogunu»;

Homep menegoHa — abOHEHTCKNIA HOMEP, 3aKPEN/IEHHbIN 3a TelehOHHbIM MOPTOM;

Wma nonv3osamessa — UMA NOJMb30BaTess, CONOCTaB/leHHoe ¢ nopTom (oTobpaxkaeTca B none
Display-Name 3aronoBska From B ucxoasawmx coobuieHusx SIP);

Ucnonbzoseams anbmepHamueHsbili HoMep — NPW yCTaHOBMEHHOM ¢nare B 3aronoBoK «From»
coobLieHnit SIP, oTnpaBnsaembix ¢ AaHHOro NopTa, byaeT NOACTaBAATLCA albTEPHATUBHbIN HOMep
(8 yacTHoCTH, 4TOBbI MacKMpOBaTb CBOWN peanbHbli HOMep OT cucTembl AOH BbI3bIBaEMOro
aboHeHTa);

Modcmasname 3a201080K 6 Contact — anbTepPHATUBHbLIN HOMEpP, MPUCBOEHHbIN TenedhoHHOMY
nopTty, O6ydeT 3amMeHeH Ha YKasaHHbli Homep B 3arosioBke Contact coobuieHua SIP.
[aHHasa HacTpoiKa MCMoNb3yeTcs TONbKO ANA MOPTOB, HaxOAAWMXCA B rpynne Bbi30Ba;

SIP-nopm — UDP-nopT ana npMéma BXxoaawmx coobuieHumin SIP Ha AaHHbIM aKKayHT, a TakXe and
oTnpaBKM ncxogawmx SIP-coobuweHnit ¢ AaHHOro akkayHTta. MpuHUMaeT 3HayeHuns 1-65535 (no
ymosiqaHuto 5060);

Kamezopua aboHeHma — KaTeropua Bbi3blBatowero aboHeHTa (calling party category) —
MCMO/b3YyeTca ANA nepeaayn B 3arosioBke «From» ncxoaalmx coobLLeHnin; nociegHunin npu 3Tom
nepepaetca B popmare Tel-URI (cm. RFC3966);
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e Jlo2uH U naponab 048 aymeHMuUKauuu — UMA NOMb30BaTeNna M Naposib, UCNOb3yemble AnA
ayTeHTMdUKaumMM aboHeHTa Ha SIP-cepBepe (M cepBepe pernctpaummn);

Ycnyau AIBO

o Pexcum ucrionezosarus flash — pexkum ncnonbsoBaHua eyHKumK flash (KopoTkuii oTboN):

— Transmit flash — nepepaya flash B KaHan (oAgHMM M3 MeTOZ0B, HACTPOEHHbIX BO BK/1aaKe
«MNpodunn» B napametpe Mepedaya Flash);

— Attended calltransfer — flash o6pabaTtbiBaeTca N0KanbHO yCTpOCcTBOM (Nepesaya Bbi3oBa
OCYLLECTB/IAETCA NOC/Ee YCTAaHOBNEHUA COeAMHEHMUA C TPETbUM aboHeHTOoM). MoapobHoe
onucaHue anroputma pabotbl «Attended calltransfer» cmoTtpute B pasgene 3.1 Nepegava
BbI30Ba;

— Unattended calltransfer — flash obpabaTtbiBaeTca N0OKanbHO YCTpoicTBOM (nepeaaua
Bbl30Ba OCYLUECTBAAETCA MO OKOHYaHWi0O Habopa Homepa TpeTbero aboHeHTa).
MNoapobHoe onucaHne anroputma pabotbl «Unattended calltransfer» cmoTtpute B
pasgene 3.1 lMepepnaya BbI30B3;

— Local calltransfer — nepepaya Bbl30Ba BHYTPW YCTpolcTBa, 63 oTnpaBKM COObLLEHMS
REFER. MoapobHoe onucaHue anroputma paboTbl «Local calltransfer» cmoTtpute B
pasgene 3.1 MNepepaya Bbi3oBa.

e Pexcum nepedayu 8bI1308a — HaCTPOMKa AOCTynHa TonbKo ana Attended calltransfer n Local
calltransfer n oTBeyYaeT 3a perKMM aKTMBALMM YCAYTW Nepesayn Bbl30Ba:

—  KoMbWHMpOBAHHbIN — Nepegaya BbI30Ba aKTMBUPYETCA MO OTOO M NO HaxKatuio R 4;
— Flash+4 —nepepgava BbI30Ba aKTMBMPYETCA Noc/e Haxatma R 4;
— o otboto — Nepeaaya BbI30BA aKTUBUpPYETCA nocsie oTbos.

e OMUuOaHUe 8b1308a — NPW YCTaHOBJEHHOM dJiare paspeLleHa ycayra «OxcudaHue ebizo8a» (ycnyra
OOCTYMHa B pernme ncnosbsoBaHusa ¢pyHkumm flash — call transfer);

e Bbldaua HoMepa 8bI3biB8arOUE20 aboHeHMa nNpu OXUOGHUU 8bi3084 — NPW YCTaHOBAEHHOM dnare
NPOMCXOAUT Bblaauya Homepa aboHeHTa 415 YCAYTU 0XXNAAHUA BbI30Ba;

e OcmaHosKa Habopa npu # — Npu yCcTaHOBJAEHHOM dJiare UCNo/ib30BaTb KHOMKY ‘# Ha TenepoHHOM
annapaTte A1 OKOH4YaHWA Habopa, MHauve ‘#’, HabpaHHas ¢ TenedpoHHOro annapaTa, UCNO/b3yeTcA
KaK 4acTb HOMepa;

e [opAa4aa/mennaas AUHUA — NPW yCTaHOB/AEHHOM dnare paspelleHa ycayra «2opa4ad/mennas
AUHUA». Ycayra no3BosiseT aBTOMAaTUYECKM YCTaHOBUTbL UCXodsllee COeAMHEHME MpU Nogbéme
Tpybkn TenedoHa 6e3 Habopa Homepa C 3aJaHHOM 3aAeprKKol (B ceKyHAaax). Mpu ycTaHOBNEHHOM
¢dnare 3anonHuTe cnegytolme nNons:

— Homep ycnyeu "eopsavas/mennas nAuHus" — Homep TenedoHa, C KoTopbim byaer
YCTaHaBAMBATLCA COeAMHEHME Yepe3 Bpems, paBHoe «TalMayTy 3a4epKKu», nocne
NoaHATUA TPYOKM TenedoHa (B nnaHe HymepaLmu ucnosbdyemoro SIP-npoduna gonrkeH
6bITb NpedUKc Ha AaHHOE HanpaBaeHue);

— Talimaym 3a0epxcku, ¢ — WHTEPBaN BPEMEHU, Yepe3 KOTopbiit byaeT ycTaHaBAMBATLCA
coeanHeHne C BCTPeYHbIM abOHEHTOM, B CEKYHAAX;

o be3ycnosHasa nepeadpecauyus — npu yctaHoBneHHoM ¢nare paspeweHa ycayra CFU (Call Forward
Unconditional) — Bce Bxogswue BbI30Bbl NepeHanpaBAatoTCA Ha YKa3aHHbIM Homep 6e3ycnoBHOM
nepeagpecaumu. Mpu yctaHoBaeHHOM dnare 3anoNHUTE cneaytoLme nona:

— Homep 6e3ycnosHoli nepeadpecayuu — HOMEpP, Ha KOTOPbIA MepeHanpasBAATCA Bce
BXOAALIME BbI30Bbl MPU BKAKOYEHHOW ycnyre «besycnosHas nepeagpecauua» (B nnaHe
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Hymepauum ucnonbsyemoro SIP-npoduna pomxkeH 6biTb npeduKC Ha JaHHoe
HanpaBg/ieHue);

e [lepeadpecayus no 3aHAMoOcmu — NpW ycTaHOBAeHHOM d¢nare paspelweHa ycayra CFB (Call
Forward at Busy) — nepeagpecaumns BbI30Ba NpW 3aHATOCTM aboOHEHTa Ha YKasaHHbI Homep. Mpwu
YCTaHOB/IEHHOM are 3anoHUTe ceaytowme nons:

— Homep nepeadpecayuu no 3aHAMOCMU — HOMEP, Ha KOTOPbIM NepeHanpaBAAloTCA
BXOAALLME BbI3OBbI NPU 3aHATOCTM aboOHeHTa NpW BKAKOYEHHOW ycayre «lepeaapecaums
Mo 3aHATOCTM» (B NNaHe HymepaLuumn ncnoibyemoro SIP-npoduna gonxeH 6biTb NpeduKc
Ha AaHHOe Hanpas/eHue);

e [lepeadpecayus no Heomeemy — Npu ycTaHoBfeHHOM ¢nare paspeweHa ycayra CFNA (Call
Forward at No Answer) — nepeagpecauus Bbi30Ba Npu HeoTBeTe aboHeHTa. Mpu ycTaHOBNEHHOM
dnare 3anonHUTE cneaytowme nons:

— Homep nepeadpecayuu no Heomsemy — HOMEP, Ha KOTOPbIA MNepeHanpaBAAloTCA
BXOZALLME BbI30BbI MPU HeoTBeTe aboHeHTa Npu BKAOYEHHOM ycayre «[epeagpecaums no
HeoTBeTy» (B N/iaHe HymMepauun ucrnoabsyemoro SIP-npoduna gonKeH 6bITb NpedurKe Ha
[AaHHOe HanpaB/eHue);

— Talimaym Heomeemad, ¢ — WHTEPBA/ BPEeMeHW, Yepe3 KOTopbll byaeT Npou3BOAMTLCA
nepeagpecaums Bbi30Ba B C/ly4ae HeoTBeTa aboHeHTa;

e He 6ecnokoums — Npu yCcTaHOBNEHHOM ¢nare ycTaHaB/AMBaeTCA BPEMEHHbIN 3anpeT Bxoaallei
cBasu (ycnyra DND — Don’t Disturb).

MpY BKAHOYEHMM OAHOBPEMEHHO HECKOIbKMUX YCAYT NPUOPUTET CAeayowmin (B nopaaKe CHUXEHUA):

CFU;
DND;
CFB, CFNA.

e Paspewums nepexeam 6b6i3080 HA MOpM — NPW BKAKOYEHHOW ONUUW paspelleH nepexsaT
BXOAALWMX Ha MOPT BbiI30BOB (nepexsaT paspellaeTcs TOMbKO B npeaenax OAHOM rpynmbl
nepexsarta 1 Npu yC0BUM MCNOb30BaHMUA NopTamu ogHoro SIP-npoduns);

e CLIR — orpaHuyeHue naeHTMPpuKaLmm Homepa Bbi3blBatoLWero aboHeHTa:

—  Bbikn —ycnyra CLIR oTKAlOYEH];

— SIP:From — B 3aronoBke From coobuweHnit npotokona SIP 6yaetr nepegasBaTbcA
Anonymous sip:anonymous@unknown.host

—  SIP:From u SIP:Contact — 8 3a20n08Kax From u Contact coobuieHnit npoTokona SIP byaet
nepeaasaTbca Anonymous sip:anonymous@unknown.host

Hacmpolika ¢pusuveckux napamempos

e Bbidaua Homepa 8bi3biBAOWE20 — BblIDEPUTE pPEXMM OnpesesieHUs HOMepPa BbI3blBAOLWENO
aboHeHTa (Caller ID). Ans pabotbl Caller ID Heob6xoaMmO, UTOBbI TenedoHHbIM annapaT aboHeHTa
nogAep*KMBan YyCTaHOB/IEHHbI METOA,:

—  Off — onpeaeneHve Homepa Bbi3biBatoWero aboHeHTa BbIKHOYEHO;

— FSK Bell 202, FSK V.23 — onpepeneHne HOMepa M MMEHU Bbi3blBatowero aboHeHTa
metogom FSK (no craHpapty Bell202, wau ITU-T V.23). Bblgadya HOmMepa B JIMHUIO
OCYLLECTB/IAETCA MEXKAY NEePBbIM M BTOPbIM CUTHAZIOM NOCbIZIKM BbI30BA MOTOKOM AaHHbIX
C YaCTOTHOW Mmoaynaume;
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— DTMF - onpegeneHne Homepa Bbli3biBatoLLero aboHeHTa metogom DTMF. Bblgada Homepa
B JINHWUIO OCYLLECTBAAETCA MeXAy MNepBbiIM W BTOPbIM CUTrHA/JIOM MOCbIIKM BbI30BA
AByx4yactoTHbiMM DTMF-nocbinkamu;

— RUS AON — ngeHTndMKauma NMHUKM Bbi3biBatowwero aboHeHTa metogom «Pycckuii AOH».
Homep onpegensetca no curHany «3anpoc AOH», BblgaBaemomy TenedoHOM
Bbl3blBaeMoro aboHeHTa;

e Talimaym Habopa nepsoli yugpel, ¢ — Talimep OXnaaHusa Habopa nepsoi uMdpbl Homepa. Mpu
OTCYTCTBMM Habopa B TeYeHWe YCTAHOBAEHHOIO BpeMeHUM aboHeHTy OyaeT BblAaH CUrHan
«3aHATO», a NpMem Habopa Homepa ByaeT NpeKpaLleH;

o Talimaym «3aHAamo», ¢ — Taimep BblgaYM abOHEHTY CUrHana «3aHaTo». Ecam no wmcteyeHum
YCTaHOB/IEHHOTO TaMMayTa abOHEHT He NOoNOXWUT TPybKy TenedoHa — B AMHWUIO OyaeT BblAaH
CUTHaN oWmnbKK;

e Talimaym ebi308a aboHeHma, C — 3anycKaeTcs Mpu MOCTYNJEHUM BXOASLLEr0 Bbl30Ba M
onpegenser MakCMMasibHOe BpeMs OTBETa Ha Bbi30B. [10 UCTEYEHWUM YCTAHOB/IEHHOTO TalimayTa
yAaneHHomy aboHeHTy ByaeT oTnpas/ieH CUrHaa 3aHATOCTH;

e MuHumanbHoe 8pemMsa o0bHapyHeHUs omb0os, MC — MUHUMaNbHOE Bpema ObHapy:KeHusa oTbos.
OOHOBPEMEHHO C  3TMM, [JaHHbIM  MapaMeTp ABAAETCA  MaKCMMaibHbIM  BpPeMeHem
NeTeKTMpoBaHUA KopoTKoro oTbos (flash);

e MuHumansHoe spema obHapyxieHus flash — mUHMManbHoe Bpema OOHapy)XeHUA KOPOTKOro
oT6031, (80-1000) mc;

o YcuneHue Ha npuem, 0.1dB — ycuneHne curHana Ha Npuém (CurHan, KoTopbli BblaaeTca B TPYOKyY
TenedoHa), (-200..200) eauHmua nsmepenua — 0,1 ab;

e YcuneHue Ha nepedave, 0.1dB — ycuneHue curHana Ha nepepady (cMrHana, nocTynatoliero B
MUKpodoH TenedoHHOM TpyoKM), (-200..200) egmuHnua namepenma — 0,1 ab;

e YpoeeHb 20s10ca ¢ menedoHa, dB - HaCTPOMKA YPOBHA PEYEBOro cMrHana K aboHeHTy, (-31..31 ) dB;

e YpoeeHb 20s10ca ¢ MUKPOGOHA, dB - HacTpoiiKa ypOBHS peyeBoro curHana oT aboHeHTa, (-31..31)
dB;

o [laumenbHOCMb UMMAYALCA YUPbl, MC — HACTPOMKA HeobxoAMMa NpU MMNYAbCHOM peXume
Habopa Homepa, (10-150) mc;

o MuHumanbHbIl mexyugposoll UHMepPsasn — HACTPOKa HeEOBX0AMMA NPU MMNYJbCHOM peXume
Habopa Homepa, (150-20000) mc;

o TakxcogoH (Payphone) — HacTpoiiKa pexxmma paboTbl IMHUK NPU NOAKNOYEHUN TAKCOPOHa:

—  BobiKn. (Off) — 06bluHbI pexKUm, TaKCOPOH He NOAKNIOYEH;

— epenontocoska (Polarity reversal) — n3ameHeHWe NOAAPHOCTU HAMNPAMKEHUA NUTAHUA
JIMHUW NPU UCXOAALLEM BbI3OBE MOC/Ie OTBETA BCTPEYHOro aboHeHTa;

— Wmnynecol 12 kly (12 kHz) — npu ncxoaswem Bbi30BE B JIMHMIO OAMH pa3 B CEKyHAY
BblAaeTcs TapudHbIiA MMNyAbC YacToToln 12 Klu;

— Wmnynecel 16 kly (16 kHz) — npu ncxoaswem Bbi30BE B JIMHMIO OAMH pa3 B CEeKyHAY
BblAaeTcs TapuPHbIA MMNYAbC YacToTolM 16 KI'L.

Hacmpolika cemesbix napamempos

e DSCP - 3HauyeHue nona DSCP-3aronoska IP-naketa ans ronocosoro TpaduKa C HacTpanmBaemon
NNHUN.

[na BCTynAeHus B CUIy HOBOW KOHOUIypauuM M 3aHeCeHWUs HAcTPOEeK B 3HEProHe3aBMCUMMYKD NamATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI U3MEHEHWUI HaXKMUTE KHONKY « OmmeHa».
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2.6.3.4NogmeHio «Mpodunu SIP»

B noameHto «[llpogunu SIP» BbINONHAIOTCA HACTPoMKu SIP-npoduneir yctpoiicta. 3a Kaxabim SIP-
npoduiem MOXKHO Ha3HAUUTb cOBCTBEHHbIE agpeca SIP-cepBepa u cepBepa perncTpaLmm, rolocoBblie KOAEKU U
Kogekn daKkca/moaema, WHAMBMAYaNbHbIA MNAaH Hymepauum W Apyrme napameTtpbl. HeobxoauMmocTb
MCNO/Ib30BaHUA pasHbix SIP-npodunelt BO3HMKaET, KOraa pasHble abOHEHTCKME NopTbl PaboTatoT Yepes pasHble
HanpasneHusa cBsA3n (pasHble SIP-cepBepbl). Mpu 3TOM 33 KaxgblM abOHEHTCKMM MNOPTOM MOMKET ObiTb
3aKpenneH To/bko oauH SIP-npodunb (HacTpoiKa B meHto «IP-menegoHus» -> «Hacmpolika AuHuii»).

Cnucok npochunein SIP

VMR npoguns THHAN SIP-MPOKCH cepeep CepBep perucTpaunu SIP-foMeH PeXuM Outbound
1st profile 1,2,3.4 om
= 2nd profile or
3rd profile or
4th profile om
5th profile om

OBLwue HacTpolkK

Wcnonb3osate STUN

Taimep T1, mc 500 (100-1000)
Tanmep T2, mc 4000 (1000-32000)
Tanmep B, mc 32000 (1000-39000)

LinA 3ananHeHus Hacmpoex malmepos SIP # 110 yMonyanmo
DEKOMEHOOSAHHBIMU SHAYEHUAMU HAXMUME KHOMKY

TpaucnopT | UDP (NpeanoNTHTENsHO), TCI ¥

CreundmKaLma TOHoB Poccua v

[na pegakTMpoBaHMA HAcTPOeK NPoduaA HaXKMUTE NE€BOM KHOMKOW MbILM NO CCblAKE HAacTpanBaemoro
npodunn. B OTKpbIBLIEMCA OKHe «PeaakTnpoBaTb Npodu/b:» 3anoaHUTe ciedyolme nons:

Pepaktupoeate npodune SIP "1st profile”
Mapametpol SIP
CocTae npoduna MuHun 1,2, 3, 4
Fim= npoduns 15t profile
Pessnm ucnonbsosanna SIP-npokcw Homing v
SIP-npokck cepeep
PerwcTpauma
CepBep PErHCTpaLmK
MeTon KOHTPONA OCHOBHOMD CepEepa Opflions v

Meprog KOHTPONA CCHOBHOMD CEPEEPA. C© 30

PesepBHbie SIP-npokcH

SIP-npokck cepeep Cepeep perHcTpauUmMK
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lapamempeoi SIP

e Cocmae npogunsa — CNUCOK abOHEHTCKMX MOPTOB, KOTOPbIM HasHayeH npoduab, nosne He
peaaktTupyemoe;

e UMMA npoghuss — NoNb30BaTeNbCKOE MMA HacTpansaemoro npoduns;

e Pexcum ucrions3osaHua SIP-npoKcu — B BbINA[AIOLWEM CIMCKE MOXKHO BblbpaTb permm paboTbl ¢
SIP-cepBepom:

— He ucnonb3oBatb — perkum, nNpu KoTopom SIP-npoKcK cepBep He MCMO/Sb3yeTcA, a Bce
3anpocbl INVITE oTnpaBaaloTcA Ha agpec, YKasaHHbIA nocie cumBona «@» B 3anucu
MacCOK NaaHa Hymepauuu;

— Parking — pexxum pesepsupoBaHua SIP-npoKcn 6e3 KoHTPoIA 0OCHOBHOTO SIP-npoKcy;

— Homing — pexnm pesepsupoBaHuna SIP-NpoKcK ¢ KOHTpPOeM OCHOBHOrO SIP-npoKkcu.

LWnto3 moxeT paboTaTb C OA4HUM OCHOBHbIM M MAKCUMYyM 4YeTblpbMA pe3epBHbIMKU SIP-npoKcu.
Mpwn paboTe ToNbKO C OCHOBHbIM SIP-npokcK, pexumbl Parking 1 Homing Huuem apyr ot apyra He
oT/AMYatoTcA. B sTom cnyyae npu oTKase ocHoBHoro SIP-npokcu noTpebyeTca ero BOCCTaHOBAEHME
ana obecneyeHuns paboTocnocobHOCTH.

Mpu Hanuummn pesepsHbIX SIP-npokcn pabota B pexumax Parking w Homing ocyuwectensetcs
cneayowmm obpasom. Mpu coBeplUeHMM UCXOAALLErO BbI30Ba W03 OTnpasnseT coobuweHune INVITE
Ha agpec OCHOBHOro SIP-NpoKcy nam npu nonbiTKe perncrtpaunmn — coobueHne REGISTER. B cnyyae
€C/IM No UcTeyeHnmn BpemMenn Invite total timeout oT ocHOBHOro SIP-NPOKCK He NPUXOAUT OTBET, INHO
npuxoamt oteet 408 mam 503 — wnto3 otnpasnser INVITE (nMbo REGISTER) Ha agpec nepsoro
pe3epBHOro SIP-npokcn. Ecnv OH TOXKe HeAoCTyneH, 3anpoc NepenpasBnAeTcA Ha Ccaeaylowmi
pe3epBHbIA SIP-npokcn M T.4. Kak TO/NbKO AOCTYNHbIM pe3epBHbIA SIP-npokcn 6yaer HaiaeH,
npou13onaeT NnepeperncTpaLmnsa Ha Hem.

[anee, B 3aBUCUMOCTHU OT BbIBPaHHOIO PeXKMMma pe3epBUMpPoBaHUA, AeNCTBUA cneayoume:

B pexume parking HeT KOHTposia ocHOBHOro SIP-npokcu, W W3 npogonkaeTr pabortatb C
pesepBHbIM SIP-MPOKCK, JaXKe ecim OCHOBHOW BoccTaHoBneH. lNpu notepe cBsA3u ¢ Tekywmm SIP-
NpPoKcK OyaeT NpoAo/XKeH Onpoc nocseaylowmx pesepBHbIX SIP-MpPoKcM No OnMcaHHOMY Bbllle
anroputmy. Mpn HeZOCTYNHOCTU nocneaHero pesepBHoro SIP-NpoKcn onpoc Npoao/IXKMTCA NO KPYry,
HAYMHaA C OCHOBHOrO.

B pexnme homing pocTynHO TpW BMAA KOHTPOAS OCHOBHOro SIP-mpokcu: nocpencrsom
nepuogMyeckon nepegaym Ha ero agpec coobuweHuit OPTIONS, nocpeactBom nepuoamnyecKoi
nepegayn Ha ero agpec coobueHnit REGISTER nnbo nocpeactsom nepegaym 3anpoca INVITE npwu
coBepleHun ncxoaduwiero sbizosa. 3anpoc INVITE cHavyana nepepaetca Ha ocHoBHoM SIP-npokcu, a
3aTeMm, B C/lydae ero HegoCTYNMHOCTU, Ha TEKYLLMIN pe3epBHbIN M T.4. HesaBMcMmo OT BMAA KOHTPOAA,
ecnn obHapy*KeHo, YTO OCHOBHOM SIP-NPOKCKM BOCCTAaHOBUACA — MPOUCXOAUT NepeperucTpauma Ha
HeMm. LLnto3 HaumMHaeT paboTaTb C OCHOBHbIM SIP-npoKcK.

e SIP-npokcu cepsep — ceteBon appec SIP-cepBepa — YCTPOMCTBA, OCYLLECTBAAKOLLETO KOHTPO/b
JocTyna Bcex aboHeHTOB K TenedpoHHOM ceTn nposangepa. MoXHO yKasaTb Kak IP-agpec, Tak u
AOMeHHoe Ums (4epes aBoeTouMe MOXKHO 3aaaTb UDP-nopt SIP-cepBepa, no ymonyaHuio 5060);

e Peaucmpayua — nNpu ycTaHOBAEHHOM ¢iare pPerMcTpupoBaTb MOPTbl, UCMOAb3YHOWME AAHHbIN
npodub, Ha cepBepe perucTpalmu;

e Cepsep peaucmpayuu — CETEBOMN afpec YCTPOMCTBA, Ha KOTOPOM OCYLLECTBASETCA perncrpaumn
BCcex aboHeHTOB TenedOHHOM CeTV C Le/blo NpeaocTaBAeHMUs UM NPaBa NoJb30BaTbCA yCayramm
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Pe3epeHbie SIP-npokcu

Ona po6aBneHus pesepBHOro SIP-NPoOKCcKM HaxKMuTe KHOMKY «[06aBUTb» M BbINOAHUTE chaeaytowme

HACTPOMKM:

Ana yoaneHus pesepsHoro SIP-npoKcy ycTaHoBUTe diar HaNPOTUB 334aHHOMO aApPeca U HaXKMUTE KHOMKY

«Yaanutb».

cBA3n (4epes ABOETOUME MOXKHO YKasaTb UDP-nopT cepeepa permcrpaumm, no ymondaHuo 5060).
MoKHO yKasaTb Kak IP-agpec, Tak U AomeHHoe Mms. O6bIYHO cepBep perncTpauun epusmyecku
coBMeLeH ¢ SIP-NpoKcKu cepBepom (OHM MMERT OAMHAKOBbIE agpeca);

MemoO KoHmMpoaa 0CHOBHO20 cepsepd — BbIBOP MeToAa KOHTPOAA AOCTYNHOCTU OCHOBHOrO SIP-
cepsepa B pexkume Homing:

Invite — KOHTPONb NOCPEACTBOM Nepeaaymn Ha ero agpec 3anpoca INVITE npu coseplueHumn
NCXOAALLEro BbI3OBA;
Register — KOHTPO/Ib NOCPEACTBOM NEPUOANYECKOW Nepesayn Ha ero aapec coobLueHuni

Options — KOHTPO/Ib NOCPEACTBOM MEPUOANYECKON Nepesayn Ha ero aapec coobLeHui

lMepuod KOHMPpPosas OCHOBHO20 cepeepd — WHTepPBaa OTMNPAaBKM NEepUOAMYECKUX COOBLLEHUI B
CeKyHAaXx C LeNbto NPOoBepKnN A0CTYNHOCTM OCHOBHOrO SIP-cepBepa.

SIP-npokcu cepsep — ceTeBon aapec pesepsHoro SIP-cepsepa. MoXKHO yKa3aTb KaK IP-agpec, TaKk 1
AOMeHHoe Mms (Yepes aBoeToume MoXKHo 3aaatb UDP-nopt SIP-cepBepa, no ymondyaHuio 5060);

Cepgep peaucmpayuu — CEeTEBOW aapec pe3epBHOro cepBepa perncrpauumn (4epes agpoetouune
MOXHO yKaszatb UDP-nopT, no ymondyaHuto 5060). MoxHO yKkasaTb Kak IP-agpec, Tak 1 foMeHHoe
uma. Ecam yctaHosneH ¢nar nepes nonem Cepgepa peaucmpayuu, TO BKOYEHA PErUCTPALLUA HA
pe3epBHOM cepBepe.

SIP-nomeH

MpumeruTs SIP Domain gna perHcTpay M
Pesmm Cutbound

MNeprog EpeMeHd NEpepeErMCTPaLMK
WHTEpEAN NOETOPA PEMMCTPALMM

MySnr4HBIA agpec

HenonesoeaTe SIP Display Name npW perHcTpay M
Bblgava KMNB npu nony4edun 183 Progress
¥AANATE HEAKTHEHEIE MEJHH

Bbizoe aboHeHTa

MepenasaTe CHMEON # Kak %623

100rel

Paspewnts Timer

MHHUMANEHOE EPEMA CECCHM, €

Bpema cectuu, ¢

Mepuoawdeckuid onpoc SIP-cepeepa
Copabateisate sarenosok Aleri-Info
MpoEepATL TONBKS MMA NoNb3cEaTens &8 RURI

MNepepaeate IP-agpec & saronoske Call-10

Boiknto4eH r

1800

30

130 Ringing v

Boiknto4eH r

120

1800

OTENOYEH r
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SIP domain — pOMEH, B KOTOPOM HAxOAMTCA YCTPOMCTBO (3anO/HATb MpW HeobxoanmocTu),
Ha3Ha4vaeTcA aBTomatmyecku m3 15 onuum npotokona DHCP wnnu 3apaetca spyyHyto. [JomeH,
33a[aHHbI BPYYHYIO, UMEET NPUOPUTET HaZ, HACTPOIKOM, NonyyeHHoi no DHCP;

lMpumeHume SIP Domain 0ns peaucmpayuu — nNpwn ycTaHoBAeHHOM dare npumeHntb SIP Domain
ans pernctpaunm (SIP-gomeH byget noacrtasnatbea B Request-Line 3anpocoBs Register);

Pexcum Outbound — pexxum Outbound:

—  BbIKatoYeH — MapLLIPyTU3NPOBaTh BbI3OBbI COrNACcHO NaaHa HyYMepauuu;

— Outbound — pna paboTbl UcxogAaWen cBA3M HeobxoaMm MNaaH Hymepauuu, o4HaAKO Bce
Bbl30Bbl OyayT MaplpyTusmpoBaTbca uYepe3 SIP-cepBep; B C/lyvyae OTCYTCTBUS
pernctpaunmn aboHeHTy BblgaeTcA OTBET CTaHUMKM, YTOObl MOMKHO OblJ1O0 OCYLLEecTBAATb
ynpasneHne aboHeHTCKMM cepBucom (ynpasneHue [BO);

— Outbound c eblOaueli «3aHAMoO» — Aana paboTbl UCXoaALLel CBA3M HeobxoaMm MaH
HymepaLuMn, o4HaKO BCe Bbi30Bbl ByayT maplupyTusnposatbca yepes SIP-cepsep; npu
OTCYTCTBMM PErUCTPaLMM BOCMO/Ib30BaTbCA TenedoHnen byaeT HEBO3IMOXKHO: B TPybKy
BblJAEeTCA CUTHa OLINBKMU.

lMepuod spemeHU rnepepeaucmpayuu — Bpems, B Te4EHNE KOTOPOro AENCTBUTE/IbHA PerncTpaums
aboHeHTCKOro nopta Ha SIP-cepBepe. MNepeperncrpayma NopTa ocyLLECTBAAETCA B CpegHeM Yyepes
2/3 yKasaHHOro nepnoaa;

MHmepean noemopa peaucmpayuu  — NPOMEXYTOK BpeMeHM MeXay NOomMbITKamu
3aperucTpupoBaTbes Ha SIP-cepBepe B Cydae HeycnelwHol perucTpaumm;

lyb6au4Hsili adpec — AaHHbIN NapameTp UCNO/Ib3yeTcA B KauecTBe BHELIHEero ajapeca ycTpoiicTsea
npu pabote 3a NAT (3a wnto3om). B KayectBe nyb6aMYHOro ajpeca NPONMCbIBAaeTCA aapec
BHewHero (WAN) nHtepdeinca watosa (NAT), 3a KoTopbim ycTaHoBneH TAU-4M.IP. Mpu 3Tom Ha
camom wnto3e (NAT) Heobxogumo caenatb npobpoc cootsetcTBytoWwMx SIP- m RTP-noptos,
NCNONIb3yeMbIX YCTPOMUCTBOM;

Ucnonse3osamoe SIP Display Name npu peaucmpauuu — npu ycTaHOBAeHHOM dnare nepegaBaTb
umsa nonbzosatens B none SIP Display Info coobweHus Register;

Boidaua «KlB» npu nonyyeHuu 183 Progress — npu ycTaHoBNeHHOM ¢nare BblgaBaTb CUrHan
«KOHTpOb NOCbIIKM Bbi30oBa» Npu npueme coobueHns «183 Progress» (6e3 BnoxeHHoro SDP);

Y0anams HeakmusHble Meduu - NPU yCTaHOBNEHHOM dare yaanaTb HeaKTUBHbIe Mmeana NOTOKM
npy moandukaumm SDP-ceccumn. UcnonbsyeTca AN B3aMMOAENCTBUA CO LINO3aMMN, HEKOPPEKTHO
nogaepskusaroWwmmm pekomeHgaumio rfc3264 (no pekomeHAaLMM KOAMYECTBO MOTOKOB Mpwu
MOANPUKALMAX CECCUM HE AONMKHO YMEHbLLATHCA);

Bbi3os aboHeHma — npeaBapuTENbHbI  OTBET, KOTOPbIA OTNPAaBAAETCA YCTPOMCTBOM
BbI3blBatoLEeMy 060PyA0BaHUIO MPU BXOAALLEM 3BOHKE:

— 180 Ringing — Bbi3biBaloWweMy obopyaoBaHuto oTnpasasetca oTseT 180; nosayy4nB 3TO
coobuLieHue, Bbi3biBaloLee 060pyf0BaHNE LOMKHO BblAATb B JIMHWUIO NOKA/IbHBIN CUFHAN
KMB;

— 183 Progress with SDP — Bbi3biBatowemy obopyaoBaHuto oTnpasaseTca oreet 183+SDP —
NCNoab3yeTca AAA MNPOKAOYEHUA PA3rOBOPHOrO TpaKTa A0 OTBETa Bbl3biBaemoro. B
AaHHoM cnyyae TAU-4M.IP 6ynet yaaneHHo BblAaBaTb Bbi3biBalOLLEMY abOHEHTY CUTHan
KNB;

— [lepedasams cumeon # Kak %23 — npwu ycTaHOBNEHHOM dnare nepenasaTb 3HAK PyHTa
("peweTkry") B SIP URI Kak escape-nocnenoBaTenbHocTb "%23", MHaye - Kak cumson "#".

AboHeHmckul winao3 TAU-4M.IP 63



O ELTEX

100rel — ncnonb3oBaHWe HaAeXHbIX NpeaBapuTeNbHbIX oTBeToB (RFC3262):

- Supported— noaaepxkKa ncnoaib3oBaHNA HageXXHbIX NpeaBapuUTe/IbHbIX OTBETOB,
- Required— TDEGOBaHMe MCNONb30BaTb HaAeXHble NpeaBapuUTe/ibHbIE OTBETDI,
—  BbIKatovyeH — He UCNOb30BaTb HAAEKHbIE npegsapuTesibHble OTBETDI.

MpoTtokonom SIP onpeaeneHo ABa TMNA OTBETOB Ha 3anpoC, MHULMUPYIOLWLMIA COeaANHEHME
(INVITE) — npepBapuTenbHble M OKOHYaTesibHble. OTBeTbl Knacca 2xx, 3xx, 4xx, 5xx u 6xx
ABNAKOTCA OKOHYATEIbHbIMUM U NEPeaatoTca HAAEKHO — C NoATBEPXKAeHNEM UX cooblieHnem ACK.
OTBeTbl Knacca 1xx, 3a uckaodeHnem oteeta 100 Trying, ABNAOTCA NpenBapuUTENbHbIMU U
nepeaaroTca HeHafexXHo — 6e3 noarsepxaeHuns (RFC3261). 9Tu oTBeTbl cogepXaT MHbopMaLuuio
0 TeKywen cragmm obpaboTkm 3anpoca INVITE, BcneactsMe 4yero noTeps TaKMX OTBETOB
HexenartesibHa. Ncnonb3oBaHMe HageHbIX MpeaBapuTe/IbHbIX OTBETOB TaK¥Ke MpedyCMOTPeHO
npotokonom SIP (RFC 3262) n onpeaensetca Hannumem tera 100rel B MHALUMUPYIOLLEM 3anpoce, B
3TOM C/ly4Yae npesBapuTesibHble OTBETbI NOATBEPKAAOTCA coobweHnem PRACK.

Paboma Hacmpoliku npu ucxodsuwel ceasu:

— Supported — nepepasatb B 3anpoce INVITE Ter supported: 100rel. B atom cayyae
B3aMMOAEMNCTBYIOWMI  WAO3 MO  CBOEMY YCMOTPEHUIO  MOXeT  nepenasaTb
npefBapuTenbHble OTBETbI MO0 HageKHO, MMBO HEeT;

— Required — nepepasaTb B 3anpoce INVITE Tern supported: 100rel u required: 100rel. B
3TOM C/ly4yae B3aMMOLENCTBYIOLWMIA W03 A0IXKEH NepeaaBaTh NpeaBapUTe/ibHbIe OTBETDI
HafexHo. Ecan  B3aMMOAENCTBYIOWMI  WAO3  He  MNOAAEP!KMBAET  HajerKHble
npefBapuTenbHble OTBETbl, TO OH AOJ/IKEH OTKAOHUTb 3anpoc coobuweHnem 420 ¢
YyKasaHMeM Henoaaep»kmMBaemoro Tera unsupported: 100rel, B 3atom cnyyae 6yaer
oTnpaB/ieH NOBTOPHbIN 3anpoc INVITE 6e3 Tera required: 100rel;

—  BbiknaoueH — He nepepgaBaTtb B 3anpoce INVITE HM oanH u3 Teros supported: 100rel u
required: 100rel. B 3Tom cnyyae B3aMMOAEWUCTBYHOWMA W3 OyaeT nepegasaTtb
npeaBapuTenbHble OTBETbl HEHAAEKHO.

Paboma Hacmpoliku npu exodauweli ceasu:

— Supported, Required — npun npueme B 3anpoce INVITE tera supported: 100rel, nmbo Tera
required: 100rel, nepegasatb NnpepBapuTenbHble OTBETbI HagexXHO. Ecam Tera supported:
100rel B 3anpoce INVITE HeT, TOo nepeaaBaTb NpeaBapUTENbHbIe OTBETbI HEHAAEXHO;

— BolkatoveH — npun npueme B 3anpoce INVITE Tera required: 100rel, oTKAOHUTBL 3anpoc
coobuwieHnem 420 c yKasaHueM HenoafepKMBaemoro Tera unsupported: 100rel. B
OCTa/IbHbIX CAY4aAX NepeaaBaTbh NpeasapuTesbHble OTBETbl HEHAAEKHO.

Paspewums timer — npu yctaHoB/feHHOM ¢nare BK/OYEHA nogaepKa pacwmpeHus timer (RFC
4028). NMocne ycTaHOBNEHMA coeauHeHUs, ecan obe CTOPOHbI NoAAEepPKUBaAtOT timer, o4Ha U3 HUX
nepuogmyeckn otnpasnser 3anpocbl re-INVITE ana KoHTpona coeamHeHus (ecan obe CTOPOHbI
nogaeprkmsatotr meton UPDATE, gna yero oH [o/iKeH 6biTb yKasaH B 3aronoBke Allow —
obHOBNEHME CECCMM OCYLLECTBAAETCA MOCPEACTBOM NEPUOAMNYECKON OTNpaBKM CcoObLeHNi
UPDATE);

MuHumarsnibHoe epemsa ceccuu, C — MUHUMANbHbIN WHTEpBan nposepkn paboTocnocobHocTH
coeamHeHua (ot 90 ao 1800 c, no ymondaHuio 120 c);

Bpemsa ceccuu, ¢ — nepuos BPeMeHM B CEKYHOAX, MO MUCTEYEHWW KOTOPOro npousonget
NPUHYAUTENbHOE 33aBEPLUEHNE CECCMU, B C/lydae ec/im ceccus He Byaet sBoBpemsa obHoBieHa (oT
90 go 80000 c., pekomeHayemoe 3HauyeHume - 1800 ¢, 0 — Bpema ceccumn He OrpaHUYeHo);

64

AboHeHmcKul winrto3 TAU-4M.IP



v ELTEX

lMepuoduyeckuli onpoc SIP-cepsepa — BbI6Op cnocoba onpoca SIP-cepsepa:

—  OmkKntoveH — SIP-cepBep He onpawuneaeTcs;

— Options — onpoc SIP-cepsepa npu nomolLun coobuweHnit OPTIONS;
— Notify — onpoc SIP-cepsepa npu nomowu coobuieHmii NOTIFY;

— CLRF—onpoc SIP-cepsepa nyctbim UDP-nakeTom;

MHmepean onpoca — nepuos BPpeMeHW B CEeKyHAaX, Yepes KOTopbli BbiMoaHAeTcA onpoc SIP-
cepsepa;

Obpabameisames 3a201080K Alert-Info — obpabaTbiBaTb 3aronosok Alert-Info B 3anpoce INVITE
AN5 BblAauM Ha abOHEHTCKUIA NMOPT OT/IMYHOM OT CTaHAAPTHOW NOCBIIKM BbI30BA;

lposepsmb mosnbKo umsa rnons3osamens 8 RURI — ecnhn ¢nar yctaHOBAEH, TO aHaAM3UpyeTcs
TONIbKO abOHEHTCKMI HOoMep (user), MpWM COBMAZLEHMM KOTOPOro BbI30B OyAeT HasHayeH Ha
aboHeHTCKM nopT. Ecnam dnar cHAT, TO NpM NOCTYNNEHUM BXOAALLErO Bbl30Ba MPOU3BOAUTCA
aHanus scex anemeHTos URI (user, host n port — aboHeHTCcKMin Homep, IP-aapec n UDP/TCP-nopr).
Mpu coBnageHumn scex anemeHToB URI BbI30B byaeT HazHayeH Ha abOHEHTCKUI NopT;

lMepedasames IP-adpec 6 3azonoske Call-ID — ecnn dnar yctaHosneH, To B 3aronoske Call-ID npwu
ncxoaALLel ceasm ncnonb3yetca cobecTBeHHbIN IP-agpec ycTponctea B popmate localid@host.

TpexcmopoHHAA KOHGepeHyus

TREXCTOPOHHAA KoHdepeHUKA

Pesum INokansHas v

Cepeep KoHdzepeHLH

Pexcum — pexmm paboTbl TPEXCTOPOHHEN KOHpepeHLMU. BO3MOXKHO ABa pexuma:

— JlokanbHas — KoHdepeHuMsa cobupaeTca J/IOKaNbHO YCTPOWCTBOM MOC/AE HAXKATUSA
KombuHaumm «flash+3»;

— YOaneHHas (RFC4579) — koHdepeHUMa cobupaeTcs Ha yAaneHHOM cepBepe, A/1Aa 4Yero
nocne Haxatma «flash+3» Ha cepsep oTnpasBnsetca coobuieHne Invite Ha Homep,
YKasaHHbIN B nose «Cepsep KoHgepeHyuu». B aTom cnyyae KoHbepeHuus paboTaeT no
anroputmy, onncaHHomy B RFC4579. MoapobHO gaHHbIM anropuTm OnMcaH B NyHKTe 3.3.2.

Cepsep KoHghepeHyuu — B obwem cnyyae agpec cepsepa, OCYLLECTBAAIOLLENO YCTaHOB/EHME
KOHpepeHUMN no anroputmy, onmcaHHomy B RFC4579. Appec 3agaetca B ¢opmate SIP-URI:
user@address:port. MOXHO yKa3aTb TO/IbKO NoJib30BaTeNbCKyto YacTb URI (user) — B aTom cnyyae
coobuieHune Invite oTnpasuTca Ha agpec SIP-npokcu.

Hacmpolika IMS

Hactponka IMS

Pestum IMS BbikniyeH ¥

Pexcum IMS — pexkxum paboTbl ¢ IMS. BO3MOMKHO Tpu pexmma:

— BbikntoyeH — IMS He ucnonbsyeTcs;

— bBe3 noanucku - paspelleHo ynpaBieHWe HEKOTOPbIMU BMAAMU ycayr ¢ cepeepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYeHMEe ycayr  «TpexcToOpoHHAS
KoHdepeHumMa» (paboTaeT ToAbKO Mo anroputmy RFC4579), «Ypep:kaHue BbI3oBaY,
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«OxunpaHue Bbi3oBa», «lopayan AMHUA» (HE3ABUCMMO OT TOTO, BKAHOYEHbI OHU UM HET B
KOHMrypaumm) NnpomsBoanuT yaaneHHo cepsep |IMS nocpeacTBom OTNPaBKM COOBLLEHNI
Notify, B Tene KoTOpbiX NepeaaloTcs KOMaHAbl Ha aKTMBaUMIO/LeaKTUBALMIO YCAyr B
¢dopmate XCAP (dpaktnueckn — XML, RFC4825). MNpu Takom BapmaHTe 3anpocbl SUBSCRIBE
rnocne perucrTpaumm aboHeHTOB LWAO30M He OTMpaBAAlOTCA, 06pabaTbiBalOTCA TO/BKO
NOTIFY-3anpocsbl, npuHATbIe OT IMS, ¢ NOMOLWbLIO KOTOPbLIX MPOUCXOAUT ynpasBaeHue
ycayramu;

C nognuckowm - paspelleHo yrnpaBieHMe HEeKoTopbIMU BMAaMu ycnyr ¢ cepsepa IMS (IP
Multimedia Subsystem). B 3Tom cnyyae BKAOYEHME YyCAyr  «TPEXCTOPOHHASA
KoHbepeHuuMa» (paboTaeT Tosbko no anroputmy RFCA579), «YaepskaHue BbI30Ba»,
«OxnaaHue BbizoBa», «lopAyas AMHUAY» (HE3ABUCMMO OT TOTO, BKAKOYEHBI OHU UK HET B
KOHMIypaumm) npomsBoanT yaaneHHo cepsep IMS nocpeacTBom OTNPaBKK COOBLLEHNI
Notify, B Tene KoTopbix MepeaaloTcd KOMaHAbl Ha aKTMBaUMIO/A4eaKTMBaUMIO YCayr B
dopmate XCAP (daktnueckm — XML, RFC4A825). Mpu Takom BapuaHTe W3 OTNPaBAseT
3anpocbl SUBSCRIBE nocne peructpaumMm aboHEHTOB M MNpW YCMNELWHOW noanucke
obpabatbiBaeTr NOTIFY-3anpocbkl, NpuHATbie OT IMS, ¢ NOMOLLbIO KOTOPbIX NPOUCXOAUT
ynpasneHue ycnyramu.

Umsa ycayeu “YOepxmaHue 8bi308a” — Has3BaHMe snemeHTa XML B Tene coobuweHua Notify,
MCNO/b3yeMoro A4aa nepeaayn KomaHabl aKTUBaLMK/AeaKTMBALMKN YCAYTn «YaeprKaHue Bbi30Bay.
Hanpumep, ecnm mmsa ycnyrm  ummeeT 3HayeHue «call-hold», To KomaHga aktTuBauuu byaer
BbIMNALETb TaK:

<call-hold active="true"/>

a KOMaH4a AeaKTuBalunn:

<call-hold active="false"/>

Umsa ycayeu "OmucudaHue 8bi308a" — Ha3BaHue 3anemeHTa XML B Tene coobuweHua Notify,
MCMO/b3yeMoro Ana nepegayv KomaHabl akTUBauumn/aeaktmsaunm ycayrm «OxngaHue Bbi3osar.
Hanpumep, ecam uma ycayrm  ummeet 3HaveHue «call-waiting», To KomaHaa akTtvusauuu byaer
BbIFNALETH TAK:

<call-waiting active="true"/>

a KOMaHZa JeaKkTuBaLuuu:

<call-waiting active="false"/>

Umsa ycayeu "TpexcmopoHHAs KoHpepeHyus" — Ha3BaHWe anemeHTa XML B Tene coobueHun
Notify, wucnonbsyemoro A4nAa nepedadn  KoOmaHAbl  aKTMBaUMW/AeaKTMBaALUMW  YCAyTU
«TpexcTopoHHAA KoHdepeHuma». Hanpumep, ecam uma ycayrm umeeT 3HadeHue «three-party-
conference», To KOMaHAa aKTUBALMM ByAET BbIrNALETb TAK:

< three-party-conference active="true"/>

d KOMaH4a AeakKTuBalunn:

< three-party-conference active="false"/>

Umsa ycnyeu "Topsyaa nuHus" — Ha3BaHMe 3nemeHTa XML B Tene coobuweHus Notify,
MUCNob3yemoro Ana nepefaynm KOMaHAbl akTMBauuu ycnyrm «lfopayaa anHua». B KomaHge
aKTMBaLMM NepesaroTca Homep TesnedoHa ropayert MHUM U TalmayT BbisoBa. Hanpumep, ecau
UMA ycayru umeeT 3HadeHue «hot-line-service», U HeobxoaMmo coBepllaTb BbI30OB Ha HOMep
30001 yepes 6 cekyHA nocie noagbema TPyoKu TesiepoHa - KOMaHAa akTMBaUMKM ByaeT BbIrnaaeTb
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<hot-line-service>
<addr>30001</addr>
<timeout>6</timeout>
</hot-line-service>
Ecnv KomaHAa akTUBaLMKM He noayyeHa, ycayra «lfopadasa AMHua» 6yaeT BbIKaoveHa.

e  Umsa ycayeu "lepedaya ebi308a" — Ha3BaHue snemeHTa XML B Tene coobuweHus Notify,
MCMNOMb3yeMOoro Ans nepeaayv KOMaHAbl aKTMBaUWMW/OeakTMBaUMKM ycayrn «TpexcTopoHHAA
KOHdepeHUuMsa». Hanpumep, ecam mma ycayrm umeeTt 3HadveHue «call-transfer», To KomaHpa
aKTMBauUuMKM ByaeT BbIrNsAeTb Tak:

< call-transfer active="true"/>
a KOMaHAa JeaKTUBaLUu:
< call-transfer active="false"/>

Mo YMOJIYaHUIO eC/Zin He npullia KOMaHAa Ha akKTuBaL UKD — BCE Bbillenepe4vyncineHHble ycnyru
AeaKTUuBMNpPOBaHbI.

[1lnaH Hymepauyuu

MnaH Hymepaumu

HacTpoika NnaHa Hymepawumm

MnaH HymepauuMu 3agaeTcA NpyM MOMOLWM PEerynsapHbIX BbipaxeHui B nose «HacTpolka nnaHa
Hymepauum».

Huxke npuBoaUTCA CTPYKTYpa W $opmaTt perynapHbIX BblipaxeHui, obecneynBalowmx pasandHble
BO3MOKHOCTU Habopa Homepa.

CTpyKTYpa perynapHOro BblpaskeHus:

Sxx, Lxx (),

roe

XX — MPOWN3BO/IbHbIE 3HAYeHNA TaltMmepoB S u L;
() — rpaHMUpBI NNaHa HymepaLuuu.

OcHoBoW  sBaAloTcAa  obo3HayeHMA  ANA  3anNuCK NOC/AeAoBaTeNbHOCTM  HabpaHHbIX  undp.
MocnenosatenbHOCTb LUMP 3anmCbiBaeTCA C MOMOLLbIO HECKONbKUX 0B03HauYeHunit: undpbl, Habupaemble ¢
Knasuatypbl TenedoHa: 0, 1, 2, 3, ..., 9, # 1 *. Ucnonb3oBaHne cumBona # B NiaHe Hymepauuu MmoXKeT
6n10KMpoOBaTb 3aBepLueHne Habopa C NOMOLLbIO 3TO KnaBuwm!

e [locnepoBaTenbHOCTb LMdpP, 3aKNOYEHHAA B KBadpaTHble CKOBKKM, COOTBETCTBYyeT nbomy u3
3aKNHOYEHHDBIX B CKOBKM CMMBOJIOB.

—  MNpwumep: ([1239]) — cooTBeTCcTBYET Nt06OM U3 UNDP 1, 2, 3 nan 9.

. ‘4epe3 TUpe MOXeT 6bITb YKa3aH Auana3oH CUMMBOJI0B. Yawe Bcero MCNoNb3yeTCA BHYTPU
KBa4paTHbIX CKOBOK.
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—  Mpwumep 1: (1-5) - nobas ymudpa ot 1 go 5.
—  Mpwumep 2:([1-39]) - npumep 13 NpeablayLLErO MNYHKTa C UHOW GOpPMOI4 3anuch.

e CumBon X cooTtBetcTByeT ntobon undpe ot 0 g0 9.
—  Mpumep: (1XX) - ntob6ont TPEX3HaUHbIA HOMEpP, HaYMHaoLWMICA Ha 1.
e «.»- MOBTOpPeHMe npeablaywero cumaona ot 0 4o 6eckoHeYHOCTH pas.
e  «+» - NOBTOPEHME NpeaplayL,ero cMMBosia oT 1 A0 6€CKOHeYHOCTH pas.
e {a,b}—noBTopeHune npegblaywero cumeona ot a 4o b pas;
e {3,}—noBTopeHue NpeablayLLErO CUMBOJ/IA HE MEHbLLE a Pas;
e {,b}—nosTopeHune npeabiayliero cumeona He 6osnblue b pas.

=  [Ipumep: (810X.) - MexKaAyHapOAHbIN HOMEP C NH06bIM KoinyecTBom Uundp.

HacTpoiiku, Banatowme Ha 06paboTKy naaHa Hymepauum:

e Interdigit Long Timer (6ykea «L» & 3anucu naaHa Hymepayuu) - BPemMs OXWAaHMA BBOAA
cnepyowen umobpbl B TOM C/y4ae, eCcNM HeT WabnoHoB, MNoaxogAwmx nog, HabpaHHyo
KOMbWHaumIo;

e Interdigit Short Timer (6ykea «S» & 3anucu naAAHa Hymepayuu) - Bpemsa OXWAAHWA BBOJAA
cnepywouwent umdpbl, ecam ¢ HabpaHHOM KOMBWMHauUMel NONHOCTbIO coBMagaeT xoTa bbbl oAWH
WabnoH, N NpU 3TOM MMeeTca elle XoTa bbl 0ANH WaboH, A0 NOAHOrO COBMaAEHUA C KOTOPbIM
HeobxoaMMo ocyLLLecTBUTbL A0Habop HoMepa.

JononHuTenbHble BOSMOXHOCTU:

1. 3ameHa HabpaHHOW nocienoBaTENbHOCTH
CuHTaKkeuc: <argl:arg2>

[aHHas BO3MOXKHOCTb MO3BO/MAET 3aMeHWTb HabpaHHYl NOCNefoBaTe/IbHOCTb Ha /o6yt
nociaefoBaTe/lbHOCTb Habupaembix CMMBOJIOB. lMpM 3TOM BTOPOM aprymeHT fO/KeH 6biTb yKasaH
onpeaenéHHbIM 3HaYeHnem, 0b6a aprymeHTa MoryT 6bITb NyCTbIMU.

— Mpumep: (<83812:> XXXXXX) - paHHaa 3anucb byaeT COOTBETCTBOBAaTb HabpaHHbIM
umdpam 83812, Ho 3Ta nocneaoBaTeNbHOCTb ByaeT onylleHa M He byaeT nepesaHa Ha
SIP-cepsep.

2. BcTaBKa ToHa B Habop

|_|pVI BbIXO4E Ha MeXropon (B Od)MCHbIX CTaHUMAX - Ha ropo,u,) NMPUBbLIYHO CAblWaTb OTBET CTAHUWNWN, YTO
MOXHO peann3oBaTb BCTaBKOW 3ansTon B HYXXHYIO NO3ULLUIO NOCNen0BaTE/IbHOCTU LI,VICbp.

— Mpumep: (8, 770) - npu Habope Homepa 8770 nocne uudpbl 8 6yaeT BbiAaH
HenpepbIBHbIM TOH.

3. 3anpet Habopa Homepa.

III

Ecan B KoHue wabnoHa HOMeEpPa AOGBBMTb BOCK!'IVILI,BTEJ'IbeIVI 3HaK !, TO H360p HOMepPOB,

COOTBETCTBYIOLWMX WabnoHy, byaeT 3a610KMpoBaH.

—  Mpumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — BblpaskeHWe paspeluiaeT Habop TO/NbKO
MEeXAYropoAHMX HOMEPOB U UCKAOHAET MeXAYHapoAHble BbI30BbI.
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4. 3ameHa 3Ha4YeHuM Tanmepos Habopa Homepa

3HayeHUs TaliMepoB MOTyT OblTb Ha3HayeHbl KaK [AAA BCEro NAaHa Hymepauuu, Tak UM And
onpeaenéHHoro wabnoHa. bykBa «S» oTBevyaeT 3a YCTaHOBKRY «Interdigit Short Timer», a «L» - 3a
«Interdigit Long Timer». 3HayeHUs TalimepoB MOryT ObITb YKasaHbl A41A BCeX LWab/0HOB B MnaHe
HyMepaLmn, eCan 3HaYEHNA NepPeUnCNeHbl 4O OTKPbIBAIOLLEACA KPYT0M CKOOKM.

—  NMpumep: S4 (8XXX.) nnu S4,L8 (XXX)

Ecnu 3TK 3HaYeHnA yKasaHbl TONIbKO B OAHOM 13 Noc/iea0BaTeIbHOCTEN, TO AENCTBYIOT TO/IbKO A1A Heé.
TaK»Ke B 3TOM C/ly4Yae He Ha[o CTaBUTb ABOETOUYME MEXKAY KNOUYOM M 3HaYeHUeM TallMayTa, 3HadeHune
MOKeT BbITb PpacnonoeHo B 1tobom mecTe WabnoHa.

—  Mpumep: (5S4 8XXX. | XXX) nan ([1-5] XX SO) — 3anucb BbI3OBET MIHOBEHHYIO Nepeaavy
BbI30Ba NpY Habope TpexaHaYHOro Homepa, HauMHatoweroca Ha 1,2, ..., 5.

5. Habop no npamomy aapecy (IP Dialing)

CMmBOA «@», NOCTaB/AIEHHbIN NOC/e HOMepa, 03HAYaeT, YTo Aanee byaeT yKasaH agpec cepsepa, Ha
KOTOpbI OyAeT oTnpaB/eH BbI30B HA HabpaHHbI HoMmep. PekomeHayeTca ncnonb3osatb «IP Dialing»,
a TaKKe Npuém n nepegavy BbizoBoB 6e3 peructpaumum («Call Without Reg», «Answer Without Reg»).
9TO MOKET NOMOYb B C/ly4ae OTKasa cepsepa.

Kpome Toro, popmart agpeca c IP Dialing morKeT 6bITb MCNO/Ib30BAH B HOMEpPaX, NpeAHa3HaYeHHbIX A1A
nepeagpecaumn 3BOHKOB.

—  Mpumep 1: ( 8 xxx XXXXXXX ) - 11-3HaUYHbIN HOMEP, HauYMHatoLWMIicA Ha 8.

—  Mpumep 2: ( 8 xxx XXXXXXX | <:8495> XxxxxxxX ) - 11-3HauyHbIA HOMEp, HAaYNHAIOLLMIACA Ha 8,
ecnu BBefl€H 7- 3HaYHbIN, TO 106aBUTb K NepegaBaemomMmy Homepy 8495.

—  Mpumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxXX) - HABOP HOMEPOB IKCTPEHHbIX CNYKO, a TaK e
HEKOTOPbIX MEXAYTOPOAHNX HOMEPOB.

—  Mpumep 4: (SO <:82125551234>) - 6bICTPbI HAbOP YKa3aHHOro HOMepa, aHaAor peknma
«Hotline» Ha gpyrux Wwnto3ax.

—  Mpumep 5: (S5 <:1000> | xxxx) - AaHHbIA NAaH HYMepauun no3sonseT Habpatb 6ot
HOoMep, cocToAWMli M3 uMbp, a eCIM HUYEro He BBEAEHO B TeYeHWe 5 CeKyHa, Bbi3BaTb
Homep 1000 (monycTMm, 3TO CEKpeTapsb).

— Npumep 6:  (*S5x*xxxx*x# | * 2x* XXXXXXXXXXX# | #xx# | [2-7]xxxxx | 8, [2-9]xxxxxxxxx | 8,
10x. | 1xx<:@10.110.60.51:5060>).

— Npumep 7: (1xx|0[1-9]|00[1-8]|*5x*xxxx*x# | * 2x* XXXXXXXXXXX# | #xx# | [2-7]xxxxx |8, [2-
9Ixxxxxxxxx | 8, 10x.).

NHoraa moxkeT notpeboBaTbCA COBEpLUaTb 3BOHKM JIOKANbHO BHYTPW ycTpolicTtea. Mpu stom ecam IP-
afpec ycTpoMcTBa He M3BECTEH WAWM NEPUOAMYECKU U3MeHAETCA, YAOOHO MCNo/b30BaTb B KayecTse
agpeca cepBepa 3apesepsBuMpoBaHHoe cnoBo «{local}», 4To 03Ha4yaeT oOTNpPaBKYy COOTBETCTBYHOLLEN
nocnefoBaTeNIbHOCTU LMdP Ha cOBCTBEHHbIM aapec yCTponcTaa.

— Npumep: (123@{local}) — BbI3oB Ha HOmep 123 6yaeT o06paboTaH NOKa/NbHO BHYTPU
yCTpoicTBa.

6. HacTpoitka Koga nepexsara
Mpn NnomoLwy AaHHOM KOMaHAbl MOXHO YCTaHOBUTb KOA, NepexsaTa AN 3a4aHHOW rpynnbl.
CviHTakenc: ABC@{pickup:X}, rae

ABC — Kog nepexsaTa (Hanpumep *8),

X — HoMep rpynnbl nepexsaTta (Hymepauus rpynn nepexsarta c 0).
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—  Npumep: 112@{pickup:0} — aboHeHTbl A N b cocToAT B OAHOW rpynne nepexsaTta C
nHgekcom 0. B cnyyae ecnv aboHeHTy A nmocTynaeT BXOZALWMIA Bbi30B, TO abOHeHT b
MOXKET NepexBaTuTb Bbi30B, Habpas KombuHaumo undp 112.

YcmaHoska npoguneli dialplan

Ons Kakporo HanpaBieHMA MOMHO BblbpaTb He 6osnee ogHoro npoduna dialplan, Kotopbit 6yget
onpeaenaTb NapameTpbl BbI3OBOB Ha 3TOM HanpasieHUMW. HacTpoWku npoduneir npousBogAtca B pasgene
«Mpodunu dialplan». Ona KaxKOooro HanpaBiAeHMA HACTPOMKa anbTepHaTUBHOIO Npoduaa yKasbiBaeTcs B
KPYrAbIx CKobKax nocne cnosa «profile:».

Npumep:([23]xxx(profile:0)

Hacmpolika 2010c08bix KOOEKo8

HacTporka ronocoBelX KOOEKOB
Kogek 1 G.71a r
Kogek 2 G.711u r
Kogek 3 G.722 r
Hogek 4 Briknicden ¥
Bpema naketkzaumn G711, mc 20 ¥

CurHanbHbIM NPOLLECCOp YCTPOMNCTBA BbINOHAET GYHKUUM KOAMPOBAHMA aHANOroBOro peyeBoro TpaduKa,
OaHHbIX ¢paKkca/moaema B uMbpOBbIE CUrHaNbl, @ TaKKe 06paTHOro AekoamposaHuma. L3 noagepunsaer
cnepywouwme ronocosble Kogeku: G.711A, G.711U, G.729, G723.1, G.726, G.722.

G.711 — npeactasnset coboit MKM-KoguposaHue 6e3 cxkaTus peyeBon MHbOpMauMKU. [aHHbIN KoAek
ponxkeH 6biTb 06sA3aTenbHO noagep:kaH Bcemu npoussoauTenamm VolP-obopyaosarusa. Kogekn G.711A wm
G.711U oTaunyatotca gpyr oT Apyra 3aKOHOM KOoAMpoBaHUA (A-3aKOH — IMHelHoe KoaupoBaHuMe U U-3aKoH -
HenuHelHoe). KoanposaHue no U-3akoHy npumeHsieTcs B CeBepHoli AmepuKe, no A-3akoHy — B EBpone.

G.722 — WMPOKOMOOCHbIN KodeKk, mucnonb3ywowmn AOUKM c pasgeneHMem Ha noaamanasoHbl U
paboTaloLLmMii CO CKOPOCTbio 48, 56 1 64 KbuT/C.

G.723.1 — KOAEK CO CKaTUEM peyeBoin MHGOopMaLMK, NpeayCcMmaTpMBaeT ABa pexxuma pabotsl: 6.3 K6ut/c
n 5.3 Kéut/c. Kogek G.723.1 nmeeTt AeTEKTOP peyeBoi aKTUBHOCTM U obecrneunmsBaeT reHepaumio KOMpopTHOro
WYMa Ha y4a/IeHHOM KOHLE B Nepuog, MoJlYaHuA.

G.726-24, G.726-32 - Kogek Co ckatmem peyeBoit MHPopmaumm no anroputmy AOUKM n ckopocTbio
nepeaauun 24 nan 32 Kéut/c.

G.729 — TaKXKe ABNAETCA KOLEKOM CO CXaThuem pedyeBon WHbopmauum u obecneymBaeT CKOPOCTb
nepeaauun 8 Kbut/c. AHanornyHo Kogeky G.723.1, kogek G.729 noaaepKuBaeT AeTEKTOP PeYeBO aKTUBHOCTM U
obecneunBaeT reHepaymto KOMGOPTHOTO WYMa.
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e Kodek 1..7- nossonseT BblbpaTb KOAEKM U NOPAAOK, B KOTOPOM OHWM ByayT MCMOAb30BaTLCA.
KofeK C HauBbICIULMM MNPUOPUTETOM HY)KHO nponucaTb B none «Kogek 1». Ana paboTbl
HeobX0AMMO YKa3aTb XOTA bbl OANH KOLEK:

—  BblKtO4YeH - KOAEK He UCNOo/b3yeTca.

— @G.711a —ucnonb3oBaTtb KoaeK G.711A;

— G.711u - wncnonb3oBaTb Koaek G.711U;

— @G.723 —ucnonb3oBaTtb Koaek G.723.1;

—  G.729(A, B) — ucnonb3osatb KogeK G.729 annexA nan G.729B;
— G.726-24 - ucnonb3osaTtb Kogek G.726 co ckopocTbio 24 K6ut/c;
— G.726-32 - ucnonb3osaTtb Kogek G.726 co ckopocTbio 32 Kut/c;
— G.722 - ncnonb3oBaTb Kogek G.722.

o BpemAa nakemusayuu — YUCNO MUNINCEKYHA peun B oaHom RTP-nakeTe (ans Kopekos G.711,
G.729, G.723 n G.726).

V MoryT 6biTb 334aHbl a/ibTePHATUBHbIE FOJI0COBble KOAEKU ANA BblGPAHHOro Hanpas/eHus.
Ona Kaxpaoro w3 HanpasneHMW B NNaHe HYMepauuMu ecTb BO3MOMXKHOCTb 3afaHuA
nNpeanoyYTUTENIbHOr0O KOAEKa A/A nepegaun  peun. [OnA  Ka)kporo  Hanpas/eHus
OOMNONHUTENIbHbIE HACTPOMKM KOAEKOB YKa3biBAlOTCA B KPYrAbiX CKOBKax nocne c/osa
«codecs:».

Ecnn Heob6xoaAMMO MCNONb30BaHME HECKOJIbKMX KOAEKOB, TO UX NEPEYUCAAIOT Yepes CUMBOA «,». MOXHO
yKa3blBaTb HECKOJIbKO MapaMeTpoB AAs HanpasieHus. B Takom ciyyae OHM [ONXKHbI ObiTb pasgeneHsl
cMmBosioM  «;» - (paraml:subparaml,subparam2;param2:subparaml,subparam2). [donyctMumble 3HayYeHUs
cybnapametpoB subparamX: g711a, g711u, g729, g723.

JonycTmble 3HaYeHUs napameTpoB paraml n param2 — codecs u rfc2833 PT cooTBETCTBEHHO.

Mpumep: ([23]xxx(codecs:g729; rfc2833_PT:96) | 8x.(codecs:g711a;g711u)).

[bicummep-6yep

O#nTtTep-oydiep
MuHWMANBHAR 3308pHKS, MC 40 A
MakcHManeHan sagepxkEa, Mc 130 A
Mopor HemegnexsHoro yganeH1a NakeTos, MC 500 v
$akTop onTMMMzaLMK Gydepa T A
Oxuttep (jitter) — 3TO HepaBHOMEPHOCTb NepnoaoB BpemeHU, OTBeAeHHbIX Ha AO0CTAaBKY MNaKeTa.

3afeprKKa B AOCTAaBKE NAKeTa U OXKUTTEP UCYMCAAIOTCA B MUIIMCEKYHAAX. BennunHa gxutrepa nmeet 6onblioe
3HauYeHue Npu nepegaye MHGOPMaLMM B pexnume peanbHOro BpemeHu (Hanpumep, roaoc Uam BUGeo).

B npoTokone RTP, KOTopbIl eLle Ha3blBalOT «NPOTOKO/IOM NOTOKa Nepegatowent cpeabl» (media stream),
eCTb NnoJie 415 METKM TOYHOIo BpeMeHM nepeaadn oTHocuTeibHo Bcero RTP-noToKa. MpuHumatoLee ycTpomncTso
NCNo/ib3yeT 3TN BpeMeHHble METKWN 15 BbIACHEHWA TOTO, KOTAa CaeayeT 0XuaaTtb nakeT, cobaoaeH M Nnopasok
naketos. Mcxogs wm3 3toM MHPOPMaLMM, MPUEMHAA CTOPOHA BbIACHAET, KaK cnegyeT HacTPpOUTb CBOM
napameTpsbl, YTOObl 3aMacCKMpPOBaATb NOTEHLMA/bHbBIE CETEBbIE MPOBEeMbl, TAKME KaK 3a4eprKKN U axuTTep. Ecan
OXUAaemoe BPEMA Ha [AOCTaBKy MNaKeTa OT OTNPaBUTENA K MPUEMHMKY Ha NPOTAXKEHMW BCEro nepuoga
pa3roBopa CTPOro paBHO onpeaeseHHOMY 3HauYeHuto, Hanpumep, 50 MC, MOXHO YTBEPKAaTb, YTO B TaKOW CETU
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OXUTTepa HeT. HOo 3a4acTyio nakeTbl 3a4eprKUBAKOTCA B CETU, U BpeMEHHOVI UHTEepBan AOOCTaBKUN MOXKeT
Konebatbcs B AO0BOJIbHO 60nbLwOM (C TOYKMU 3peHUNA Tpad)VIKa, KPUTUYHOTIO KO BDEMEHM) BpeMEHHOM AnanasoHe.
B cnyvyae eCcam npunoxXeHne-npnemMmHuUK Takoro 3syka nam snmaeo GYAET BOCNpPoOn3BoOAnUTb €ro B TOM BpEMEHHOM
nopAaake, B KOTOPOM NMPUXOOAT MaKETbl, Mbl NMOJIYy4YUM 3aMeTHOE yXyAdlleHUNA KadecCTBa rosoca (VII'IVI BVI,CI,GO).
HaanN\ep, €C/11 3TO KacCaeTCA rosioca, To0 Mbl yC/ibiLWMM NnpepbiBaHWE B rO10CE U Apyrne nomexu.

YCTpOACTBO MMEET Cieaytowme HaCTPOMKKM AxKuTTep-bydepa:

o MuHUMQAbHAA 300epHKa, MC — MUMHUMAJIbHOE OXMAaemoe Bpems 3a4epPrKKMU pacnpocTpaHeHus
IP-nakeTa no cety;

o MakcumanbHasa 3a0eprHKa, MC — MaKCMMA/IbHOE OXKMAAEMOe BpeMa 3a4ePHKKN pacnpocTpaHeHus
IP-nakeTa no cety;

o [lopoz HemeOsieHHO20 ydaseHUa NaKemos, MC — MaKCMMasibHbI MPOMEXKYTOK BpPeMeHM, yepes
KOTOPbIA MPOUCXOAMUT yAaneHWe peyeBbiX MakeToB U3 bydepa. 3HaYeHWe HAHHOro napameTpa
60/blUE UM PABHO MAaKCMMA/IbHOM 3aZEPIKKE;

e  ®akmop onmumusayuu 6ygepa — napameTp, MCMNONb3YEMbIN AAS ONTUMM3AUMM pasmepa
ORUTTEep-bydepa. PeKomeHAyeTca BbICTaBAATb ero 3HayYeHue B 0.

[epedaya ghakca u modema

MNepenava dpakca v mogema
MNepegada moaema G.711a VBD v
Konek makca 1 G.71a v
Kogek dakca 2 G.711u v
Kogek daxca 3 Briknioqes v
COHapyxenue dakca Ofe cTopoHb v
MpuHKMMaTe nepexon s T.38

Mepepaya dakca MOMKET OCYLLEeCTBAATLCA C MUCMOAb30BaHUEM pedyeBoro Kogeka 711 wuam cneumanbHoro
KoAeKa ans nepenayun pakcMmmabHbIX cooblueHnin T.38.

T.38 — cTaHZapT, onucbiBaloWwMi nepesady GakCMMMUIbHBIX COOBLLEHUI B peasibHOM BpeMeHun yepes IP-
ceTn. CUrHanobl U AaHHble, NepegaBaemble GaKCMMUIbHBIM annapaTom, KOAMPYIOTCA B MaKeTbl NpoTokona T.38.
B popmupyemble NaKeTbl MOXKET BBOAUTLCSA U3ObITOYHOCTb — AaHHbIE M3 NPeablAyLWMX NaKeToB, YTO NO3BOJISET
OCYLLECTBAATL HAAEXKHYI0 nepesayy ¢akca no HecTabuibHbIM KaHanaMm.

e [lepeda4ya modema — BbI6OP KOoAEKA, KOTOPbI BYyAET MCNONb30BaTbCA AA Nepesadn AaHHbIX Npu
[EeTeKTUPOBaHMU LLI/TIO30M CUTHA/I0B MOIEMA:

—  BbIK/IlOYEH — HE AETEKTMPOBATb CUTHANbI MOAEMA;
— G.711a VBD — uncnonb3osaTb Kogek G.711A B pexmume VBD;
— G.711u VBD — ucnonb3osatb KogeKk G.711U B pexnme VBD.

B perxknme VBD (Voice Band Data) w3 BbIKAOYaeT AeTeKTop aKTUBHocTU pedun (VAD), reHepatop
KomdopTHoro wyma (CNG) 1 axoKomMneHcaTopbl, YTO HEO6X0AMMO MPU YCTAaHOBAEHNN MOAEMHOIO COeAMHEHUA.

V Bbl6paHHDbIii KOAEeK A0MKeH 6bITb TaKKe aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB.

e Kodek dhakca 1.3 — no3BonsieT BblOpaTb KOAEKM M MNOPAAOK, B KOTOPOM OHW bByayT
MCcno/sib3oBaTbcA. KoAeK ¢ HamBbICLLIMM NPUOPUTETOM HYXKHO nponucaTb B nosne «Kogek pakca 1».
Ona paboTbl HEOOXOANMMO YKa3aTb XOTA Obl OANH KOAEK:
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—  BblKnto4eH — KOAeK He UCNo/b3yeTcs.
— G.711a —wvcnonb3oBaTtb Kogek G.711A;
— G.711u—wncnonb3oBaTtb Koaek G.711A;
— T.38 —ucnonb3osatb NnpoTokon T.38.

/ Bce Kopeku ¢paKkca JonxKHbI 6bITb pasHbimu! Kpome 3toro npm Bblbope G.711a nam G.711u
COOTBETCTBYIOL U1 KOAEK A0/KEH 6biTb aKTUBEH B CMIUCKE Pa3roBOPHbIX KOAEKOB
ycTpoiicTBa.

o QOO6HapymeHue ¢akca — oOnpefenseT HanpasJdeHWe Bbi30Ba, NPW KOTOPOM paspelleHo
AeTeKTMPOoBaTb TOHbI dakKca, nocae Yyero by AeT OCYLLEeCTBAATb Nepexoa Ha Koaek dakca:

— He demexkmuposamb mMoHbl (haKca — OTKAIOYAET AETEKTUPOBaAHUE TOHOB ¢aKca, HO He
3anpewaeT nepegayy dakca (He 6yaeT MHMLMUMPOBATLCA Nepexos Ha Koaek ¢dakca, HO
OaHHbIN Nepexo MOXKeT ObITb cAeNaH BCTPEYHbIM LLJTHO30M);

— Ob6e cmopoHbl — [ETEKTUPYIOTCA TOHbI KaK Npu nepegadve ¢akca, Tak n npu npueme. Mpu
nepenadve ¢dakca aetektnpyetca curHan CNG FAX ¢ aboHeHTcKOW AnHuu. Mpu npueme
dakca getektTupyetca curHan V.21 c aboHeHTCKOM NHUYK;

—  Bbi3bigarouw,aa — [ETEKTUPYIOTCA TOHbI TOIBKO Npu nepeaadve dakca. Mpu nepepaye dakca
netekTnpyetca curdan CNG FAX ¢ abOHEHTCKOW MHNK;

— Bbi3bigaemaa — [ETEKTUPYIOTCA TOHbI TONbKO Npu npueme ¢akca. MNpu nprueme dakca
AeTekTupyeTca curHan V.21 c aboHeHTCKOM NHUN.

e [lpuHUmMameo nepexod 6 T.38 — npu ycTaHOBAEHHOM diare paspelueH BxogAwmi re-invite Ha T.38
OT BCTPEYHOTO LW/I033;

e Pasmep uzbbimovyHocmu T.38 Redundancy — no6asneHne n3bbIToMHOCTM B NaKeTbl T.38, 3HaueHne
COOTBETCTBYET KOAMYECTBY NpeablayliMx MakeToB, KoTopoe AybAMpyeTcs B KaXKAOM HOBOM
nakete T.38. Tako# cnocob M36bITOYHOCTU UCMONbL3YETCA B CyYae NOTEPM NAaKeToB Npu nepeaadve.

dononHumensHsle napamempbi

ﬂO MNONMHAUTENbHLIE NapamMeTpbl

Mepenava DTMF RFC 2833 v
MNepenaua Flash SIP Info (Hookflash) v
Tun Harpyaku anA naketos RFC 2833 96
OfMHaKOBLIA TN Harpy3ky ANA Npuéma v nepefaun )
Mcnonb3oBath 06HapYKEHUE TULLMHBI
Mcnonk3oBate 3xonoaasneHue
Mcnonbsosate RTCP L
Bpemna aucnepenu, mc | 32
Wenonbaosats SRTP
KpunTorpadmueckuii Habop 1 AES 80 v

KpunTorpadgmyeckuii Habop 2 AES 32 v

+ [pUMEHNTE % OTmeHa
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lepedaua DTMF — cnocob nepenaum curHanos DTMF:

— Inband — BHYTpMNONOCHan nepeaaya;

— RFC2833 — cornacHo pekomeHgaumm RFC2833 B KauyecTBe BblAENEHHON HArpysku B
peyesbix naketax RTP;

— SIP info — nepepaya coobuweHnunii no npotokony SIP B 3anpocax INFO.

lepedaua Flash — cnocob nepeaaun Flash:

— SIP info (Hookflash) — nepepauya coobuweHuii Ha B3aMMOAENCTBYIOWYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B paclIMpeHUMU
Application/Hook Flash kak signal=hf;

— SIP info (DTMF Relay) — nepepaya coobuweHuii Ha B3aMMOAEMNCTBYIOLLYO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbite flash nepepaetca B pacliMpeHuu
Application/dtmf-relay Kak signal=hf;:

— SIP info (Broadsoft) — nepepaya cOOGLIEHMA Ha B3aUMOAEMNCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitve flash nepepaetca B paclIMpPeHMMU
Application/Broadsoft kak event flashhook;

— SIP info (SSCC) — nepegava cooblieHMi Ha B3aMMOAENCTBYOLLYIO CTOPOHY MO NPOTOKONY
SIP B 3anpocax INFO. Cobbitue flash nepepaetca B pacwmupeHun Application/sscc Kak
event flashhook.

B TeKyuwieii Bepcumn NO nepegaua Flash BoamorkHa TonbKo no npotoKony SIP.

Tun Haepy3ku 014 nakemoe RFC2833 — Tun Harpysku ana nepegayun naketos no RFC2833
(paspelleHHble gnsa MCNONb30BaHMA 3HaYeHUa — oT 96 ao 127);

OO0uHaKosbIli mun Hazpy3ku 014 Npuéma u rnepedavyu — ONUMA UCNONb3YETCA MPU UCXOAALLEM
BbI30BE A/151 COr/IacoBaHUA TMUMa Harpysku cobbiTuii, nepeaasaembix no RFC2833 (DTMF u Flash).
MNpu yctaHoBneHHOM dnare nepegada M npuem cobbituii no RFC2833 ocywectsaserca c
Harpy3sKom U3 NPUHATOro OT BCTPEYHOM CTOPOHbI coobuieHuns 2000k. Mpu cHaTtom dnare nepenava
cobbitnuii no RFC2833 ocywecTtBnseTca ¢ Harpy3koin us npuHatoro 2000k, a npuém — ¢ TMnom
HarpysKku us cobcTBeHHOM KoHPUrypaumm (yKasbiBaeTca B ucxogauiem Invite);

Ucnonszosame O6Hpr)f(€HU€ muwuHbl — NpU YCTaHOBJIEHHOM d)nare MCNo/1b30BaTb OETEKTOP
TULWLIWHDI;

Ucnons3osams 3xonodasneHue — npun yCtTaHOBIEHHOM d)nare MCNON1b30BaTb aXonoaaBneHue;

Ucnons3zosame RTCP — npu ycTaHoBAEHHOM ¢nare Mcnonb3oBaTb NpoTokon RTCP ana KoHTpoan
3a pPa3roBOPHbLIM KaHAOM:

—  UHmMepsan nepedayu — nHTEpPBan nepenaum naketos RTCP, cek;

— [epuood npuema — nepuog npnéma coobweHna RTCP nsmepserca B eAMHULAX MHTepBana
nepefayn; ecanm Mo WUCTEYEHMU Nepuoga MNpuMEma OT BCTPEYHOM CTOPOHbI He byaet
noayyeHo HU ogHoro RTCP-naketa — TAU-4M.IP pa3pbiBaeT coeguHeHme.

— RTCP-XR — npwu yctaHoBneHHom ¢nare 6yayt otnpasnatbcs naketbl RTCP Extended
Reports B cootBeTcTBum ¢ RFC 3611.

Bpemsa Oucnepcuu, mc — napameTp, NO3BONAOWMIA BOPOTLCA C 3XOM, BbI3BAaHHbIM Aucnepcueit
peyeBoro cMrHana. 3Ha4yeHMA napameTpa USMEHAIOTCA B NpOMeXXyTKe OT 2 A0 128 mc;

Ucnoneszoeame SRTP — npwu ycTaHoBieHHOM ¢nare 6yaet ucnosnb3oBaTbca wudpoBaHue RTP-
notoka. Mpu atom B SDP ncxoaawmx INVITE-3anpocos 6yaet ykasaH RTP/SAVP-npodunb. Takske B
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SDP sxogawmx 3anpocos 6yaet npomssoauTbca nouck RTP/SAVP-npoduna. Ecam RTP/SAVP-
npoounb He ByaeT HanaeH, TO BbI3OB BYAET OTKNOHEH;

e Kpunmoepaguyeckuli Habop 1-2 — nos3BonsieT BbiOpaTb anropuTmbl WKUEPPOBAHUA U
XeWwnpoBaHMA, KoTopble ByayT Mcnosb3oBaTbcA. KpunToHabop € HauBbLICWIMM MNPUOPUTETOM
HY)XHO nponucatb B none «Kpuntorpaduyecknii Habop 1». Ona paboTbl HEOHXOAUMO YKasaTb
X0Tsl 6bl 0ANH KpunTorpaduyeckunii Habop:

AES_80 — cootsetctByeT AES_ CM_128 HMAC_SHA1 80;
AES_32 — cootsetctByeT AES_ CM_128 HMAC_SHA1 32.

Ona coxpaHeHWA WM3MEHEHWI HaXXMUTe KHOMKRY «[lpumeHumb». ONA OTMEHbl WU3MEHEHUN HarKmuTe
KHOMKRY «OmmeHa».

0O6wme HacTpoiku npoduneii SIP

OBWKe HacTpOoRKK

Wenonesosate STUN ¥
Anpec STUN-cepeepa 192.168.1.10
Hurepean cnpoca STUN-cepeepa, ¢ 30

Taimep T1,mc | 500 (100-1000

TadmMep T2, Mc 4000 (1000-32000)
Tanmep B, mc 32000 (1000-39000)
AnA 3anonneHus HEcmpoex malmepos SIP # Mo yMon4aH1

oox

PEROMEHO0ESHALIMU 3HEYE HUAMU HEXMUME KHOMKY

TpancnopT UCDP (npeanoc4tuTeneHo), TG ¥

CneyuduKauns TOHOE Poccua v

e Ucnonezosame STUN — npwu yctaHoBneHHom dnare ucnonbsyetca npotokon STUN (Session
Traversal Utilities for NAT) ana onpegenexnns nybaMyHoro agpeca ycTponcTea (BHeLWHero agpeca
NAT). PekomeHayeTca UCNO/1b30BaTb AaHHbIM NPOTOKOA Npu paboTe ycTponcTea Yyepes NAT;

e Adpec STUN-cepsepa — IP-agpec nnm pomeHHoe nma cepsepa STUN, yepes asoetoune MoXKHO
BBECTM aNbTEPHATUBHbIN NOPT cepBepa (no ymonyanuio 3478);

e UHmepsan onpoca STUN-cepsepa, ¢ — UHTepBas, NO UCTEYEHUU KOTOPOro OTNPaBASETCA 3anpoc
Ha cepep STUN. Yem meHblUe MHTEpBaa OMpPoOCca, TeM Bbile CKOPOCTb Peakuuun Ha M3MEHeHue
nybanyHoro agpeca;

o Taiimep T1, mc — nHTepBan mexay nocblnkoi nepsoro INVITE n BToporo npu oTcyTCTBMKU OTBETA
Ha nepsbii B mMc, Ana nocneaywowmx INVITE (TpeTbero, 4eTBepTOro WM T.4.) [AaHHbIM MHTepBan
yBennumsaetca sasoe (Hanpumep, npu 3HadeHun 300 mc BTopont INVITE byaeT nepenaH yepes
300 mc, TpeTuit —uyepes 600 mc, YeTBepTbiii —yepes 1200 mc 1 T.4.);

o Tailimep T2, MC — MaKCUMManbHbIA MHTePBan Ana nepenocbinkn He-INVITE 3anpocoB 1 oTBETOB Ha
INVITE-3anpocbi;
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e Talimep B, mc — obwmin TanmayT nepegaum coobuieHuii INVITE B mc. Mo ucteyeHMn AaHHOro
TaMayTa oOnpefenseTca, 4YTo HanpaBieHuMe HedocTynHo. Mcnonb3yetcs Aas orpaHuMyeHus
peTpaHcaaymii coobueHnit INVITE, B TOom umMcne ana onpeaeneHmsa 4ocTynHocTy;

e TpaHcriopm — BbIGOP NPOTOKONA A1A TPAHCMOPTUPOBKU COOBLLEHMIA NpoToKoAa SIP;
e Cneyughukayua moHoe - BbIbop CTpaHbl AN onpeaeneHmsa ncnoab3yemoro Habopa TOHOB.

[Nna BCTynneHus B CUAY HOBOM KOHOUIypauum M 3aHeCceHWs HAcTPOeK B SHEepProHesaBMCHMMY0 NamATb
HaXXMUTe KHONKY «[TpuMmeHUMb». O OTMEHbl USMEHEHWNIM HAXKMUTE KHOMKY « OmMeHa».

2.6.3.5MNogmeHio «Mpodunu dialplan»

B aTOoM nogMeHI0 MOXKHO HaCTpoOuUTb I'IpOd)MJ'IM BbI30Ba O/14 UCNO/1b30BaHNA HA Pa3/ZINYHbIX HAaNpPaB/AEHUAX.

Cnucok npodomneii dialplan

Homep npodmna dialplan Mpodmnu SIP

profile: 0

Bcero moxHo HacTpouTb 4 npoduna dialplan.
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PedakmuposaHue npoguns dialplan

PepakTnpoeaHune npodunsa dialplan 0

Kopeku

Konex 1

Konek 2

Kooek 3

Konek 4

Kooek 3

Kopek 6

Kooek 7

Bpema nakeTnsauun G.711, Mc
Bpema naketnaauum G.729, mc
Bpems nakeTusauum G.723, Mc
Bpema naketusauyum G.726-24, mc
Bpems NakeTUzaLmum G.726-32, Mc
Tun Harpyskm G.726-24

THN HArpy3rA G.726-32
Mepepaya dakca n Mmogema

Mepepa4a mogema
Konek dakca 1
Konek pakca 2
Konek pakca 3

MpUHUMATE Nepexon B T.35
JononHWTenkHBIE NapaMeTpel

MNepenasa DTMF
THN Harpy3kM Ans naxkeTos RFC 2833
Mcnons308aTh 00HaPYHEHNE THLLMHEI
VICNOMNL308aTh 3X0NOAABNEHHE
Bpema aucnepcki, Mc
MaKcHManbHOe KONMYECTEO BbI30B0B
DxnTTep-Gydep

MUHWMaNBHAA 3a0epkKa, MC

MakcMManeHas sagepska, Mc

daKTop onTUMKM3aLMK Gydepa

Mopor HeMEeANEHHOTO YAANEHUA NAKETOR, MC
OOMHaKOBEIA THI HATPY3KM ANA NPUEMA M NEPenaym
ABTOMATHYECKOS YCUINIEHUE Ha NpUEMe

¥pOoBEHL yCUNEHUA Nprema

ABTOMATUYECKOE YCUNEHWE Ha Nepefaye

YpOBEHD YCUNEHWA Nepenaqn

G.71a

G.729

G.71u

G723

G.726-24

G.726-32

G.722

20

20

30

20

20

103

104

G.711a VBD

G.711a

G711u

BriknioueH

RFC 2833

96

40

130

-230b

-230b
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Kodeku

e Kodexk 1..7 — no3sosseT Bbl6paTb KOAEKM U MOPAZOK, B KOTOPOM OHW ByayT MCNONb30BaTLCA.
KooeKk € HauBbICLUMUM MNPUOPUTETOM HYMKHO nponucatb B none «Koaek 1». Ona paboThbl
HeobxoaAMMO yKas3aTb XOTA 6bl OAMH KOAEK:

—  BbIKato4YeH - KogeK He UCNonb3yeTcs.

— G.711a —wucnonb3osatb Kogek G.711A;

— G.711u—wuncnonb3oBaTb Kogek G.711U;

— G.723 —ucnonb3osatb Kogek G.723.1;

—  G.729(A, B) — ucnosb3oBaTb Kogek G.729 annexA unu G.729B;
— G.726-24 - ncnonbsosatb KogeK G.726 co ckopocTblo 24 K6ut/c;
— G.726-32 - ucnonbsosatb KogeK G.726 co ckopocTblo 32 Kut/c;
— G.722 - nicnonb3oBaTb Koaek G.722.

e Bpema nakemu3ayuu — YNCNIO MUNJIUCEKYHA, peun B ogHOM RTP-nakete (ana kogekos G.711A, ,
G.729, G.723 n G.726);

e Tun Hazpy3Ku - TN ANHAMUYECKOW HArpyskn ana Kogeka G.726-24 nan G.726-32 (paspelleHHble
AN1A UCNONb30BaHMA 3HaYeHuA — oT 96 go 127).

lepedaya chakca u modema

e [lepeda4ya modema — BbIOOP KOAEKA, KOTOPbIA BYAET MCNONb30BaTbCA AA Nepesadn AaHHbIX Npu
[EeTeKTUPOBaHMM LLI/TIO30M CUTHA/I0B MOZIEMA:

—  BblKao4YeH — He AeTeKTUPOBaTb CUrHa bl MOAEMA;
— G.711a VBD —ucnonb3oBaTb Kogek G.711A B pexxmme VBD;
— G.711u VBD — ucnonb3osatb KogeKk G.711U B pexunme VBD.

B perxkmnme VBD (Voice Band Data) w3 BbIKAOYaeT AeTEeKTOp aKTUBHoOcTU pedn (VAD), reHepatop
KomdopTHoro wyma (CNG) 1 axoKomMneHcaTopbl, YTO HEO6X0AMMO MPU YCTaHOBAEHNN MOAEMHOIO COeANHEHUA.

V Bbl6paHHDbIii KOAEK A0MKeH 6bITb TaKXKe aKTUBEH B CMUCKE Pa3roBOPHbIX KOAEKOB.

e Kodexk dpakca 1.3 — no3BonsieT BblOpaTb KOAEKM M MNOPAAOK, B KOTOPOM OHW bByayT
Mcnosb3oBaTbcA. KoAeK ¢ HauBbICLLIMM NPUOPUTETOM HYXKHO NponucaTb B nose «Kogek dakca 1».
[na paboTbl HEOOX0AMMO YKa3aTb XOTA Obl OANH KOAEK:

Bbiknto4eH — KOAEeK He UCMONb3YeTCA.
G.711a — ncnonb3oBaTb Koaek G.711A;
G.711u —ucnonb3osatb Kogek G.711A;
— T.38 —ucnonbsosaTb npoTtokon T.38.

/|  Bce Koaeku pakca AONKHDI 6bITb pasHbimu! Kpome 3toro, npu Bbibope G.711a unn G.711u
COOTBETCTBYHOLMNI KOAEK AO/KeH 6biTb aKTMBEH B CMUCKE pPasroBOPHbIX KOAEKOB
ycTpoiicTea.

e [IpuHumame nepexod 8 T.38 — npu ycTaHOBAEHHOM dnare paspelleH BXoAALWNi re-invite Ha T.38
OT BCTPEYHOrO LWAO33;

e Pasmep uszbbimouyHocmu T.38 Redundancy — nobaBneHne n3bbITOYHOCTM B NaKeTbl T.38, 3HaueHue
COOTBETCTBYET KO/IMYECTBY Npeablaywmx MaKeToB, KoTopoe Aybanpyetcs B KaK4OM HOBOM
nakeme T.38. TakoW cnocob nM3bbITOYHOCTU HEOBXOAMM B C/ly4ae NOTepPU NAKETOB NpU Nepesaye.
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donoaHumenbHsie napamempeol

lepeda4ya DTMF — cnocob nepenayn curHanos DTMF:

—  Inband — BHyTpMNonocHas nepeaaya;

—  RFC2833 — cornacHo pekomeHagaumm RFC2833 B KayecTBe BblAeNE€HHOW HAarpy3KM B peyeBblX
naketax RTP;

—  SIPinfo — nepepayva cooblueHnin no npoTtokony SIP B 3anpocax INFO.

Tun Haepy3sKu 071s nakemos RFC2833 — TN Harpysku Ans nepegadm naketoB no RFC2833

(pa3pelueHHble AnA UCNOb30BaHUA 3HaYeHUs — oT 96 a0 127);

Ucnons3osame O6HprJ+(€HU€ MUuwuHbl — Npn yCTaHOBJIEHHOM cbnare MCnoab30BaTb LOETEKTOP
TULWNHDbI;

Ucnonb3zosams axornodasneHue — npun yCtaHOB/Z1IEHHOM d)nare MCNONb30BaTb 3XONOAaBNEHUNE;

Bpemsa ducnepcuu, mc — napameTp, No3BoAAIOWMIA HOPOTLCA C 3XOM, BbI3BaHHbIM AuUCnepcuei
pe4yeBOro curHana. 3HavyeHuA NapameTpa UIMEHAITCA B NPOMeEXKYTKe OT 2 A0 128 mc;

MakcumanbHOe Koau4ecmeo 86130808 — 3TOT NMapameTp NO3BOAET YCTaHOBUTb OrpaHMyYeHue Ha
KO/IN4eCTBO OA4HOBPEMEHHbIX BbI3OBOB Ha HalMpaB/ieHUW.

[ummep-6ygpep

MUuHUMQsIbHAA 300epXKa, MC — MUHMMa/IbHOE OXNAaemoe Bpems 3a4ePKKU pacnpocTpaHeHus IP-
nakeTa no ceTty;

MakcumanbHaa 3a0epiKa, MC — MAaKCMMaNbHOE OXUAaemoe BpemMa 3a4epXHKU pacnpocTpaHeHus
IP-nakeTa no cety;

Mopoz HemeOdneHHo20 yOaneHUA MaKemos, MC — MaKCUMas/lbHbIi NPOMEXKYTOK BpemeHu, yepes
KOTOPbIN MPOUCXOAMT yAaneHue peyeBblX MaKeToB U3 bydepa. 3HauyeHWe AaHHOro napameTpa
60/iblle MM PaBHO MaKCMMaNbHOM 3afep:KKe (JonycTumble 3HaveHusa oT 0 go 500, HO He meHee
3HaYeHMsA MaKcumanbHoro bydepa axutrepa);

®dakmop onmumuzayuu bygepa — NnapameTp, UCNONb3YEMBIN A8 ONTUMM3ALUKN PasMepa SKUTTep-
6ydepa. PekomeHayeTcs BbICTaBAATb ero 3HayeHue B 0;

OO0uHaKo8bIl mun Haz2py3Ku 044 Npuéma u nepedaqu — Npu ycTaHOBJAEHHOM ¢Jiare MCNob30BaTb
OZMHAKOBBIN TUM HarpysKuW 414 NpUemMa 1 nepeaaum;

AsmomamuyecKoe ycuneHue Ha npuéme — ecnn daar ycTtaHoBAEH, TO NPUHMMAEMbIA curHan byaer
YyCUAEH A0 3afaHHOro ypoBHA (MaKcMmasnbHOe ycuneHue curHana +/- 154B6), nHadye ycuneHue
npon3BoauTbLCA He byaer;

YposeHb ycuneHus npuéma — onpepenseTr 3HaAYeHMe YPOBHA, A0 KOTOporo byaeT ycuamMBaTbCs
aHaNoroBbli CUrHaN Npu Npueme (AoNycTMmbl 3HadeHus -25, -22, -19, -16, -13, -10, -7, -4, -1 aB);

Asmomamuyeckoe ycuneHue Ha nepedaye — ecnn dnar yctaHOBAEH, TO nepeaaBaemblii CUrHan
6yAaeT ycuaeH A0 3a4aHHOro ypoBHA (MakcMmasnibHOe ycuaeHue curHana +/- 1546), nHaye ycuneHue
npon3BoauTbLCA He byaer;

YposeHb ycuneHusa nepeda4yu — onpeaensieT 3HaYeHWe YpPOBHSA, A0 KOTOporo byaer ycunmBaTbCs
aHaNoroBbIM CUrHaN Npu nNepeaaye (AoNycTMmbl 3HaveHusa -25, -22, -19, -16, -13, -10, -7, -4, -1 ab).
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2.6.3.6 MogmeHto «Ipynnbl BbI3OBa»

B nogmeHto «Ipynnbl BbI30Ba» BbINOAHAETCA YNpaBAeHWe rpynnammn BbI3OBOB.

lpynnbl BbI30Ba NpeaHa3sHayeHbl A1A BbiNOAHEHUA QYHKLUMIA LeHTpa 06paboTKM BbI30BOB. YCTPOMCTBOM

noagep:usaetca 3 pexkuma paboTbl rpynn BbI30Ba:

e [pynnosoli (Group) — pexunm, Npu KOTOPOM BbI30B MOCTYNaeT Ha Bce CBOBOAHbIE MOPTbI FPYMMbl
opHoBpemeHHo. lpu OTBeTe OAHOrO M3 YYaCTHMKOB TPYyMMbl BbI30B Ha OCTa/ibHble MOPTHI

npekpallaercs;

o 3adepxaHHbili epynnosol (Serial) — pexum, NpU KOTOPOM BbI30B MNOCTYNaeT Ha MepBblit
cBOOOAHbIM B CruMcKe rpynnbl MOPT, 3aTem, 4yepe3 onpeaesieHHbI MPOMEXKYTOK BpPeMEHMU
(Talimaym ebi308a cnedyroweco nopma), K OCHOBHOMY A06aBaseTca cregyowmini cBoboaHbIin B
cnucke nopT u 1.4. Mpu oTBETE O4HOrO M3 YYaCTHUMKOB TFPYMMbl, BbI30B Ha OCTa/ibHble MOPTHI

npekpallaercs;

o [Touckoesili (Cyclic) — pexkum, npun KOTopom Mo TarmayTy (Talimaym ebizo08a cnedyouie2o nopma)
nocnefosatenbHO BblbMpaeTca CBOOOAHbLIN YY4aCTHUK M3 cCOCTaBa rpynmnbl, M Ha 3TOT HoOmep

nepexoauT Bbi30OB.

Ipynnel BoI30Ba
@
WmA rpynnel Cratyc
# Group1 x
® Group2 ®
Group3 x
Group4 x
Groups ®

Mpodpune SIP Homep TenedpoHa GocTae rpynnel
1st profile
1st profile
1st profile
1st profile

1st profile

e ViM#a epynnbl — Ha3BaHWe rPynmnbl BbI30BA;

. Cm(]myC—COCTOﬂHME rpynnbl BbI3OBa: BK/IKOYEH, BbIK/TIOYEH;

e [Ipogpuns — SIP-npodunb, UCNoNb3yeMbIl rpynnoi BbI3OBa;

e Homep menegoHa — Homep TenedoHa rpynnbl BbI30Ba;

e Cocmas 2pynbl — CMUCOK INHUIA (NOPTOB), KOTOPbIE BXOAAT B rPynmny BbI30Ba.
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[nA BbINONHEHMA HACTPOEK rPynnbl Bbl30Ba Ha)KMWUTE HAa COOTBETCTBYIOLLYIO CCbIIKY B KONOHKe «Mms

2pynmnobi»:

PepnaktnpoBath rpynny
BKMOUMTL
Mpotune SIP 1st profile v
mA rpynnel Group1
Homep Tenedoxa
WM Nonk308aTend AN ayTeHTUdHKaLuN
Maponk ANA ayTeHTUpUKaLMKN
SIP-nopt 5060
Tun rpynnel Group v
Pasmep O4EpPEN Bbl30EA, C 10
TaimayT oTBeTa Ha BbIsoB, ¢ | 20

Pa3peluiTh NepexsaT 8bi30Ba Ha rpynny o

Cocrtas rpynnei
Nunna 1
NuHna 2
Nunna 3

TNuua 4

BKntoyume — npu ycTaHoBAeHHOM dnare MCNoab30BaThb rpynny;

lpogpune — SIP-npodunb, Ha3HAUYEHHbIM rpynne Bbi3oBa. HacTpPolku npoduna BbINOHAOTCA B
pasgene «IP-menegoHus -> lpogunu;

Umsa epynnel — uaAeHTUPUKALMOHHOE MMSA TPYNNbI;
Homep menegoHa — TenedoHHbIN HOMEp rpynnbl BbI3OBA;

UmAa nonezosamena 044 aymeHMU@UKAUUU — MMA MOb30BATENA, KOTOPOE UCNONb3yeTcA ANs
ayTeHTMdUKaummn Ha SIP-cepBepe;

Mapone 0ns aymeHmuguKkayuu — Naponb ana ayteHTMduKaumm Ha SIP-cepsepe;
SIP nopm — anbTepHaTUBHbIN SIP-nopT rpynnbl (No ymonyaHuto 5060);
Tun epynnsl — TAM rPYNMNbl BbI30Ba:

— Group — curHan Bbi30Ba NOAAETCA Ha BCe NOPTbI B rpynne 04HOBPEMEHHO;

—  Serial — KONMYECTBO NOPTOB, Ha KOTOPbIE MOAAETCA BbI3bIBHOW CUrHaA, YBENNYMBAETCA Ha
OAMH MO UCTeYeHMM TaliMayTa Bbi30Ba C/leAyoLEero nopTa;

— Cyclic — curHan Bbi3oBa Yepes MHTEPBas, PaBHbI TaliMayTy BbI30Ba C/leAyloLLEero nopra,
noAaeTcs No oYyepeam Ha Kaxkablii nopT B rpynne. Mpu AOCTUMKEHUN NocaeaHEero nopTa B
rpynne o63BOH NPOAO0/KAETCA BHOBL C NEPBOro NopTa;

Talimaym ebi308a ciedyowe2o0 nopmd, ¢ — OMNUMA WUCMOAb3YeTCA rpynnamu Tuna «serial» wu
«cyclicy u 3apgaeT MHTepPBAan BPEMEHW B CEKyHOaX, Yepe3 KOTOPbIM OCYLW,EecTBAAETCS Bbi30B
cnepytoulero/cneayowmx nopTos;

Pasmep o4yepedu 66130808 — HACTPOMKA MO3BOAAET OrPaHUMYUTb MaKCUMaAbHOE YMUCAO
HeoTBeYeHHbIX BbI30BOB B o4Yepeam rpynnbl Bbi30Ba. MOCTYNUBLLNUI BbI30OB HE CTaBUTCA B oUYepesb,
€CAK B rpynne ecTb cBO60OAHbIE NOPTbI;
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[ T(JﬁM(Jym omeema Ha 8bl308, ¢ — eCnn He 6y,CI,E‘T OTBE€Ta Ha prI'II'IOBOﬁ BbI30B MO UCTe4YeHUun
AaHHOIo MHTEpPBA/la BpemMeHU, Bbi30B C6paCbIBaeTCﬂ,'

e Paspewums nepexeam 8613084 HA 2pyrnny — NPW YCTAaHOBJEHHOM ¢nare paspelleH nepexsaT
BbI30Ba, MOCTYNMBLUEro Ha rpynny. NepexBaT BbI30Ba BO3MOXKEH, TO/IbKO €CNM abOHEHTbI Fpynnbl
Bbl30Ba NPUHaANEKaT ogHOM rpynne nepexsara (2.6.3.1 MogmeHto «pynnbl nepexsaTa);

e Cocmae epynnbl — NpU ycTaHoB/AeHHOM ¢nare AnHKMA (nopT) ByaeT BXoAMTb B COCTaB AaHHOM
rpynnbl BbI30Ba.

[na BCTynneHus B CUAY HOBOM KOHOUIypauum M 3aHeceHWs HAcTPOeK B SHEeProHe3aBMCHMMY0 NamATb
HaXXMUTe KHONKY «[TpuMmeHUMb». QN OTMEHbl USMEHEHWUIN HAXKMUTE KHOMKY « OmMeHa».

2.6.3.7 NMNogmeHto «Ipynnbl nepexsata»

MoaMmeHIo «pymnnbl nepexeama» CNYXKUT ANA HAaCTPOMKK rpynn nepexsarta BbI30Ba.

lpynna nepexsaTta Bbi30Ba — rpynna aboHEHTOB, YNO/JHOMOUYEHHbIX MPUHUMATL (NepexBaTbiBaTb) NH0HOW
BbI30B, HaMnpas/ieHHbIi Ha Apyroro aboHeHTa, BxoAAWero B rpynny. To ecTb, Kaxabli aboOHEHT,
NPUHaANeXKaWwmin rpynmne, MOXKeT nepexsaTuTb BbI30B, MOCTYMMBLIMIK Ha /toboro Apyroro aboHeHTa AaHHOM
rpynnbl nytem Habopa Koza nepexsaTa. HacTpolika Koga nepexBaTa OCYLLECTBAAETCA B NyHKTe «[11aH
Hymepauyuu» nogmeHnio «llpogunu».

Mpynnel nepexsara

Nunns 1 NuHna 2 Nuuva 3 Nuuna 4
pynna 1
Mpynna 2
pynna 3

Mpynna 4

Ona pobasneHua/yaaneHmsa AMHUM ycTaHOBUTE/CHUMUTE Gar HaNpPOTUB 3a4aHHOW rpynnbl.

[na BCTynneHus B CUAY HOBOM KOHOUIypauum M 3aHeceHWs HAcTPOeK B SHEepProHe3aBMCHMMY0 NamATb
HaXXMUTe KHONKY «[TpuMmeHUMb». QN OTMEHbl USMEHEHWUIN HAXKMUTE KHOMKY « OmMeHa».

Wcrionv3osaHue ycayau:

Ha TenedoHHbIi annmapaTt aboHeHTa, NpWHaAfeXKalero rpynne nepexsarta, MocTyrnaeT Bbi3oB. Ecau
aboHEHT He MOXKeT OTBeTUMTb Ha BbI3OB — ApYyro aboHEHT, TaKXKe MpuUHaZNexaWwmMii 3Toik rpynne U
NCNOIb3YOLWKI TOT e npodub SIP, MOXKET NepexBaTUTb NOCTYNMBLLMIA BbI30B. 11 3TOro OH A0/1KeH HabpaTb
KOZ nepexsaTa, Noc/ie Yero NPOU3oNAeT COeANHEHME C BbI3bIBAIOLWMM abOHEHTOM.

ObpaTtnte BHMMaHWe, YTO MepexBaT Bbl30Ba BO3MOXKEH TOJ/IbKO B TOM C/ay4yae, eCiu Bbi3blBaeMbli U
nepexBaTbiBalOLWMI BbI30B aBOHEHTbI UCMO/b3YIOT OAMH U TOT e SIP-npodunb.

lpynna nepexBaTa MOMET WCMOJ/Ib30BaTbCA COBMECTHO C Tpynnoi Bbl30Ba, AN 3TOr0 BCE MOPTHI,
npuvHag/iexKawme rpynne Bbi30Ba, AO/IKHbI MPUHaZ/AeXaTb rpynne rnepexsata. B atom ciyyae ntoboi nopr,
NPUHAA/eXKaWwmi rpynne nepexsata, MOYKET NepexBaTUTb BbI30B, NOCTYMNMBLUMIA Ha FPynnoBoi HOMep.

Ecnn aboHeHT HabupaeT Ko4 nepexsaTa B MOMEHT, KOr4a Ha rpynny unv tenedoHHbI NOPT He NocTynaert
HM OZHOrO Bbl30Ba — abOHEHTY OyAeT BblAaH CUTHaN «3aHATO».
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2.6.3.8 NMogmeHto «lMpedukcbl ynpasneHna ABO»

B noameHto «lMpeduKkcbl ynpaBneHua [ABO» HacTpavBaloTca Kodpl, Habupaemble € TenepoHHOro
annapara, 41a akTUBaLuMu Uan geaktmusaumm ycayr ABO.

AGOHEHT MOXKeT ynpaBAATb COCTOAHWEM YCAYyr CO CcBoero TesnepOHHOro annaparta. [JocTynHbl
cnepytowme QyHKLMK:

e aKTMBaUMA ycnyru — * kog_ycnyru #;
e NpoOBepKa aKTUBHOCTU ycayrn — *# koa,_ycnyru #;
e OTMeHa ycayru - # kog_ycnyru #;

Ona aktmBaumm ycnyr «besycnoBHaa nepeagpecauma», «lepeadpecauma Bbl30Ba MO 3aHATOCTUY,
«Mepeaapecaumn no HeoTBeTy», «Fopadan/Tennasn AMHMA» Tpebyerca BBECTM HOMep TenedoHa:

* Kog_ycnyrn * Homep_tenedpoHa #

Mocne BBOAA KOAA aKTUBALMU WUIM OTMEHbI YCAyrM aboHEeHT ycnbiwuT curHan «MoartsepskaeHue» (3
KOPOTKUX CUrHaNa), KOTOPbI TOBOPUT O TOM, YTO YC/Iyra YCNewHo akTUBUPOBaHa UAK OTMeHeHa.

Mocne BBOAA KOZA MNPOBEPKU YCAYyrM aboHEHT MOoKeT ycablwaTtb Anbo curHan «OTBeT CcTaHuum»
(HenpepbIBHbIN cUrHan), NMbo curHan «3aHATo» (KopoTKUe ryakun). CurHan « OTBET CTaHUMU» FOBOPUT O TOM, YTO
yCAyra BK/lOYEHA M aKTUBMPOBaHa, CUrHa «3aHATO» — YCAyra BbIK/oYeHa.

MNMpedukebl ynpasneHus BO
@
Yenyru ABO Koa akTMBaumuu Koa AeakTMEaumm Koa npoBepku cTaTyca yenyru
BesycnoBHan nepeagpecayyms . 29 u #21%# #21#
& .
Mepeagpecauyus No 3aHATOCTH .22 e #22# HI0H
#
Mepeagpecaula No HEOTBETY . 61 " #3112 “#E1#
Pa3speluuTs NepexBaT BLI30Ba Ha NopT . 08 u #08# “#08#
ropRYas/TENnan NUHUA . 53 e #53# #53#
= "
OniaHue BbIs0Ba . 43 " #4132 “#43%
He BecnokouTs . 28 u #26# “H26#

ynpaBneHme abOHEHTCKMM cepsucom

e Ycnyau [1BO — cnucok ycayr ABO:

— besycnosHas nepeadpecayus — ycayra, nNpyv  aKTMBALMM KOTOPOM BCE BbI3OBbI,
nocrtynueluMe aboHeHTY, NepeHanpPaBAsOTCA Ha 3a4aHHbIN HoMep;

— [epeadpecayus 8b1308a MO 3GHAMOCMU — YCAyra, NPU aKTMBALMMU KOTOPOW BCE BbI30BbI,
noctynueluMe aboHEeHTy, B CAy4yae €ero 3aHATOCTU MepeHanpaBAAloTcA Ha 3afaHHbIN
Homep;

— [epeadpecayus no Heomeemy — ycayra, NpPU aKTMBALMM KOTOPOM BCE BbI3OBbI,
noctynueluMe aboHeHTy, MNepeHanpaBAAITCA Ha 3a4aHHbIA HOMEpP MpU HeoTBeTe
aboHeHTa B TeyeHue onpeae/ieHHOro BpeMeHu;
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— Paspewums nepexeam ebi308a HA MOPM — €CAN yCAyra aKTMBMpPOBaHa aboHEHTOM —
NOCTYMMBLUME Ha HEro BbI30Bbl MOTYT ObITb NepexBayeHbl APYrMMU abOHEHTaMKU U3 TOW
e rpynnbl Nnepexsarta;

— Tlopsayaa/Tennaa AWHMA — NPU aKTMBALMW YCAYyrW, MNOCNe MOAHATUA TPYBKM uyepes
YCTaHOB/IEHHbIN MHTEpPBan BPEMEHW MNPOUCXOAWUT aBTOMATUYECKUI Habop 3agaHHOro
HOMepa;

—  OudaHue 8bI308a0 — aKTUBALUMA YCAYyTU Mo3BOAAET abOHEHTy B COCTOSIHMM Pas3roBopa
noslyyaTb yBeLOMJIEHME O HOBOM MOCTYMMBLUEM BbI30Be. ABOHEHT MOXKET MNPUHATH,
OTK/NOHWUTb WM UTHOPUPOBATb OXKMAAIOLLUIA BbI3OB;

— He b6ecrnokoume — ycnyra nosBosifieT aboHEeHTy BPEMEHHO OrpaHWMYUTbL BCE BXOAALME
BbI30BbI.

e Kol akmusayuu — Koa Ans akTUBaLMN YCAYTK;
e Kod deakmusauyuu — KOA, ANA AeaKTUBALMKN YCAYTY;

e KooO nposepku cmamyca ycayau — Kog A1s KOHTPOAA aKTUBHOCTU YCAIYTK;

Koa geaktuBaummn mn Kopg NpPpoBEPKN CTaTyCa YyCayrn 3anoJIHAKOTCA aBTOMATUYE€CKM Ha OCHOBaHWKU KOAa
adKTUBaUuun.

[na BCTynneHus B CUAY HOBOM KOHOUIypauumn M 3aHeceHWs HacTPOeK B SHEeProHe3aBMCUMMY0 NamATb
HaXXMUTe KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWUIN HAXKMUTE KHOMKY « OmMeHa».

2.6.3.9MNogmeHt0 «CurHanbl Bbi3oBa»

B nogmeHto «CueHan 8bI308a» OCYLLECTBASAETCA HAaCTPOMKA aNbTepHaATUBHOIO CUrHana NocCbIIKW Bbi30Ba
(kapeHUMKM) B 3aBUCMMOCTU OT 3HaYeHus 3aronosKa Alert-Info Bo Bxogauwem Invite. 3HayeHne KageHUUM ANnA
Ka*K[oro cMrHana Bbi30Ba 3a4aéTcA B BUAE MNOCNeA0BaATENbHOCTM YepeayoWmxXca ANMTeNbHOCTeN MMMYAbCa U
nays, pasgeneHHbix cumsosiom " wuam ";". 3HauyeHne AAUTENBHOCTM UMMNyAbca/naysbl 3adaeTca B
MWIIMCEKYHAAX M A0/MKHO 6biTb KpaTHo 100. MuHMManbHaa ANMTENbHOCTb MMMy/bca/maysbl cocTaBnser
200mc, makcumanbHas - 8000 mc.

[na Toro ytobbl NpMBA3aTbL ONPeaenEHHYIO KadeHUMIo K 3HadyeHunio 3aronoska Alert-Info Bo Bxoasaulem
Invite, HeobxoaMMo B cooTBeTcTBytolLeM npodune SIP akTusMposaTtb ¢paar «Obpabameisams 3020/1080K Alert-
Info», a B HaCTpOMKax KaAeHUUM yKa3aTb Ha3BaHMWe cMrHana B none «HaseaHue curHana» (Hanpumep, Example-
cadence). KageHuma 6yaeTt npourpaHa B AMHWMIO, ecin BO Bxogallem Invite 3aronosok Alert-Info 6yaet nmetb
3HayeHue <http://127.0.0.1/Example-cadence>.

Ecan KageHuma no 3aronosky Alert-Info He HaliaeHa, 6yaeT npoussedeHa NONbITKA HAUTU KageHUMIo No
HOMepy Bbi3blBatollero aboHeHTa. [pM OTCYTCTBUM nociefHel BblAaeTcA CTaHAAPTHbIA CUrHaA Bbi3oBa C
KageHuuel "1000,4000".

Tabnuya curHanos

HasBaHMe cHrHana KageHumnsa
Bellcore-dri 1000,4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000,2000
Bellcore-dr4 1000,1000
Bellcore-dra 700,700,700,3000
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Ona pepakTMpoBaHMA ONpeaesieHHOr0 CUrHaNa HaXMMUTE Ha COOTBETCTBYHOLLYHK CCbIJIKY B KOJIOHKe
«HaszsaHue cuzHana».

[na nobaBneHna CUrHana HaxmuTe KHoMnKy «Jo6asums» 1 BbINOMHUTE CAeAyoLLMe HAaCTPONKK:

Pe,qav\'rwpoaaTb CurHan

HaseaHWe curHana Bellcore-dri

KageHuuA 1000,4000

. HaseaHue cuzHana — uma curHana;

o KadeHyus — ANUTENbHOCTb NOAA4M BbI3bIBHOTO HaMpsMKeHUa Ha TenedoHHbIN annapaT u (depes
3anATYIO/TOMKY C 3anAaTol) ANUTENbHOCTb May3bl MEMAy CUrHanamu Bbi3oBa, oba 3HayeHuA
AO0MKHbI 6bITb KpaTHbI 100 MC, MMHUMaIbHOE 3HaYeHne 200Mc, MakcumanbHoe — 8000 mc.

[na BCTynAeHMs B CUly HOBOW KOHOUIypauuM M 3aHECeHWUs HAcTPOEeK B 3HEProHe3aBMCUMMYKD NamATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI U3MEHEHWUI HaXKMUTE KHOMKY « OmmeHa».

2.6.3.10 NMNogmeHto «UcTopunA BbI3OBOB»

B noameHto «Mcmopu,q 8b/308068» NpPon3BOAUTCA HaCTpOVIKa BeAeHNA XPOHO/10TMN BbI3OBOB.

AeTopuA Bbi3oB0B

PaamMep WCTOPWK BLIZOBOE 20

Mony4uTe (ain MCToPUK BI30B0E =+ Ckayate

CUUCTUTE MCTORWIO BLI30BOE m

MocmoTpeTs Lo

e Pasmep ucmopuu 861308608 — MAKCMMAJIbHOE KOJIMYECTBO 3anuceir B KypHane, NPUHUMAET
3HayeHna ot 0 go 10000 ctpoK. 3HayeHMe «O» OTKAKOYAeT BeAeHMe MUCTOpUM BbI30BOB. [lpu
OOCTUMKEHMW YCTAHOB/IEHHOTO OTrPaHUYeHMA B JKYpHane Karkaad nocsiefylowas 3anucb yaanuT
Camyto CTapyto 3aMmnCb B Ha4ane KypHana;

DU BBIZOE0E

e [lonyyums ¢palin ucmopuu 86130808 — ANA coxpaHeHusa daina «voip_history» Ha nokanbHom MK
Ha*KMMUTe Ha KHOMKY «CKayaTby;

. Oyucmume ucmopuro 86130808 — ANA OYNCTKUN UCTOPUN BbI3BOBOB HAaXXMUTE HA KHOMKY «OUYUCTUTBY.

[na npocmoTpa MCTOpMM BbISOBOB Mepenaute no ccbinke «flocmompems “ucmoputo 86130808”».
OnncaHne MOHUTOPMHIA NAapPamMeTpoB NpmeeaeHo B pasgene 2.7.10 MNoameHto «McTopuma BbI3OBOBY.

[na BCTyNnAeHMA B CUAY HOBOWM KOHOUTypauMM U 3aHECeHUA HACTPOEK B 3HEProHe3aBMCUMMYID NamATb
HaXXMUTE KHOMKY «[TpumeHUMb». A OTMEHbI USMEHEHWUI HaXXMUTE KHONKY «OmmeHa».
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2.6.4 MeHio «IP-TeneBngeHmne»

2.6.4.

1MNoameHto «IPTV»

B nogmeHio «/PTV» BbINONHAOTCA HACTPOMKM AnA paboTbl cepBuca «IP-tenesuaeHme».

HacTpoiku yndbpoeoro TeneenaeHua (IPTV)

Brnigunte IPTY &

®

Bepcus IGMP 3 v

Mepuoguyeckoe 0OHOBNEHNE NOANMCKN

Bknigumte ¥

Mepwog oSHOENEHMA, © 30

ELICTPLIH ELIXOA W3 TRYANGI

Bkniounte
Hactpo#ika VLAN gna IPTV

Mcnonbsoeats VLAN W

WLAM 1D 1]

Hactpo#ka HTTP-npokcu

Bknigumte ¥

MopT HTTP 1234

Bkaroyume IPTV — npu ycTaHoBNEeHHOM dnare paspelleHa TpaHcaaumsa curdanos IP-tenesnaeHms
¢ WAN-unTepdeiica TAU-4M.IP (n3 ceTn nposaiaepa) Ha ycTpoicTBa, NoAKAtoUYeHHble K LAN-
uHTepdelicy;

Bepcusa IGMP — Bepcus npotokona IGMP gns otnpasku IGMP-coobuieHuii ¢ WAN-uHTepdelica
(coobleHn aKTMBAUMM  WAM  geaKTMBAUMW  MOAMUCKM HaA  KaHanbl  IP-TenesmaeHus).
MNopaepxnBatoTca Bepcum 2 n 3.

lepuoduyecKkoe obHosaeHUe NoonucKu

BKaAo4umb — Npy BKAOYEHHOW ONUUK NPOUCXOAUT Nepuoamyeckasn otTnpaska ¢ WAN-uHTepoeiica
COODBLLEHNI CO CMUCKOM aKTMBHbIX IPTV-KaHaNoB Ha BblECTOALWMIN cepBep, OCYLLECTBAAIOLWNIA
TpaHCcAAUuMIO curHanos IP-TenesnaeHua. BralodeHue ¢YHKUMM nepuoamyeckoro obHoBneHMsA
noAnNnUCKM HeobXoAMMO, €C/M BbIECTOAWMIA cepBep OTKAo4YaeT TpaHcaaumio IPTV-kaHanos
yepes onpeaeneHHbI UHTEPBaa BPEMEHMU;

— [lepuod obHoBneHuUA, C — Nepuoa, OTNPaBKM COOOLEHNA CO CMMUCKOM aKTMBHbIX IPTV-
KaHasoB, B CeKyHAax. YCTaHOBUTE BEIMUYNHY Nepnoga 06HOBNEHUS B 3HAYEHUE, MEHbLUEE,
Yyem TalMayT OTK/IOYEHMA TPAHCAALMMN CUTHA/A BbILLIECTOSLLMM CEPBEPOM.

Bbicmpebili 8bix00 U3 2pynnbi

BKao4ume — Npw yCTaHOBAEHHOM ¢dnare BKAOUYEH PeXUM ObICTPOro Bbixoaa M3 rpynnbl. JaHHasA
OYHKUMA YMEHbLIAeT 3afeprKKy YCTPOMCTBA Ha MNEPEKNOYEHUE MeXAYy MHOroafpecHbIMu
NoToKammM (OTKAOYEHWE MOTOKA MPOMUCXOAWUT Cpa3ly NOC/Ae MOAYyYeHUA OT KAMEHTA coobLuieHuA
«Leave Group» 6e3 gononHWUTENbHOrO Nepecnpoca). He pekomeHAyeTcA MCNONb30BATb AAHHbIN
penm, Koraa K ogHomy nopty LAN nogxntoueHo 6bonee ogHOro npuémHuKa IPTV.
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Hacmpolika VLAN 0as IPTV

e Ucnonvzoeame VLAN — npu yctaHoBAeHHOM dare ucnonb3oBatb ana ycayru IPTV BblaeneHHbIn
VLAN (Homep VLAN moxkeT coBnagatb ¢ Homepom VLAN ana ycnyrum UHTepHeT nnmn STB), uHave
ana IPTV 6yaeTr ucnonb3oBatbca WHTepdenc ycnyrm WMHTepHeT. 3Ta HACTPOMKa no3BosAeT
onpeaenutb MHTepdelc ana npméma IPTV-cMrHanoB U3 BHeELLHeN ceTu;

o VLAN ID — ngeHTndmrKaLumMoHHbIM Homep VLAN ana npuéma curHanos IP-tenesngeHus;

e 802.1P — npusHak 802.1P (gpyroe HasBaHwe CoS — Class of Service), ycTaHaBAMBaeMbl Ha
ucxopAwme ¢ JaHHoro nHtepdelica IP-nakeTbl. MpuHUMaeET 3HaveHus oT O (HMU3LWKI NpuopuTeT)
80 7 (Havsbicwwuii npuopuTeT). Ucnonblyetca B paboTe anropuTmoB obecrneyeHus KayecTsa
cepsuca (QoS).

Hacmpolika HTTP-npoKcu

e Bkawyume — npu yctaHoBsieHHoM ¢nare BKkAtodeHa ¢yHKUmAa HTTP-npokcu. HTTP-npokcu
ocylwiectsnaeT npeobpasosaHne UDP-notoka B notok HTTP, ncnonb3sywowmii npotokon TCP
(NpoTOKON  HapeKHOMW  [AOCTaBKM  MAKeTOB), YTO MO3BOAAET  YAYYWWUTb  KayecTBO
TPAHCANPYEMOTO M306PaXKEHNA MPU NAOXOM KayecTBe KaHana CBA3M B JIOKASIbHOM CeTy;

e [lopm HTTP — Homep nopTa HTTP-npoKcn, c KoToporo OyAeT OCyWeCTBASTbCS
TPAaHCAMPOBAHWE  BWUAEO-MOTOKA. Mcnonb3yinTe 3TOT MNOPT  AAA  MNOAK/AOYEHUA K
TpaHcanpyembim ycTpoicteom TAU-4M.IP noTokam IPTV.

Hanpumep, ecan TAU-4M.IP nmeet Ha LAN-uHTepodeice agpec 192.168.0.1, ans nopTta NpoKcU-cepsepa
BblOpaHO 3HauyeHue 2345, n HeobxoAMMO BOCNPOU3BECTU KaHan 227.50.50.100, TpaHcampytowmincs Ha UDP-
nopt 1234 - Ana nporpammbil VLC aapec NOTOKa HYXHO 3a4aTb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTyNnAeHMA B CUAY HOBOM KOHOUTypauuM M 3aHECEeHUA HACTPOEK B SHEProHe3aBMCUMMYID NamATb
HaXXMUTE KHOMKY «[TpuMmeHUMb». A OTMEHbI U3MEHEHWUI HaXXMUTE KHONKY «OmmeHa».
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2.6.5 MeHio «Cucrtema»

B meHto «Cucmema» BbINONHAKTCA HACTPOMKMU CUCTEMBI, BpEMEHM, AOCTYNa K YCTPOWCTBY MO Pa3NUHbIM
NPOTOKOAAM, NPOM3BOAUTCA CMEHA Napoaa U 06HOBAEHME NporpammMHoro obecneyeHns yCTpomncTea.

2.6.5.1MNoagmeHI0 «Bpema»

B noameHo «Hacmpoliku epemeHu» BbINOMAHAEGTCA HACTPOMKA MPOTOKO/AA CMHXPOHM3AUMM BPEMEHU
(NTP).

HacTpoiikn BpemMeHu
YacoBoil nosac Moscow, Russia b

ABTOMATHYECKMA nepexoj Ha neTHee/ e
3MMHEE BpeMAa

- Mepexod Ha neTHee Bpema - v - v o v
B - v - v
MNepexo Ha 3MHee BpEMA - v - v o= v
B - A - A
COBur BpEMEHN (MHH.) 60

BrniounTe NTP ¥

Cepsep CHHXpOHM3aLMKM | pool.nip.org -

Hacmpolku epemeHu

J Yacoeol nosc — nossonset YCTaHOBUTb 4YaCcoBOW MOAC B COOTBETCTBMMU C BAMNKaAMLINM ropogom B
Bawlem permoHe m3 3agaHHOro Cnuncka,

e Asmomamudyeckuli nepexod Ha nemHee/3uMHee 8pems — NP YCTaHOBAEHHOM ¢Jiare nepexos, Ha
neTHee/3nMmHee Bpema ByAeT BbINOAHATLCA aBTOMATUYECKM B 3a4aHHbIN Nepuos BpeMeHu:
— [lepexod Ha nemHee 8pemsA — AeHb, Koraa byaeT BbINONHATLCA NEPEXOL HA IeTHEeE Bpems;
— [lepexod Ha 3umHee 8pemsa — feHb, Koraa byaeT BbINONHATLCA Nepexos Ha 3MMHee Bpems;
— (Co0suz spemeHU (MUH.) — nepuoa BPpeMEHN B MWHYTAX, HA KOTOPbI/ BbINOAHAETCA CABMUT
BpemeHwu.
e BKkaoyume NTP — yctaHoBuTe dnar, ecim HeobxoamMmo BKAOUUTL CUHXPOHU3ALMIO CUCTEMHOIO
BPEeMEHMW YCTPOMNCTBA C onpeaeneHHoro cepsepa NTP;

e Cepsep cuHxpoHuszayuu — IP-agpec/OOMeHHOE WMA cepBepa CUHXPOHM3AUUU BPEMEHM.

Bo3morkeH pyyHoOIi BBOZ agpeca cepBepa Man BbIbop 13 crnucka.

[na BCTynneHus B CMAY HOBOM KOHOUIypauum M 3aHeCeHWA HAcTPOEeK B dHEProHe3aBMCMMYI NamATb
HaXXMUTE KHONKY «[TpumeHUmMb». N OTMEHbl U3BMEHEHWNIN HAaXKMUTE KHOMKY « OmMeHa».
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2.6.5.2NoameHio «JocTtyn»

B nogmeHto «JJocmyn» HacTpamBaeTca AOCTYN K yCTPOMCTBY nocpeactsom web-nHTtepdeitca, Telnet m
SSH, a Tak)e goctyn no npotokony FTP K HaKonuTento, noaxknto4eHHomy K nopty USB.

MopTel gocTyna
Mopt HTTP | 80
MopT HTTPS | 443
Mopr Telnet | 23

MopT SSH 22

OocTtyn k yenyre "MIHTepHeT"

Web
BrewxAn cete @ HTTP HTTPS
NokansHaA ceTe @ HTTP @ HTTPS
Telnet
ErewnHAn ceTb
NokaneHan cete &
SSH

ErelwnHAR ceTh

NokaneHan ceTe ¥

Hoctyn k yenyre "VolP"
Web [ HTTP [ HTTPS
Telnet

SSH

DocTtyn k yenyre "VMikTepdeiic ynpaeneHna"
Web [ HTTP (J HTTPS
Telnet

S5H

Doctyn k USB

EhelwHAA ceTs
lNokanbhan cete
PaspeluuTe BocTyn aHOHWMHOMY nonbaceatenk ¢

pﬂﬂpELLIHTb 3anuct aHCOHUMHOMY NonNe3caaTent
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lopmel docmyna

B maHHOM pasgene BbiNnoAHAeTCcA HacTpoMka TCP-nopToB Ana AoCTyna K YCTPOMCTBY MO MPOTOKO/1amM
HTTP, HTTPS, Telnet, SSH.

e [lopm HTTP — Homep nopTa AnA AocTyna K web-uHTepdeiicy yctpolictea no npotokony HTTP, no
ymonyanuio — 80;

e [lopm HTTPS — Homep nopTa A4naa AocTyna K web-uHTepdeiicy yctpoictsa no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NOAKAKOYEHME), MO YyMONUYaHUIO — 443;

e [lopm Telnet — Homep nopTa ANA AOCTYNa K YCTPOMCTBY No npoTokony Telnet, no ymonyaHuto — 23;
e [lopm SSH — Homep nopTa ANA AOCTYyNa K YCTPOMCTBY MO NPOToKoAy SSH, no ymonyaHuio — 22.

Mo npoTtokonam Telnet u SSH ocyuwecTBadaeTca AOCTYN K KOMaHAHOM cTpoke (KoHconb linux). Ums
no/sib3oBaTena/naposib Ana NOAKNIOYEHMA K KoHcou: admin/password.

Locmyn K ycnyee MUHmepHem

[na nonydeHma AocTyna K yCTPOWCTBY C MHTepdeicoB ycayrm MHTepHeT yCcTaHOBMTE COOTBETCTBYOLWMNE
paspelleHus:

Web, BHeluHAs ceTb:

e HTTP — npu ycTaHOBNEHHOM diare paspelleHo NogKAtoveHne K web-KoHdurypaTopy ycTporcTea
yepe3 WAN-nopt no npoTtokony HTTP (HebesonacHoe noakaoveHme);

e HTTPS — npw ycTaHOBNEHHOM dare pa3peLlleHo nogKatoveHne K web-KoHpuUrypatopy yctpoicrsea
yepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe noakaoueHue).

Web, JTokanbHas ceTb:

e HTTP — npw ycTaHOBNAEHHOM dnare paspelleHo NoAKAYEHME K wWeb-KoHbUIypaTopy yCTpoMcTBa
yepes LAN-nopt no npotokony HTTP (Hebe3onacHoe noaKaoUYeHue);

e HTTPS — npu ycTaHOBAEHHOM dnare paspeLleHo noakatoveHne K web-KoHbuUrypaTopy ycTpoicTea
yepes LAN-nopt no npotokony HTTPS (6esonacHoe noakntoyeHue).

Telnet:

Telnet — npoToKoA, NpeaHa3HauyeHHbIN ANA OpraHU3auuM ynpasneHua no cetu. Mo3BonAeT yaaneHHo
NOAKAOYUTLCA K LUKO3Y C KOMMbIOTEPA A1 HACTPOMKM U yNpaBaeHMS.

[na paspeweHna JocTyna K ycTpoicTey no npoTokony Telnet u3 BHewHen (4epes WAN-nopT) uam
BHyTpeHHei (4epe3 LAN-NopT) ceTu ycTaHOBWTE COOTBETCTBYIOWME daaru.

SSH:

SSH — 6e30nacHblii NPOTOKOA YAANEHHOTO yNpaBaeHua ycTpolcTBamn. B oTimume ot Telnet, npotokon
SSH wundpyet Becb Tpaduk, BKAOUAA NepesaBaemMble Napou.

Onsa paspelwieHnsa agocTyna K YCTPOMCTBY No npoTokony SSH u3 BHewHel (d4epes WAN-nopt) uau
BHyTpeHHel (Yepe3 LAN-NopT) ceTn ycTaHOBUTE COOTBETCTBYOWME daaru.
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Hdoctyn K ycnyre VolP:

B AaHHOM pasfene ocCylLeCcTBASETCA HAaCTPOMKa AoCTyna K uHTepdeincy ycnyru VolP (uHTepdelic yenyru
VolP HacTpauBaeTca Ha cTpaHuue IP-tenedoHns — Hactpoiika cetun) yuepes Web (npotokonsl HTTP nan HTTPS), a
TakKe no npotoKkonam Telnet u SSH. Ona paspelleHna A0OCTyna NO KaKOMYy-AMO0O M3 yKa3aHHbIX NPOTOKO/IOB
YCTAHOBUTE COOTBETCTBYIOWME daaru.

JocTyn K ycayre MHmepgelic ynpasaeHus:

Paszen no3BonsieT HaCTPOUTb AOCTYN ANS YNPaBieHMA YCTPOMUCTBOM, UCMOb3ys NpoTokonbl HTTP, HTTPS,
Telnet unn SSH. Hactpolika uHTepdelica npomnsBoamtca Ha cTpaHuue Cucrema — VLAN ynpasnenus. [AnA
paspeLleHma 4OCTyNa No KaKoMy-1Mb0 13 yKa3aHHbIX MPOTOKO/I0B YCTaHOBMTE COOTBETCTBYOWME dnaru.

/ ] DOna asropmusauum no nporokonam Telnet u SSH no ymonyaHuio UCNOb3yOTCA UMA NONb30BaTeNA
admin v naponb password. MNocne aBTOpU3aLMUN CTAHOBUTCA AOCTYNHA KOHCONb OnepaLuoHHOM
cuctembl Linux ¢ BO3MOXKHOCTbIO MCNO/Ib30BaHUA OCHOBHbIX KOMaHZ KOMaHAHOro MHTepnperaropa
shell.

Hoctyn Kk USB:

B AaHHOM pa3genie ocyLwecTBAAETCA HAaCTPOMKA AOCTyNa K yCTPOMCTBY, NnogKkatodeHHoMy K USB-nopTy, no
npoTtokony FTP.

Ons paspelweHna goctyna K noaknroveHHomy USB-yctpoicTtey no npotokony FTP u3 BHewHel (4epes
WAN-nopT) nnmn BHyTpeHHel (4epe3 LAN-nopT) ceTn ycTaHoBUTE COOTBETCTBYIOWME daaru.

[nAa paspeweHunn goctyna K nogrnodeHHomy USB-ycTpoicTBY aHOHMMHOMY MOJIb30BATE/NIO0 YCTAaHOBUTE
¢dnar «PaspelwnTb JOCTYN aHOHVMMHOMY MOJ1b30BaTE/IO».

[na paspelleHna 3anMcy AaHHbIX Ha USB-yCTPOMCTBO aHOHMMHOMY MOAb30BaTeNl0 ycTaHoBUTe daar
«Pa3spewnTb 3aN1UCb aHOHMMHOMY NOJIb30BATENIOY.

[na BCTynneHva B CMAY HOBOM KOHOMUIypauum M 3aHECEeHWA HAcTPOEeK B 3HEepProHe3aBMCHMMYI NamaTb
HaXXMWUTE KHOMKY «[TpumeHUMb». N OTMEHbI U3MEHEHWNI HaXKMUTe KHONKY «OmmeHa».

2.6.5.3NogmeHio «XypHan»

MoameHo «)KypHan» npegHasHayeHo ANA HACTPOMKKM BblBOAA PA3HOrO PoAa OT/NaA0UHbIX COObLLEeHNA
CUCTEMBI B LLeNsiX 06HapyKeHUa npuunH npobaem B paboTe ycTpoiictea. OTAagouHY0 MHGOPMALIMIO BO3MOXKHO
MONYYUTb OT CAEAYIOLMX MPOTrPaMMHbIX MOAY/eN yCTPOCTBa:

o MeHegxep TeneboHnn — otTBevaeT 3a paboty PpyHKUmMI IP-TenedoHnm.
e CUCTeMHbIN MeHeaKep — OTBeYaeT 3a HaCTPOMKY YCTPOMCTBA corflacHO ¢ainy KoHourypauymu.

e MeHegxep KoHoUrypaumm — oTBeyaeT 3a paboty ¢ dannom KoHoUrypaumm (UTeHne n 3anuchb B
KOHOUIYPaUMOHHbIN dain U3 Pas/IMYHbIX UCTOYHUKOB) M cbop MHPOPMaLMM MOHUTOPUHIA
yCTpolicTBa.
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AypHan TenegoHumn
BuiBog sypHana
Ownbrm
NpegynpexgeHia
OTnago4Has HHopMaLna
I HopMauHoHHbIE COOBWEHNA

YpoBeHe Tpaccuposkn SIP

OTrn4eHo

JKypHAN CUCTEMHOO MEHEIKEDA

Buisog #ypHana

Ownbrm
NpenynpesaeHin
OTnagovyHas HHopMaLna

I HopMauHoHHbIE COOBWEHNA

OTrniyeHo

JKypHan MeHeepa KoHUrypaLum

BuiBog sypHana

Ownbru
Npegynpexgeqia
OTnago4yHan HHgopMayua

I HopMauHoHHbIE COOBWEHNA

HacTtpoiika Syslog
BrAKYHTE
Pesscum
Agpec Syslog-cepeepa

MopT Sysleg-cepeepa

OTrnioueHo

Cepeep
syslog.server

514

HypHan menedoHUU

e Bbigo0 #ypHaaa — HanpaBaeHWe BbIBOAA COOBLLEHWI KypHana:

—  OMKA04eHOo — KypHan OTKNIOYEH;

— Syslog — coobuieHna BbIBOAATCA MO MPOTOKOAY Syslog Ha yAaneHHbIN
NIOKanbHbIM dain (HacTpoiiKa NPOTOKO/1a OCYLLECTBAAETCA HUXKe);
— KoHcoab — co0bLLEeHNs BbIBOAATCA B KOHCO/b YCTPOWMCTBA (HEOBXOA4MMO MOAK/IOYEHME

yepes nepexoaHnk COM-noprta);

— Telnet — cooblueHuns BbiBOAATCA B telnet-ceccuio; ana 3toro cHavyana Heobxoaumo

CO034aTb NoAKNo4YeHNe No NPOTOKONY telnet.

Huxke HaCTpaunBaeTCca T1un C006LLI,GHVII7I, BbIBOAMMbBIX B XKYPHan Te}'IECI)OHVIMZ

e OwubKu —ycTaHoBuTe dnar, ecnv HeobxoAMMO BbIBOAUTbL cO0bLLEHMA TUNA «OWNBKNY;
ecniM  HeobXxoAMMO BbIBOAWUTL COOBLLEHUA TUNa

o [IpedynpexntoeHus
«[lpedynpexoeHusa»;

— ycTaHoBuTe ¢nar,
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e Omnado4yHasa UHGopmayus — ycTaHoBuTe ¢aar, ecam HeobxoAMMO BbIBOAWUTb OTNAA0YHblE
coobleHus;

e UHGopmayuoHHble coobuwjeHua — yctaHoBuTe ¢nar, ecan  HeobxoaMMO  BbIBOAWUTL
MHGOPMALMOHHbIE COOBLLEHUS;

e YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BbIBOAA COOOLWEHMA cTeKa SIP-meHepkepa
TenedoHuu.

HypHana cucmemHo2o MmeHeodepa

e Bblgod ypHana — HanpaBaeHWe BblBOAA COOBLLEHMIA KypHana:

—  OMmK4eHo — KypHan OTKIOYEH;

— Syslog — cooblueHna BbIBOAATCA NO NPOTOKOAY syslog Ha yaaneHHbln cepsep nnbo B
NIOKanbHbIM $ainn (HacTpoiKa NPOTOKO/1a OCYLLECTBNAETCA HUXKE);

— KoHconb — coobuieHUs BbIBOAATCA B KOHCO/b yCTpoMcTBa (HEOBXOAMMO MOAKAtOYEHME
yepes nepexogHnk COM-nopra);

— Telnet — coobweHuns BbiBOAATCA B telnet-ceccuto; ana 3toro cHavana Heobxoanmo
€034aTb NOAKAOYEHME NO NpoToKoNY telnet.

Huxe HaCTpanBaETCA TUN COOGIJ.I,EHVIVI, BbIBOAMMDIX B XKYPHa/1 CACTEMHOIoO MmeHegXxepa:

e OwubKu —ycTaHoBUTe dnar, ecnm HeobxoAMMO BbIBOAUTL coobLeHMA Tuna «OWnbKn»;

e [IpedynpemodeHus  — ycTaHoBuTe ¢nar, ecam HeobxogMmO BbIBOAMTL COObGLEHUA Tuna
«[MpedynpexcoeHusn»;

e OmnaadoyHas UHGopMayus — YCTaHOBUTE ¢nar, ecan HeobXoAMMO BbIBOAMTb OT/NaA0YHbIE
coobleHus;

e UHpopmMayuoHHble coobuwjeHus — ycTaHoBuTe dnar, eciM HeobxoaMMO  BbIBOAWUTb

MHGOPMALMOHHbIE COOBLLEHUS;

MypHan meHeoxcepa KoHguU2ypayuu

e Bblgod #ypHana — HanpaBaeHWe BblBOAA COOBLLEHMIA KypHana:

—  OMmK4eHo — KypHan OTKIOYEH;

— Syslog — cooblueHna BbIBOAATCA NO NPOTOKOAy syslog Ha yaaneHHbln cepBep nnbo B
NIOKanbHbIM $ainn (HacTpoiKa NPOTOKO/1a OCYLLECTBNIAETCA HUXKE);

— KoHconb — coobuieHUs BbIBOAATCA B KOHCO/b yCTponcTBa (HEOBXOAMMO MoAKAtOYEHME
yepes nepexogHnk COM-nopra);

— Telnet — coobuieHns BbiBOAATCA B telnet-ceccuto; AnA 3Toro cHayana HeobxoAnmo
€034aTb NOAKAOYEHME NO NPOTOKOAY telnet.

Huke HacTpamBaeTcs TN COObLLLEHMIA, BbIBOAUMBIX B }KYPHaN MeHeasKepa KoHbUrypaumm:
e OwubKu —ycTaHoBUTe dnar, ecnm HeobxoaAMMO BbIBOAUTL coobLeHna Tna «OWwWnobKm»;

e [IpedynpemodeHus — ycTaHoBuTe d¢nar, ecnm HeobxoauMMoO BbIBOAUTL COOOLEHMA TUMa
«[MpedynpexcoeHusn»;

e Omnado4Hasa UHGopmayus — ycTaHoBuTe ¢aar, ecam HeobxoAMMO BbIBOAWUTb OTAAA0YHblE
coobueHus;

e UHpopmauuoHHble coobuwjeHus — ycTaHoBuTe ¢nar, ecan HeobxoAMMO  BbIBOAMUTb
MHPOPMALMOHHbIE cOObLLEHUA.
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Hacmpolika Syslog

Ecamn xoTa 6bl 0AMH U3 XKypHanoB (MeHegxepa TenedoHUU, CUCTEMHOIO MeEHeZKepa UM MeHeaxKepa
KoHdUrypaummn) HacTpoeH Ans BbiBoAa B Syslog, HeobxoamMmo BKAuMTb Syslog-areHTa, KoTopbili byaet
nepexsaTbiBaTb OT/Naf04YHble COOOLWEHMA OT COOTBETCTBYIOLLErO MeHez)epa W OTNpaBaAaTb MX AMbo Ha
yAaneHHbl cepBep, NMb0 coxpaHATb B N0KaNbHbIN dann B popmate Syslog.

e Bkawo4yume — npw ycTaHOBAEHHOM daare 3anyuieH Syslog-areHrt;
e Pexcum — pexmum paboTtbl Syslog-areHTa:

— Cepsep — vHOOPMALMA KYPHA/NOB OTMPABASETCA Ha yaaneHHbl Syslog-cepsep (3ToT
PEXMM Ha3blBAETCA «yAaNEHHbIN XKYPHaN»);

—  JloKanobHbill ¢halin — uiHPpopmaLma KypHaNoB COXPAHAETCS B IOKaNbHOM daline;

— Cepsep u ¢halin — nHbGOpPMaLMA KyPHaANOB OTNPABAAETCA Ha yaaneHHbI Syslog-cepsep u
COXpaHsAeTCcA B IOKasbHOM daine.

[anee, B 3aBUCUMOCTU OT perkmma Syslog-areHTa, 4OCTYMNHbI HACTPOMKM:

e Adpec Syslog-cepsepa — IP-agpec nnm gomeHHoe nmsa Syslog-cepsepa (HeobxoamMmo aaa pexunuma
«Cepsep»);

e [lopm Syslog-cepeepa — nopT Ana Bxoaswmx coobuweHnin Syslog-cepsepa (no ymonuyaHuio 514,
Heobxoammo ans pexunma «Cepeep»);

o Uimsa ¢alina — nma dalina ana xpaHeHus XKypHana B popmaTe Syslog (Heobxoammo ana pexunuma
«Danny;

e Pasmep ¢palina, Kb — MaKCUManbHbIA pasmep ¢alina KypHana (HeobxoAMMO ANA pexkuma
«Daiin»).
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2.6.5.4 NogmeHio «AyteHTdUKauma WEB»

MapameTpsl ayTeHTUdMKaUMm

Digest-ayTesmndukaymus WEB ¥

Mapons agMuHUcTpatopa (admin)

@

MNapone

MogTeepxaeHne

+ VISMEHWTL Naponk

Mapons HENPUBUNETMPOBAHHOIO NOML30BATENA (USer)

@

MNapone

MogTeepxaeHne

+ M3MeHuTs napons

Mapons Habnwpatena (viewer)

@

MNapone

MogTeepxaeHne

+ M3MeHuTs napons

B noameHwo «AyTeHTMdMKauua WEB» ycTaHaBAMBalOTCA MapoaM  AocTyna  aAMMHWUCTpaTopa,
HenpuBUAErMPOBaHHOro Nob30BaTeNsA U HabaogaTens.

Digest-aymenmucgpurkayus WEB (WEB Digest-authentication) — npu ycTaHoBieHHOM  dnare
ayTeHTUdMKaLMA NOb30BaATENEN OCYLLECTBAETCA B COOTBETCTBMM C aaroputmamu digest.

YcTaHOBNEHHbIE NAPOAN MCMNONL3YIOTCA AAA OOCTYNa K yCTPoWcTBy Yepe3 web-uHTepdeiic, a TakKe no
npotokonam Telnet n SSH.

Mpu Bxoze uyepes web-uHTepdeinc agMmmHUCTpPaTOP (Naposib MO yMmonyaHuio: password) MmeeT NoJsiHbIN
JOCTYN K YCTPOMCTBY: YTEHWE W 3aMUCb JIOBObIX HACTPOEK, MOJHbIA MOHWUTOPWHI COCTOSIHUS YCTPOWCTBA.
HenpuBuaernpoBaHHbIi Nosib3oBaTesib (Mapoab NO YMOIYAHMUIO: USer) MMeeT BO3MOXKHOCTb BbIMOJIHUTL TOJIbKO
ceTeBble HACTPOMKM (KpOMe HACTPOeK MOAK/YeHUA K UHTepHeT), UMeeT J0CTYyNn K MOHUTOPWUHIY COCTOSHUS
ycTpoiictea. HabnwopaTtenb (Maposib MO yMOJYAHUIO: Viewer) MMeeT BO3MOMKHOCTb TOJIbKO MPOCMaTpuMBaThb
KOH}UrypaLmto 1 aHHble MOHUTOPMHIA YCTPOMCTBA 6€3 BO3MOMKHOCTU BHOCUTb KaKMe-Mbo U3MeHeHuUs.

/ JNlorvH agmuHuctparopa: admin
JloruH HenpuBMUNErMPOBAHHOrO NO/b30BaTeNA: user
NorvH Habnpatens: viewer

e [laponb admuHucmpamopa — B COOTBETCTBYIOWME NOAA BBEAUTE NApPO/b agMMHUCTPATOPa U
noAtsepauTe ero;

[ lMaponb Herpususie2UpPOBAHHO20 M0Ab308AMEAA — B COOTBETCTBYHOLLME MONA BBeAUTE Mapo/ib
HenpumBmMAernpoBaHHONo Nosb3oBaTena N noarsepaunTe ero,

e [laponb Habawoamena — B COOTBETCTByWOWME MONA BBeAUTe naponb Habaogatena u
noAateepauTe ero.

AboHeHmckul winao3 TAU-4M.IP 95



O ELTEX

[na BCTynneHus B CMAY HOBOM KOHOUIypauum M 3aHeCeHWA HAcTPOEeK B dHEeProHe3aBMCMMYI0 NamATb
HaXXMUTE KHONKY «[TpumeHuUmMb». N OTMEHbl U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMeHa».

V Mpu o6HoBNeHUM Bepcum A0 2.3.0 1 Bbiwe Bce naponu 6yayT 3awmndposaHbl. Mpu Bo3BpaTe Ha
Bepcuio 2.1.0 n HuxKe TpebyeTca cOpPoCcUTb KOHPUTYpaLUIO YCTPOMCTBA A0 3aBOACKON.

V HauuHas c Bepcum NO 2.3.0 goctynHa PpyHKUmMA wnudpoBaHUa naponeit B paitne KoHUrypaumm
ycTpoiictBa. Npu nogrotosBke daina cfg.yaml ana aBTomaTnueckoro KoHPUrypuposaHus, ecam
TpebyeTca U3MEeHUTb OAUH U3 NAPOaEeN Ha YCTPOiicTBe, Heobxoaumo ybpaTtb ‘encrypted’ u
3apaTtb naponb. Hanpumep, 4T06bI U3MEHUTBL NAPO/Ib ANA NONb30BaTeNs admin, HY)XHO B
3HaueHuun «AdminPassword» ctepeTb ‘encrypted’ 1 3agaTb HOBbIN Napoab ‘*HOBbI Naponb™’.

2.6.5.5MoameHI0 «YnpaBneHue KoHpurypauymein»

B noameHio «YnpasneHue KoHguypayueli» BbINONHAETCA COXPaHeHWe U OOHOBAEHWE TeKyluel
KOHUrypauum.

daiinbl KoHdUrypayum

MonyJnTe apxWe KoHGUrypauum c r* Cravare
yCTpoicTea

3arpyanTe apxne KoHUrypauun Ha
YCTpoicTBO

BriGepute daiin ®aiin He BribpaH

& 3arpyauts

Cpoc Ha 3aBo4CcKWe HACTROlKN x Chpoc

Moay4yeHue KoHgu2ypayuu

YT06bl COXPaHUTb TEKYLIYIO KOHOUrypauuio YCTPOMCTBA Ha /IOKa/IbHbIA KOMMbIOTEP, HAXKMUTE KHOMKY
«CKavaTtb».

ObHosneHUe KoHgu2ypayuu

e 3azpy3ums apxus KOHghueypauuu Ha ycmpolicmeo — BblbOpP COXPaHEHHOTo Ha J1I0KaJlbHOM
KomnbtoTepe daina KoHdurypaumun. AnAa o6HOBAEHMA KOHPUrypauum YCTPOMCTBA HaXmuTe
KHOMKY «Bblbepute daiin», ykaxute dann (B dopmare .tar.gz) U HaxkMUTe KHOMKY «3arpysnTby.
3arpyKeHHasa KOHPUrypauma NpUmMeHAeTcs aBToMaTMYeckn 6es nepesarpysKku ycTpoicTaa.

e (Cbpoc Ha 3a800ckue Hacmpoliku — ana cbpoca yCTPOMCTBA K HACTpPoMKaM MO YMOAYaHUIO
Ha*KMUTE KHOMKY «C6pocy.
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2.6.5.6 NogmeHo «O6HOBNEHME NMO»

MoameHio «O6HoBneHUe [10» npeAHasHayYeHO ANA  OOHOBAEHWMA YNPaBAAIOWEN MUKPONPOrpammbl

v
TAU-4M.IP m- o admin
CeTb IP-TenedoHun IP-reneevgexnne WIS ETE]
Bpema  [ocTym  JKypHan  [1apomd  YNpaeneHWe KOHMUrypauuen Mepe3arpyska  ABTOKOH(UIYPMPOBaHWE  WMHTepdelic ynpasnelus  CepTUMMKaTh

[ONONHKTENBHBIE HACTPOWKM

OBHoBneHWe nporpamMMHore obecnedeH1s

AxTieHas sepcus MO (Tekywaa sepena M0)

Pe3epeHan BepciA MO (pesepenas sepcus M10)

0O6HosneHuUA M0 makxe 00CMyNHb! N0 adpecy: itp #eitex-co. ru/supportidownioads/

®ain oSHosnenus NO BuiGepute dharin | Q&N HE BEIOPaH

Mpu 6036pame Ha 6epCUI0 1.13.X U HLIKE, KOH(UZYPAUUS ycmpoticmea Oyoem cOpOLEHa Ha 3a800CKyi0!

AKkmueHasa sepcus 0 — Bepcus nporpaMmHoro obecneyeHus, ycTaHOBAEHHOIO Ha YCTPOMCTBE;

Mposepumb 06HOBsEHUS — KHOMKA A/ MPOBEPKM aKTyasbHOCTM BEPCUWM MNPOrPaMMHOro
obecneyeHus. C NomoLbto 3Toi GyHKLMK Bbl MoXKeTe BbICTPO NPOBEPUTL Ha/lMuMe HOBOM BEPCUM
nporpaMmmHoro obecneyeHus u, B ciyyae Heob6X04MMOCTH, BbINOJHUTL €ro 06HOB/EHUE;

PeszepsHas sepcua 0 — Bepcusa NPOrpaMmHOro obecrneyeHus, yCTaHOB/IEHHOTO HA YCTPOICTBE, Ha
KOTOPYHO MOKHO NepenTn B caydae npobnem c akTueHoi Bepcueit MO;

Coenamb akmueHoli — KHOMKa, NO3BOJIAIOLLAA CAeNaTb pe3epBHyto Bepcuto MO aKTUBHOW, OAA
aToro notpebyeTtca nepesarpyska ycTpoicTea. AKTMBHas Bepcusa O B 3TOM cayyae CTaHeT
pesepBHOA.

Dns paboTtbl dyHKUMM NpoBEPKU 06HOBNEHUA HEO6XOAMMO HaslMuMe BbIXoaa B MHTepHeT.

O6HOBUTb NporpammHoe obecrneyeHne YCTPOMCTBA MOMKHO TaKMKe BPYYHYIO, NpeaBapUTeNbHO 3arpy3mB
dann MO c canta http://eltex-co.ru/support/downloads v coxpaHuns ero Ha KomnbtoTepe. A 3TOro HakmuTte
KHOMKY «BblbepuTte dpann» B none @alin obHoeneHusA 10 v yKaxunte nyTb K paliny ynpasaatoLlen nporpammsbl B
dopmare .tar.gz.

[na 3anycka npouecca O6HOBAEHMSA HeEOBXOAMMO HaKaTb KHOMKYy «3arpy3utb dain». MNpouecc
06HOB/MIEHNA 3aliMeT HEeCKONbKO MWHYT (O ero Tekyllem craTyce 6yaeT yKasaHO Ha CTpaHuue), nocae 4yero
YCTPOICTBO aBTOMATMYECKM NepesarpysnTca.

He oTKnwouaiiTe nutaHuMe yCTpoiiCTBA M He BbLINOJIHANTE ero nepesarpysky B npouecce
we  ob6HoBneHus MNO.
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2.6.5.7 MNogmeHto «lMepesarpyska»

B nogmeHto «llepe3azpy3xka» BbINOAHAETCA Nepes3anyck yCTpouncTea.

[Mepe3arpy3ka ycTpoicTBa

= NepesarpysnTe

@

[lna nepesarpyskun yCTPOMCTBaA HaXXMMTe Ha KHOMKy «[epe3sarpy3utby». Mpouecc nepesarpyskun ycTponcTea
3aHMMaEeT NPUMEPHO 1 MUHYTY.

2.6.5.8NMogmeH0 «ABTOKOHIUTypUpOBaHUE»

B noameHio «ABMOKOHGuU2ypuposaHue»  BbINOAHAETCA  HacTpohka anroputma DHCP-based
autoprovisioning (aBTOKOHGMUIrypMpoBaHMe Ha ocHoBe npotokona DHCP) M npoTokona aBTOMAaTMYECKOro
KOHUrypmposaHmMa aboHeHTCKux yctpoiicte TR-069.

ABTOKOHUIYpUpOBaHWe Ha ocHoBe npoTtokona DHCP

MpUopUTET NapameTpoB W3 DHCP options v
Kondmrypauma

ApTomaTuueckoe obHOBNEHWE HEpH OOWYECKK T

@ain koHdurypauMm
(tftp(http)://download. server loc/config_file.cfg)

MHTepEan oBHOBNEHWA KoHGMIyPaUmK, ¢ 300

MporpammHoe obecneyeHne

ABTOMATUYECKDE OOHOBNEHWE HEpH OOUYECKH v

©aiin Mo
(tftp(http)://download. server loc/firmware file)

MuTepean obHoenenwa MO, ¢ | 3600
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ABToOKOHbUIypYipoBaHue no npotokony TR-069

Obwme

Brriounte knvenTa TR-068 @
WHTepdedic Internet v
Anpec ceppepa ACS | hitp://update.local:9595/
BrniuuTe Nepucguyeckuid cnpoe @

Mepwog onpoca, ¢ 60
3anpoc coeguHenuAa c ACS

Mma noneaceartenn acs

Mapomh | sesses
3anpoc coeOMHEHHMA C KITHEHTOM

Mma nonsaceatena admin

Mapons | s
Hactpoikn NAT
Pexai NAT STUN v
Anpec STUN-cepeepa stun. local
Mopt STUN-cepeepa 3478
MUHMMANEHBIA Nepro cnpoca, © 30

MakcuMansHeIR Nepyog onpoca, © 60

ABMOKOHuU2ypuposaHuUe Ha ocHoge npomokosaa DHCP:

e [lpuopumem napamempos U3 — AaHHbIN NapameTp onpeaenser, OTKyaa HeobXxoAMMO B3ATb
Ha3BaHMWA N pacnonokeHune Gannos KOHPUrypaLmMm 1 NPorpaMmmHoro obecrnedyeHms:

— Static settings — nymm K ¢annam KoHdurypaumm u nporpammHoro obecneyeHus
onpefenstoTcs COOTBETCTBEHHO M3 napameTpoB «@alin KoHpuaypayuu» n «Paiin MOx;
noapobHee o paboTe anropuTMa cMOTpUTE B pasaene 5;

— DHCP options — nymm K ddainam KoHoUrypauum M nporpammHoro obecneyeHus
onpegenstotca u3 DHCP-onuuii 43, 66 1 67 (ana atoro Heobxogumo gns ycnyrm MHTepHeT
BblIbpaTb NpoTokoa DHCP); nogpobHee o paboTe anropntma cMoTpuTe B pasgene 5;

o Asmomamuyeckoe 0bHo8neHuUe — ana obHoBaeHUA KoHdUrypauumn MO oTAeNbHO MOMKHO 3aaaTb
O/INH M3 HECKO/IbKMX PEeXMMOB 06HOBNEHUA:

— BbikawyeHo — aBTomaTMyeckoe o06HOBNEHME KOHOUIypauuum WaM  NPOrpaMmmHOro
obecneyeHunn yCTPOMCTBA OTKAOYEHO;

— [epuoduyecku — aBTOOBHOBNAEHME KOHOUIYpauumu WAM NpPOrpaMmHoro obecneuyeHus
yCTpoICTBa byaeT Npon3BOAMTCA Yepes 3aZaHHbIVi MPOMEKYTOK BPEMEHW;

— [lo pacnucaHuo — aBTOOBHOB/IEHWE KOHPUIypaLuuu uavM nporpammHoro obecnevyeHus
yCTpOICTBa ByAeT NPoM3BOAMTLCA B 334aHHOE BPEMs, B YKa3aHHble AHU Hegenu.
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®alin KoHguaypayuu — NOAHbIA NyTb K ¢ainny KoHourypaumm — 3agaérca B popmate URL (Ha
[aHHbIA MOMEHT BO3MOXKHa 3arpy3Kka ¢aiiiia KoHourypaumm no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > —agpec HTTP- unn TFTP-cepBepa (gomeHHoe ums unm IPv4),
< full path to cfg file > — nonHbI NyTb K daiiny KoHdUrypaumm Ha cepBepe;

ViHmepesan obHOBAEHUA KOHpU2ypayuu, ¢ — NPOMEXKYTOK BPEMEHWU B CEKyHAaX, Yepes KoTopbIi
OCYLLEeCTBAAETCA nepuoguyeckoe o6HOBAEHME KOHUrypauuu yCTPOKCTBa; Bbi6op 3HayeHus 0
O3Ha4aeT 04HOKpaTHOe 06HOB/IEHWE TO/IbKO Cpasy Noc/e 3arpy3Kn yCTponcTBa;

Bpems obHoeneHus alina KoHgueypayuu - Bpemsa B 24-yacoBom dopmaTe, B KoTopoe byaer
NpPoM3BOAMUTCS aBTOOOHOBEHWE KOHOUTYpaLmy;

JHU 06HOBMEHUA KOHGueypauuu - AHW Hedenn, B KOTopble B 3agaHHoe Bpemsa 6yaer
NpPOM3BOAMUTLCA aBTOOBGHOBAEHNE KOHUIypaL K.

®alin MO — nonHbIA NyTb K dainy nporpammHoro obecneyeHus — 3agaértcs B popmate URL (Ha
[OaHHbI MOMEHT BO3MOXKHa 3arpy3sKka ¢aina MO no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>,

roe < server address > — agpec HTTP- unu TFTP-cepBepa (aomeHHOe ums unu IPv4),
< full path to firmware file > — noaHbIi NyTh K dpariny MO Ha cepsepe;

WHmepsan o6HoeneHus [10, ¢ — NPOMEXKYTOK BpemMeHW B CEKyHAAX, 4Yepes KOoTopbIi
OCYLLECTBASETCA Nepuoamyeckoe 06HOBEHWE NMPOrPaMMHOro obecneyeHns YCTPOWCTBa; BbiIGop
3HauyeHuA 0 03HayaeT OL4HOKpPaTHOE 06HOB/IEHWNE TOJ/IbKO CPa3y MoC/e 3arpy3Ku yCTPONCTBa;

Bpema obHosneHus 10 - sBpemsa B 24-yacoBoM ¢opmarte, B KoTopoe 6yaer npoussoamTtca
aBTO06HOBNEHME NPOrPaMMHOro obecneyeHus;

JHu obHosneHus 1O - AHW Hepenu, B KoTopble B 3agaHHoe Bpema b6yaeT MNpPoOU3BOAUTHLCA
aBTOO6HOBNEHWE NPOrpaMMHOro obecneyeHums.

[JeTanbHoe onucaHWe anroputma aBTOMaTMYeckoro o6HOBAEHMA Ha OcHoBe npoTokosa DHCP
npeacrasfaeHo B pasgene 5.

AsmoKoHpu2ypuposaHue rno npomokony TR-069:

O6wwue:

Bkaoyume KaueHma TR-069 — npu ycTaHoBieHHOM ¢nare paspelleHa paboTa BCTPOEHHOro
KAneHTa npoTtokona TR-069;

NHmepdgpelic — BbIBOP MHTepdeiica, Yepes KOTopbI ByaeT BbINOAHATLCA aBTOKOHOUIypUpoBaHME
yCTpoiicTBa Ana paboTbl no npotokony TR-069. Ecnuv Ha wto3e BKAKOUEH UHMepghelic yrpasneHus,
To pgaHHaa VLAN aBTomaTuyecku OyaeT mchnosb3oBaTbcA ans paboTbl no npoTtokony TR-069.
HacTpoika Bbi6opa nHTepdeiica byaet 3ab10KMpoBaHa;

Adpec cepsepa ACS — appec cepBepa aBTOKOHPUrypuposaHua. Agpec Heobxoaumo BBOAUTL B
dopmate http://<address>:<port> mnam https://<address>:<port> (<address> — IP-agpec mau
nomeHHoe ums ACS-cepsepa, <port> — nopt cepsepa ACS, no ymonyaHuio nopt 80 ). Bo BTopom
CNyyae KAMeHT byaeT ucnosb3oBaTb 6e3onacHbii npoTokon HTTPS ana obmeHa nHpopmaumen ¢
cepsepom ACS. ACS-cepsep pupmbl Eltex no ymonyaHuio ncnonbsyet ana ceasm nopt 9595;
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e Bkawouume nepuoduyecKkull onpoc — Npu yCTaHOBAEHHOM ¢are BCTPOEHHbIN KaueHT TR-069
OCYyLLEeCTBAAET Neproauveckmnin onpoc cepsepa ACS ¢ MHTepPBaNOM, paBHbIM «[lepuody onpoca», B
cekyHAaax. Lenb onpoca - 06HapyKMUTb BO3MOXKHbIE U3MEHEHUA B KOHOUTYpaLMK YCTPOICTBa;

e [lepuod onpoca — HTepBa oTNpaBKK coobueHunii 2 PERIODIC.
3anpoc coeguHeHus ¢ ACS:
Ums nonvzoeamens, [1aposne — vma NONb30BATENSA U NAPO/b ANA A0CTYNa KavMeHTa K ACS-cepsepy.
3anpoc coegUHEHUA C KANEHTOM:

Uma nonbzoseamerns, [laposb — numa nonb3osaTena v naposnb ana goctyna ACS-cepsepa K kKameHty TR-069.

Hactpoitku NAT:

Ecnuv Ha nyTM mexay KameHTom u cepepom ACS nmeeT mecto npeobpasoBaHue ceTeBbix aapecos (NAT —
network address translation) — cepBep ACS MOXET He MMETb BO3MOXHOCTU YCTaHOBWUTb COeAMHEHUEe C
KNMEHTOM, eC/IM HE UCNO/Ib30BaTb ONpeae/ieHHble TEXHOIOMMN, NO3BOAAOLWME 3TOrO M3beKaTb. ITU TEXHONOTUN
CBOAATCA K ONpeaeneHuto KIMEeHTOM CBOEro, Tak HasblBaemoro nybnauyHoro agpeca (agpeca NAT waum no-
OPYromy — BHELHEero agpeca LWk3a, 3a KOTOPbIM YCTaHOBAEH KAWEHT). Onpeaenvs cBoi Nyb6/anYHbIA agpec,
KNMeHT coobliaeT ero cepsepy, U cepBep B JajsbHENIEM p[AsA YCTaHOB/JEHWA COEOMHEHUA C KAWNEHTOM
NCMNOJIb3YeT Y}Ke He ero /IoKasbHbIM agpec, a Nny6anYHbIN.

o Pexcum NAT — onpepenseTt, KakMm 0b6pa3om KAMEHT AO/IKEH NOJYYUTb MHPOPMALMIO O CBOEM
ny6anyHoOM agpece. BOo3MOXKHbI ciesyroLme pexnumel:

— STUN - vncnonb3oBatb npotokon STUN ans onpeaenerHnsa nybanyHoro agpeca;

— Manual — py4HOR pexkum, Korga nybanUHbIM agpec 3a4aeTcs IBHO B KOHQUrypauuu; B
3TOM pexume Ha ycTpoinctse, BblinoaHawowem ¢yHKumn NAT, Heobxoammo [ob6aBWTbL
npasuno npobpoca TCP-nopTa, Mcnonb3yemoro kaneHtom TR-069;

— Off — NAT He ncnonb3yeTca — AaHHbIA PEXUM PEeKOMEHAYETCA UCNO/Ib30BaTb TOJ/IbKO
Korga yCTpoMCTBO NoaxatoueHo K cepeepy ACS Hanpamyto, 6e3 npeobpa3oBaHna ceTeBbIX
aapecos. B aTom cnyyae ny6anYHbIN aapec COBNAZAET C IOKAbHbIM aAPECOM KANEHTA.

Mpu BbIbOpE pexkuma STUN Heobxoammo 3aaaTb Cieaytolme HacTPOIKu:

Adpec STUN-cepsepa — IP-agpec nnn pomeHHoe ums STUN-cepBepa;

Mopm STUN-cepsepa — UDP-nopT STUN-cepBepa (No ymonyaHuio 3Ha4eHue 3478);
MuHumaneHsbIl nepuod onpoca, ¢ u MakcumansHsili nepuod onpoca, ¢ — onpeaensatoT
WMHTEPBA/l BPEMEHU B CEKYHAAX AN OTMPABKM NepUoamnyecknx coobuieHnin Ha STUN-
cepBep C Le/ibto 06HapyKeHUs U3meHeHMA NybanyHoro agpeca.

Mpu BbIBOPE pexknuma Manual ny6ANYHbIN agpec KNMeHTa 3a4aeTca Bpy4YHylo yepes napametp Adpec
NAT (appec HeobxoamMmo BBOAUTL B dopmaTe IPv4).

/ ‘ DnAa KoppeKTHo paboTbl ¢ ACS-cepsepom 3a NAT MuMHMManbHbI nepuogd, onpoca STUN-cepBepa
BOMKeH 6biTb MeHbLUe, YeM MaKCUMMa/ZibHOe Bpemsa coxpaHeHus ceccum NAT-ycTpoicTBOM.

Mo npoTokosy TR-069 BO3MOXKHO MPOM3BECTM NOJHOE KOHOUIYypUPOBAHWE YCTPOICTBA, OOHOBAEHUE
nporpammHoro obecneyeHus, yteHne MHbopmaumnmn ob yctpoictee (Bepcus MO, moaens, CepUnHbIN HOMep U

T.4), 3arpy3Ky U BbIFpy3Ky Lenoro danna KoHPUrypaumm, yaaneHHyo nepesarpysky yctponcrsa (noagepKaHoi
cneundurkaumm TR-069, TR-098, TR-104).

AboHeHmckul winao3 TAU-4M.IP 101



O ELTEX

[na BCTynaeHus B CUAy HOBOM KOHQUIrypauuu v 3aHECeHWA HACTPOEK B 3IHEProHe3aBUCUMYIO MamsTb
HaXXMUTE KHONKY «[TpumeHuUmMob». N OTMEHbl U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMeHa».

2.6.5.9 NogmeHt0 «UHTepdeiic ynpaBaeHna»

MeHI0 No3BOAIAET HAaCTPOUTbL CeTEBOM UHTepdEC ANA OpraHn3aLMmn CETEBOTO YNPaBAEHMA YCTPONCTBOM,
ncnonb3ya npotokonbl HTTP, HTTPS, Telnet n SSH.

NHTepdreiic ynpaeneHns

Brnkuute wHTEpheiic ynpaenesnA ¥

Tun gecTyna Tagged v
WLANID 20

802.1P 0 v

MpoTokon DHCP v

AnbTepHatuedbit Vender (D (cnuwa 60)
Whchopmauma arenta DHCP Relay (Onuwa 82)
MepeuuHbil DNS

Bropuunen DNS

Bkaroyume uHmepgelic ynpasneHus — npu ycTaHoBNeHHOM dnare ynpas/ieHMe YCTPOMCTBOM
NpoOn3BOAMTCA Yepe3 AaHHbI MHTepdeinc;

Tun docmyna — 3aaaeT pexnum paboTbl HTepdeica:

— Tagged — paHHble nepegatoTca NHTepdencom ¢ ucnonbloBaHmem 3agaHHoro VLAN ID;
— Untagged — paHHble nepegatoTtca nHtepdeiicom 6e3 ncnonbsosaHus VLAN.

VLAN ID — naeHTuduUKaTop ANs BblaeneHua nHtepdenca B BUPTyasibHYH NOKa/IbHYIO CETb;

802.1P — npusHak 802.1P (gpyroe HasBaHue CoS — Class of Service), ycTaHaBAMBaeMbIN Ha
ucxoasawme ¢ AaHHoro uHTepdelica IP-naketbl. NMpuHMMaeT 3HaYeHus oT O (HM3WKUI NpuopuUTeT)
[0 7 (HamBbICWINI NpUOPUTET);

lMpomokos — BbI6OP NPOTOKONA Ha3HaYeHUA agpeca Ha MHTepdeic:

— Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxogMmble HacTpolikn Ha WAN-
WHTepdelic HasHavatoTcA BpydHyto. MNpu Bbibope TMna «Staticy ans pepaktmMposaHuA
CTaHYT AOCTYMHbI Ceaytowme napameTpsbi:

= |P-adpec — ycTaHoOBKa |IP-agpeca nHtepdelica ynpasaeHus;

*  Macka nodcemu — MacCKa NoAceTu uHTepdeiica ynpasnieHus;

= a3 no ymon4yaHuro — IP-agpec ceTeBOro W33 NO YyMOAYaHUIO UHTepdelica
ynpaBieHus;

=  [lepguyHsbili DNS, BmopuyHbili DNS — IP-agpeca DNS-cepBepoB, HeE06X0AMMbIX
Ana paboTbl NPOTOKO/IOB aBTOKOHOUIYPUPOBAHMA LWKO3a, HACTPOMKA KOTOPbIX
npoun3BoAMTCA Ha cTpaHuue Cuctema — ABTOKOHpUrypupoBaHue.
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— DHCP — pexxum paboTbl, Npn KoTtopom IP-agpec, macka noacetn, agpeca DNS-cepsepoB u
Apyrve napameTpbl, Heobxogumble gasa paboTbl MHTepdenca (Hanpumep, cTaTMYecKkue
MmapupyTbl), 6yayt nonyyeHbl ot DHCP-cepBepa aBTomaTnyecku. Ecam oT npoBainaepa He
yAaétca nonyumtb agpeca DNS-cepsepoB, Bbl moxeTe Ha3Ha4MTb UX BPYYHYHO B NOAAX
«lepsuuHbili DNS» v «BmopuyHseili DNS». Appeca, 3agaHHble Bpy4YHyto, OyayT MmeTb
npuvoputeT Hag4 agpecamu DNS-cepsepoB, noaydYeHHbIMK No npoTtokoay DHCP.

Ona npotokona DHCP nmeeTtca BO3MOXHOCTb 3a4aTb He0b6xoAMMmoe 3HaYeHue onunm 60.

e AnomepHamusHsili Vendor ID (onyus 60) — npn ycTaHOBAEHHOM ¢iare ycTpoiCTBO nepenaéT B
DHCP-coobuweHusax B onuum 60 (Vendor class ID) 3HaueHune 13 nons Vendor ID (onuus 60). Mpwu
nycrom nose onuusa 60 B coobeHusax npotokona DHCP He nepepgaéTtcs.

Echn dnar AaemepHamuseHsili Vendor ID (onyus 60) He ycTtaHoBneH — B onuuu 60
nepegaeTcsa 3Ha4YeHUe No yMoa4aHUIo, KOTOpoe UMeET caeaytowmnii popmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoitctea][HW:annapatHas Bepcus]
[SN:cepuitHbIi Homep][WAN:MAC-aapec nHtepdeica WAN]

[LAN:MAC-agpec nHtepderica LAN][VERSION:Bepcus nporpammHoro obecneyeHms]

Mpnmep:
[VENDOR:Eltex][DEVICE:TAU-4M.IP][HW:1.0][SN:VI23000118][WAN:A8:F9:4B:03:2A:D0]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.3.1]

o UHpopmayus azeHma DHCP Relay (onyus 82) — npu yctaHoBneHHOM dnare nossonseT 4obasuTb
8 DHCP-3anpoc:

—  WoeHmugukamop uenu azeHma (Onyus82) — nossonser AobasuTb B DHCP-3anpoc
onumio 82, nogonumio 1 - Agent Circuit ID;

—  UNoeHmugukamop ydaneHHozo aeeHma (Onyus82) — nossonsnet gobasuts B DHCP-3anpoc
onumio 82, nogonumtio 2 - Agent Remote ID.

Cnucok wucnonbsyemblx DHCP-onumit Ha Kaxaom ceteBom WHTepdelice (Internet, VolP,
Management) MOXKHO 3a4aBaTb Bpy4HYH. MHPOpMaLMa No HacTpoiKe CNMCKa NpeacTaBieHa
B NPUNOXKeHUn B.

[na BcTynneHva B CUAY HOBOM KOHOMIypauuMM M 3aHECEHWA HACTPOEK B 3HEProHe3aBMCUMYIO MamATb
HaXXMWUTE KHOMKY «[TpumeHUMb». N OTMEHbI U3MEHEHWNI HaXKMUTE KHONKY «OmmeHa».

2.6.5.10 NMNoagmeHto «CepTndUKaTtbi»

CepTudpukatbl
Tvn OGLwee UMA OpraHuzaums
KopHEBOW cepTudMEaT 192.1668.1.1 Eltex
KNMEHTCKMIA cepTudpurkaT 192.168.1.1 Eltex
WEB-ceptudurar 192.1668.1.1 Eltex Ent

MoameHto «Cepmugukamel» NO3BOAAET MNPOCMATPMBaATb, CKauMBaTb W 3arpyXaTb HA YCTPOWUCTBO
cepTUPUKaTbI 41° UCNOb30BAHUSA B 3aLMLLEHHBIX coeanHeHuax TLS.
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KopHeBoW cepTuduKkar

KopHeBoi cepTUdMKAT MCNONb3YyeTCA ANA MNPOBEPKM MNOAJMHHOCTM CepTUPMKATOB MNpU BXOAALMX

coeaAnHeHUAX. ITOT cepTUdUKAT A0KeH BbITb NOANUCAH LLIEHTPOM aBTOPM3aLIUN.

KopHeBoll ceptudukar

CepTudmkaT

CepuiHbIA HoMep

CA9F:FB:C4:A3:CC9C:4F

HepeicTeuTened go  16.06.2017
HepedcTeuTeneH nocne  16.06.2018
WmAa nonyyatens
O0wee uMa  192.168.1.1
Opranmzauns  Eltex

LONOMHUTENEHEIE AOMEHHEIE apeca  —
LleHTp aETOpHU3aLUK

Obwee uma 19216811

Opravuzauna  Eltex

OnepauWM ¢ cepTUHUKATOM

CKadaTb CepTMdHKET C yCTpoACTBA * CrauaTb

3arpyanTh CEpTUPUKAT Ha YCTPONCTED BriGepuTe cpaiin | Paiin He BbiGpaH

€ Hasag

e CepuliHblli HOMep — CepUnHbIN HOMep BblibpaHHOTo cepTUPUKATa;
e HedelicmeumeneH 0o — paTa Havyana AencTBUs cepTUPMKaTa;
e HedelicmeumeneH nocne — pata OKOHYaHUA OencTBUA cepTUdUKaTa;

e VMa nonyyamens — paHHble O noJsyyatene ceptuomkaTta (Obwee uma, OpraHusauus,
JononHuTenbHble LOMEHHbIe agpeca);

e lleHmp asmopu3sayuu — AaHHble O LeHTpe aBTopusaunn (Obwee nma, OpraHusaums).
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KnueHTckuii ceptudumkar

KnneHTcknin  ceptuduKaT uMcnonb3yeTcs nNpuM  UCXOAAWMX COeaAuMHEHUsX no npoTokoay SIP ¢
nucnonbsosaHuem TLS.

KnneHTtckuin ceptudukar

CepTudmkar
CepuiHEIA HoMep  AB45.TE84:9D:39:51.F7
HegeicteuTenes go  16.06.2017

HenencteuTened nocne  14.06.2027
Wmsa nony4aTtens

Ofwee uma 192.168.1.1
Opradusauma  Eltex

[oNonHUTENEHBIE A0MEHHBIE agpeca  —
LeHTp aBTOpHU3aLNK (CaMONOANNC AHHEIN cepTUdNKaT)

OBwee mma 19216811

OpraHnsayns  Eltex
Onepaunm ¢ cepTUrKaTom
CkayaTe CepTUUKaT C YyCTPOUCTES * Crayatb

3arpy3nTe CEPTMMUKAT Ha YCTPOICTBO BuiGepuTe paiin | Paiin He BeiGpaH
e ——
& 3arpyauThb

€ Hazag

o CepuliHblli HOMep — CepUNHbIN HOMEp BbIBPAHHOIO cepTUPUKaTa;
e HedelicmeumeneH 0o — pata Ha4vana AencTBUA cepTUdUKaTa;
e HedelicmeumesneH nocne — AaTa OKOHYaHMA AEUCTBUA cepTUDMKaTa;

e Umsa noaydyamens — [OaHHble O noJsy4yatene ceptuédukata (Ob6bwee wms, OpraHusaums,
[lononHuTenbHble LOMEHHbIE agpeca);

e lleHmp aemopu3ayuu — aaHHble O LeHTpe aBTopusaumnn (Obuwee nmsa, OpraHmsaums).
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WEB-ceptudukar

WEB-cepTudmKaT ncnonbayeTca npu AocTyne K web-KoHpUrypaTopy ycTponcTea no npotokoay HTTPS.

WEB-cepTudukar

CepTudpmkat
CepuAHbIA HoMep  BB:9D:44:EE'FC:05:25:8E
HepeWctentened oo 14.09.2016

Hegencteutened nocne  01.10.2084
WmA nony4atens

O0wWee MmA 192 168.1.1
OpraHuzaups  Eltex Ent

[oNonHUTENBHEIE AOMEHHBIE aipeca  —
LleHTp aBTOpHMZaLMK (CAMONOANNUC AHHEIA CepTHHNKAT)

Ofwee mmr  192.168.1.1

Opranusauma  Eltex Ent
Onepaynn ¢ cepTUdgnKaToM
CKadaTb CepTMMUKET C YCTpORCTEA ™ Cravatk

3arpysuTb CepTMHKET Ha YCTPORCTED BriGepuTe (aiin | $aiin He BbiGpaH
=  r 1

€ Hazag

e CepuliHblli HOMep — CepUnHbIN HOMep BblibpaHHOTro cepTUdUKATa;
e HedelicmeumeneH 0o — paTta Havyana aencTeBnUs cepTUdMKaTa;
e HedelicmeumeneH nocne — pata OKOHYaHUA OencTBuA cepTUdUKaTa;

e UMsa nonydamens — AaHHble O noaydyatene ceptudukata (Obuwee wmma, OpraHusauus,
[ononHunTenbHble AOMEHHble agpeca);

e lleHmp asmopu3sayuu — AaHHble O LeHTpe aBTopusaunn (Obwee nma, OpraHusaums).
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2.6.5.11 NoameH10 «oNoNAHUTE/IbHbIE HACTPOUKN»

B nogmeHto «ZonosHumesnsHble HACMPOUKU» MOXKHO BKAOYUTL UPNP.

UPNP

BrniouuTe UPNP - &

3apeszepsupoBanHblie VLAN ID

HavanbHbli VLAN 1D 1

KoHeuHbI VLAN 1D 6

e Bkawuyums UPnP — npwu yctaHoBneHHom ¢dnare npotokon UPnP 6yaet aktuseH. Mpotokon UPnP
NCNO/b3yeTcA HEKOTOPbIMU NPUNOKeHUAMK (Hanpumep, DC-knneHTamu, Takmmm Kak FlylinkDC++)
ANA aBTOMaTMYecKoro cosgaHua npasun npobpoca TCP/UDP-nopTtoB, WMCMOAb3yeMbIX 3TUMMU
NPUNOXKEHMAMM, Ha BblWeECToAWEM MaplpyTmsaTope. PekomeHayetca sKawountb UPnP ana
obecneveHus paboTbl cepsrcos obmeHa daiinamu B ceTu.

3apesepsuposaHHsbie VLAN ID

3apesepsupoBaHHbie VLAN ID HeobxoanMbl 4151 BHYTPUCUCTEMHbBIX HYXKA, LWAO33 U MOTYT BbITb MU3MEHEHDI
B 3aBMCMMOCTM OT Ucnonb3yemoro Ha cetn VLAN ID:

e HayvanbHbit VLAN ID — HavyanbHoe 3HayeHue uaeHTudukatopa VLAN B 3ape3epBMpPOBaHHOM
AManasoHe, NpuHMMaeT 3HavyeHus [1-4090];

e KoHeuHbih VLAN ID — HayanbHoe 3HayeHuWe uaeHTuduMKaTopa VLAN B 3apesepBMpoOBaHHOM
AvanasoHe. [aHHaa HacTpolKa HeAoCTynHa [ANA  PefaKTUPOBAHUA UM PaccYMTbiBaeTCA
aBTOMATMYECKM.

[na BCTynAeHMs B CUy HOBOM KOHOUIypauuM M 3aHECeHWs HAcTPOEeK B 3HEProHe3aBMCUMMYKD NamATb
HaXMUTe KHOMKY «[TpuMeHUMb». O OTMEHbI U3MEHEHWUI HaXKMUTE KHONKY « OmmeHa».
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2.7 MoHUTOPUHT cucTeMbl

[Ona nepexona B pexknMm "MOHUTOPUHT cMcTeMbI" Ha NaHenu cnesa BblbepuTe NYHKT «MoHUMOpUHE».

Ha HekoTOpbIX CTpaHULUAX He peasi30BaHO aBTOMaTU4YeCcKue obHOBNEHME AdHHbIX MOHUTOPUHrA

yCTpoicTBa. ANA nonyueHUa TeKylei MHGopmaLmnm ¢ yCTPOUCTBA HAXKMUTE KHONKY

2.7.1 MNMopgmeHto «HTEPHET»

B nogmeHto «MHmepHem» ocyuwecTsnAeTCcA NPOCMOTP OCHOBHbIX CeETEBbLIX HACTPOEK YCTPOﬁCTBa.

Beixon B MIHTepHeT

Mook nioYeHne K CeTH MNposogHoe

MpoTokon pocTyna DHCP

IP-agpec 192.168.1.80
JomeHHoe uMa myhostrg54.ddns.net
Cratyc D-DNS Pernctpauvs ycnewHa

£ OBHoBUTL

Bbixo0 8 UHMepHem

J ModKnueHue K cemu — cnocob noAKNKYEHNA K CeTn nepegadm OaHHbIX. HaCTDOVIKa
NOoAKNKOYEHNA NPON3BOAUTCA B pasgene Cetb — MHTepHeT:

— [lposodHoe — nNOAKAOYEHME K CeTM npoBalkfepa OCyLEeCcTBAAETCA MocpencTBOM
coeanHeHUA MeaHbIM UM ONTUYECKUM naTy-Kopaom ¢ noptom WAN;

— 3G/4G USB-modem — noaknoyeHue K CeTU nposaiaepa ocyuiecteasetca yepes 3G/4G
USB-moaem, noakntodeHHbIn K nopTy USB Ha 3agHel naHenun ycTpoiicTaa.

e [Ipomokon docmymna — NPOTOKOA, UCNONb3YEMbIN ANA AOCTYNa K ceT NHTepHeT;
e |P-adpec — IP-agpec ycTpoACTBA BO BHELLHEN CEeTH;

e IP-adpec 80 sHympeHHeli cemu riposaiidepa — IP-agpec, KOTOPbIA MUCNONb3YETCA BO BHYTPEHHEN
ceTn nNpoBaiaepa 4na AOCTyNa K OKa/IbHbIM CETEBLIM pecypcam nposanaepa.

Echn  BbibpaH crnocob noaxaloveHna «ABTOMATMUECKM MepexoauTb Ha pe3epBHbI  KaHany,
oTobparkaeTca ABa NOAKAOYEHNSA, A1 KOTOPbIX AOMONHUTENLHO BbIBOAATCA CAeayioLlme NoNs:

L] Hanu4ue ceA3u — nokasbiBaeT AOCTYNHOCTb ping-cepBepa yepe3 AaHHOe NoAK/NIYeEHUE;

e AKMuUBHOCMb — NOKa3blBaeT, 4YTo MHTepd)eﬁC ncnosab3yetca AnAa nepenayvym noab30BaTE/IbCKUX
AaHHbIX.
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2.7.2 NopgmeHio «IP-tenepoHmna»

B noameHio «IP-menegoHUA» OCYWECTBAAETCA MNPOCMOTP COCTOsHMA ceTeBoro uHTepdelica VolP,
MOHWUTOPUHT aBOHEHTCKMX KOMMJIEKTOB WM COCTOAHWSA pPernctpauuu rpynn Bbl30Ba, TECTUPOBAHUE JIMHUNA,

MOHUTOPUHT IMS.

IP-agpec 192 168.1.20

TMuHua Perucrpauua

1 001 OTEnoueHa

002 OTEMoNeHa

[¥]

& 3 003 OTEnoueHa

4 o004 OTrmcuena

==

IMOHWUTOPUHT TPYNN BI30BA

Group1 Brric=era 005
Group2 BoikniHeHa
Group3 Briknimena
Groupd BrikniyeHa

Groups BrikniHeHa
MoHWUTOPUHT IMS

MuHKA 1
Ynpaenexue c IMS Bhikne-eHo
TpExCTOPOHHAR KoHDEPeHLMS -
Yaep#aHne Boizosa -
(4147 aHUE EbIZ0E —_
MopA4aATennan MMHMA -
Homep ropauer nuHUM -
TamayT ropAsen THHIK, © -

WA yeryru "Tlepeaaya Boizoea” -

HoMEp yepes

CocToAHMe ceTeBoro nHTepdieica VolP

MOHUTCPUHT aDOHEHTCKUX KOMMNIEKTOR

NokansHbR Hcrekaer Appec
CEPEEPa  MMHMM

Hwma rpynnist CocToRHKE Hoemep Tenedona

2

Bhiknt-eEHD

CocToRHne

HeakTueHa

HeakTuena

HeakTueHa

HeakTiena

CnMcoK NHHUIA

1,34

3

Bhiknt-eHD

4

BhiknE-eEHD

CocToRHue
EbI30BE 1

‘YaaneHHbIH
aftioHeHT 1

Peructpaums
OTKNo4eHa
OTrmoseHa
OTrnueHa
OTkniodeHa

OTrniodeHa

CocTomRHue  YaaneHHbin Tect CTatMcTHra
BEbI30BE 2 afioHeHT 2 NIHHHK FX5
Tect lMoKasaTh
Tect Mokasars
Tect lMoKasarh
Tect Mokasars
HeTekaeT yepes Anpec cepespa

CocmosHue cemeso2o uHmepagetica VolP

e |IP-adpec — IP-agpec ceTeBoro uHtepdeliica ycnyrm VolP.

MoHumopuH2 aboHeHMCKUX KOMI1/1eKMo8

e JIuHusA — Homep abOHEHTCKOro KOMMN/IEeKTa YCTPOMUCTBA;

o JloKanoHobIl HOmMep — HOMep TenedJOHa 860HEHTa, 3aerrIﬂ6HHbIl\;1 3a OdHHbIM abOHEHTCKMM

NnopToMm;

e Peazucmpayus — cocToAHME perncTpaumm TenedoHHOro Homepa rpynnbl Ha NPOKCU-CepBepe:
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—  OmekaoveHa — GyHKLMA pernctpaumnmn Ha SIP-cepsepe BbiK/OYeHa B HaCTPOMKax npodpuns
SIP;

— OwubkKa — npoueaypa perucTpaLmMm 3akoHYUAacb Heygayel;

— BoinonHeHa — npoueaypa perucrTpaummn Ha SIP-cepBepe BbINoIHEHA YCNELHO.

e Vicmekaem yepe3 — BpeMA [0 UCTEUEHMUS pernctTpaunmn aboHeHTCKoro nopta Ha SIP-cepsepe;

e Adpec cepsepa — aapec cepBepa, Ha KOTOPOM NocAeAHMIA pas NpoLAa perncTpaumio aboHeHTCKas
NIMHUS;

e CocmosAHUe AUHUU — COCTOAHWE (GU3NYECKOW NUHUWU. JIMHUA MOXEeT HaxoAWUTbCA B OAHOM W3
CNeayoLmxX COCTOAHNI:

— He akmusHa — TenedpoHHana Tpybka nonoskeHa (NM60 aBOHEHTCKUI NOPT BbIKAOYEH),
HOpManbHan paboTa;

— AkmusHa — TenedoHHas TpybKa NOAHATA; B JIMHUIO BbIAAETCA CUrHAA OTBETA CTaHLMMU,
nmbo curHan KB, nnbo curHan oWwnbKU, "GO NNHUA HAaXOAMUTCA B COCTOAHUMW Pa3roBopa;

— [locebinka 6bi308a — Ha TenepoH MNOAAETCA BbI3bIBHOW CUrHaA (NpW MOCTYMN/IEHUM
BXOAALLEro 3BOHKaA);

— TecmuposaHue — 3anyLLeH NpoLecc TECTUPOBAHUA UHUMN.

e CocmosAHue 8bi308a 1, 2 — KaXkablit aBOHEHTCKMIA MOPT MOXKET 04HOBPEMEHHO NoAAepKnBaTh 40
ABYX CeaHCOB cBA3W. B gaHHOM nosne oTobpaxaeTcs COCTOAHWE BbI30Ba C COOTBETCTBYIOLMM
yAaneHHbIM abOHEHTOM. BbI30B MOMKET Hax0AUTLCA B OAHOM U3 CAeAyOLLMX COCTOAHNIA:

— Habop Homepa — ocywecTBaseTcs Habop Homepa ¢ TenedpoHHOro annapara;

— 30HAMO — BbI3OB MO KaKUM-IMOO MNPUYMHAM OTOUACA, B JIMHUIO BbIGAETCA CUTHan
«3aHATOY;

—  Ucxodawuli 861308 — OCYLLECTBNAETCA BbI3OB YAA/NIEHHOTO abOHEHTA, B JIMHUIO BbIAAETCA
curHan KrB;

—  Bxooswuli ebi308 — Ha TenedoOHHbIM MOPT MNOCTyNaeT BXOAAWMWA Bbl30B, B JIMHWUIO
Bbl4AETCA BbI3bIBHOW CUrHanN;

— Pas32080p — yCTaHOBNEHO Pa3roBOPHOE COeANHEHME C YAaNEeHHbIM abOHEHTOM;

—  BcmpeyHslli Ha yoepxaHuu — yaaneHHbli abOHEHT NOCTaBNAEH HA YAEpPXKaHUE;

—  JlokanbHbIl HO yOepHaHUU — NOKANIbHbI aBOHEHT NOCTaBAEH YAANEHHbIM Ha yAepKaHME;

— Owubka, nonoxume mpybky — B NVHWUIO BblOAETCA CUrHaN OWWMOKK. CurHan ownbku
06bI4HO BbIZAETCA MO MCTEYEHUWM TaliMayTa BblAAYWM CUTHANA «3aHATO» (HacTpauBaeTcs
OTAENbHO A8 KaXKA0M IMHMM), Koraa 3abblin NON0XKUTL TPYOKY TenedoHa.

e YOaneHHsblli aboHeHm 1, 2 — Homep TenedoHa yaaneHHOro aboHeHTa KaXK4oro ceaHca CBA3K.

e Tecm nAuHUU — MO KHOMKe TecT 3anycKaeTca Mpouecc TeCcTMpOBaHUA aboHeHTCKoW anHun. O
cTaTyce npouecca CBUAETeNbCTByeT obpaTtHbili Tamep (B ctonbue «CoCTOsAHWE JIMHUMY),
CUrHaNM3NPYOWMn 06 OoCcTaBLIEMCS BPeMeHW TecTa. Henb3s 3anycTUTb TeCcT OAHOBPEMEHHO Ha
HECKONIbKUX NNHUAX. MpodonkutenbHocTb TecTa — 80 cekyHA,. Ha Bpemsa TecTa aboHeHTCKuiA
KOMMIEKT 6/10KMpPYeTCA — COBEpLUATh U NPUHMMATbL 3BOHKM ByAeT HEBO3MOMKHO.

JNokaneHe Uctekaer Adpec CocToAHNE YaaneHHsi CocToAHNe YpaneHHsl TecT
JIMHNA PerncTpauma CoCcTOAHNE NMUHNN - -
HoMep Yepes cepBepa EbI30BA 1 AGOHEHT 1 EbI30Ba 2 AGOHEHT 2 FHHIN

1 20000 ECTb 00:06:12 192 168.16.250 { TecTMpoBaHMe (75)

Q-
Mo OKoHYaHWMK TecTa Pe3ynbTaT MOXKHO NOCMOTPETb, Ha*XaB Ha KHOMKY :......... B CTOJ'I6LI,e «Tect IMHUNY,
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PesynbTaT npeacTaBaseTca B BUAe TabanLbl U COAEPKUT cneayloline aaHHble:

[aTa Tecta

MNMocToAHHOE CTOPOHHEEe HanpAaxeHue Ha nposoae A (TIP)
MocToAHHOE CTOPOHHEe HanpAaxeHue Ha nposoae B (RING)
MNepemeHHOe CTOPOHHee HanpaXeHue Ha nposose A (TIP)
MNepemeHHOe CTOPOHHee HanpaxeHue Ha nposose B (RING)
HanpsaxeHne nuTaHna TMHUK

MonepeyHblit TOK (TOK B INHUK)

MpoaonbHbIV TOK (TOK yTeuKn)

ConpoTusneHue mexay nposogamu A (TIP) n B (RING)
ConpoTusneHue mexagy nposogom A (TIP) n 3emnén
ConpoTusneHue mexay nposogom B (RING) n 3emné
EmkocTb mexay nposogamm A (TIP) n B (RING)

EmkocTtb mexay nposoaom A (TIP) n semnéii

EmkocTtb mexay nposoaom B (RING) v 3emnéii

TenedoHHbIN annapat — MHbOPMALUA O HaAUYUKM NoakatodeHnn TA (TenedpoHHoOro annapaTa).

Mpumep pesynbTtata Tecta AUHUM 1:

Peaynetar Tecta: [TMHWA 1

Dara Tecta 12:03:35 24.12.2019
MocTosHHOS CTOpPOHHES HANpEXeHWe Ha npoBoge A (TIP) 0114405 B
MocTosHHoS CTOpOHHES HanpEkeHwe Ha npoeoge B (RING)  0.110085 B
MepemerHoe cTOPOHHES HANPEREHWE Ha npoeoae A (TIP) 0.029530 B

MepemerHoe cTopoHHEe HanpTKeHWe Ha npoeoge B (RING)  0.024119B

Hanpr:xerne NUTaHWA MHKK 51755483 B
MonepesHbid Tok 0415014 m&
MpogonbHEIR ToK 0.383402 mA
Conpomwenexwne mexgy nposcgasmu A (TIP) n B (RING) 1168946167 x0m
CONpoTWENEHNE MEXTY NpoEogom A (TIP) 1 semnéd 545 660533 xOm
ConpoTHeEneHue mexay npoeogom B (RING) W semnén 392071228 xOm
EmrocT Mesay nposoaami A(TIP)u B (RING) 50 HT

EmrocTh Mesay nposoaom A (TIP) ¥ 3emnen 50 HT

EmeocTe mexay nposoaom B (RING) 1 sesmnéd S50 Hd
TenedoHHLIR annapar He nogrmcseq

& YoanuTe ¥ JakpeITE

Cmamucmuka FXS — 0T06pa>1<aeT KOZIM4eCcTBO BXO4AWNUX N UCXOO4ALWNX 3BOHKOB, NOCTYNMUBLUUX Ha

nopT, a TaKXe nocnegHuin HabpaHHbIA Homep.
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Cratnctuka FXS NMuaua 1 %

MocneaHk HatpaHHBIA HoMEep B001
KONW4YECTED EXOZALLMY SEOHKOE

.

HKonW4ecTED MCXOARLLMK 380HK0E | 2

X 33KphITE 3 COpOC CTATHCTHKA

Moa Tabnuueir MOHUTOPUHIa abBOHEHTCKMX KOMMIEKTOB HaXOAATCA KHOMKW ANA NPUHYAUTENbHOM
perucTpauumn namM oTMeHbl pernctTpaumm BbibpaHHbIX TMHWUIA.

MoHumopuHe 2pynn 8sl308a

Vms epynnbl — Ha3BaHWe rpynnbl BbI30Ba;

CocmosHue — COCTOAHWE TPYNMbl BbI30BA: BKAOYEHA WU BbIKIOYEHa;

Homep menegoHa — Homep TenedoHa, 3aKpenaeHHbI 3a rpynnoi Bbi30Ba;

CrucoK AuHUl — CNUCOK ANHMIA (NOPTOB), KOTOPbIE BXOAAT B rpynny;

Peaucmpayus — cocTosiHMe perucTpaumm TenedoHHOro HOMepPa rpynnbl Ha NPOKCU-CcepBepe:

—  OmKayeHa — GyHKUMA pernctpaumm Ha SIP-cepBepe BbiKAOUYEHA B HAaCTPOMKax npoguss
SIP;

— Owubka — npoueaypa perucTpaLmnmn 3aKoHYNNACh Heyaadel;

— BbinonHeHa — npoueaypa pernctpauum Ha SIP-cepeepe BbINoHEHA YCNELHO;

Vcmekaem yepe3 — BpemMsa [0 UCTeUEHMSA PerncTpauum rpynnbl Bbi3oBa Ha SIP-cepBepe;

Adpec cepsepa — appec cepBepa, Ha KOTOPOM MOC/AeAHWA pa3 Mpowsia perucTpauuio rpynna
BbI30Ba.

MoHumopuHe IMS

MoHUTOpUHF IMS noKasbiBaeT COCTOAHME HEKOTOPbIX YCAYr (aKTMBMPOBAHA WAM He aKTMBMPOBAaHa) Ha
KaXaoi aboOHEHTCKOMN IMHMM, NPU YCNOBMM, YTO HA 3TOM NIMHUKM paspeLLeHo yaaNeHHoe ynpaB/ieHue ¢ cepeepa
IMS (IP Multimedia Subsystem).

YnpasneHue ¢ IMS — NOKasblBaeT, BKAOYEHO WAW HET y[aneHHoe YMpaB/ieHWe YCayramwu
aboHeHTCKoM nnHUK c cepsepa IMS (HacTpauBaeTtcs B npodune SIP, cm. nogmeHo «Mpodunm
SIP»);

TPEXCMOpPOHHAA KOHGepeHUUA — NOKa3blBAET, NMPULINAA UAN HET KOMaHZa HA aKTUBALMIO YCAyTU
«TPEXCTOPOHHAA KOHpepeHUUa» ¢ cepsepa IMS;

YOepicaHue 8b1308a — NOKa3blBaeT, MPULLAA UM HET KOMAHAA HA aKTUBALMIO YCyru «YaepKaHue
BbI30Ba» c cepsepa IMS;

OxcudaHue 8613080 — NOKA3bIBAET, MPULLAA UAN HET KOMaHAa Ha aKTUBaumio ycayrn «OxuagaHme
BbI30Ba» C cepBepa IMS;

lopAavyasa AuHUA — NOKa3bIBaeT, MpULLAA UAM HET KOMaHAA Ha akTMBaUMIO ycayrn «fopadasa IMHUA»
c cepsepa IMS;
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e Homep 2opadveli nuHUU — NOKa3blBaeT Homep TenedoHa AnAa ycnyrn «Fopavas AMHUA» B KOMaHAe
aKTMBauuu oT cepsepa IMS;

e Talimaym eopAaueli AUHUU, C — NOKa3blBaeT TalmayT Habopa gns ycnyrm «lopsyana AMHUA» B
KOMaHAe aKTuBauum ot cepsepa IMS;

e Uma ycayau «lepedaya 8bi308a» - NOKa3blBaeT 3ag4aHHOE UMsA ycayrm «lNepeaaya Bbi30Bay.

' —yc/yra akTMBMPOBaHa;

% —ycnyra He aKTMBMPOBaHa.

2.7.3 NopmeHio «Ethernet-noptbin

B nogmeHto «Ethernet-nopmei» BbINOJHAETCA MPOCMOTP cocTosHMA Ethernet-nopToBs ycTpolicTsa.

CocTosHue Ethernet-noptoe

Mopr Mogknw4exHne CropocTe Pexum MepenaHo MpwuHATO
WAN Bkn 100 MEKT/C Full-duplex 1.4 MBaiT (1 493 435 GaiT) 516.7 MBaiT (541 842 450 GaiT)
LAN Bhlkn

Z OGHOBWTL

CocmosHue Ethernet-nopmos

Mopm — Ha3BaHMWe nopTa:

—  WAN — nopt BHelHel ceTtu;
— LAN — nopT NnoKanbHOM ceTu.

. loOKnoueHuUe — cocTonHue NOoAKNKOYEHUA K AaHHOMY MOPTY:

—  BKs. — K NOPTY NOAKOYEHO CETEBOE YCTPOMCTBO (IMHK aKTUBEH);
—  BbiKa. — K NOPTY He NOAK/IOYEHO CeTeBOE YCTPOWCTBO (IMHK HE aKTUBEH).

e CKOopocmb — CKOPOCTb MOAKAHOYEHWA BHELIHEero cetesBoro ycrpoicrsa K nopty (10/100/1000
Méut/c);

. Pexcum — pexXum nepenayvyn AaHHbIX:

—  Full-duplex — nonHbIh aynnekc;
— Half-duplex — nonyaynnekc.

e [lepedaHo — KONMYECTBO NepeaaHHbIX 6alT ¢ NopTa;

e [IpUHAMO — KOANYECTBO NPUHATLIX BAWT NOPTOM.

[nsa nonyyeHus Tekylwen MHpopmaLmm o coctosiHumn Ethernet-nopToB HaxkmuTe KHOMKY « OBHOBUTBL Y.

AboHeHmckul winao3 TAU-4M.IP 113



O ELTEX
2.7.4 NopameHio «DHCP»

B noameHto «DHCP» MOKHO NOCMOTPETb CMUCOK NOAKAOYEHHbIX K LAN-MHTepdelcy ceTeBbiX YCTPOMCTB,
KOTOpbIM 6blIM Ha3HauyeHbl IP-agpeca nokanbHbiM DHCP-cepBepom, a TaKKe BpeMsa A0 UCTeyeHua apeHabl IP-

aapeca.

Cnucok DHCP-knueHTOB

MAC-agpec WUMA knnenTa IP-agpec Bpema 4o UCTEYEHUA apeHak!

®

£ OGHOBUTE

AkmugHble DHCP-apeHObi

e MAC-adpec — MAC-agpec NoAKAOYEHHOIO YCTPOMCTBA;
e UmA KaueHma — ceTeBoe UMsA NOAKIHOYEHHOTO YCTPOMNCTBa;
e |P-adpec — IP-agpec, HasHaYeHHbIV KIMEHTY U3 Nyaa afpecos;

e Bpemsa 0o ucmeyveHus apeHObl — CPOK, Yepes KOTOpPbI CTEKaeT apeHaa BblAeNeHHOoro aapeca.

Ona nonyyeHns Tekywen nHbopmaunm o DHCP-kKAneHTax HaxkmmuTe KHonKy « ObHosumeo».

2.7.5 MNMopgmeHto «ARP»

B noameHto «ARP» BbinonHsieTca npocmoTtp ARP-Tabnuubl. B ARP-Tabanue cogeputca nHbopmauma o
cooTBeTcTBUM IP- 1 MAC- agpecoB coceAHUX CETEBbIX YCTPOMCTB.

ARP-Tabnuua

IP-agpec MAC-agpec WMA KnneHTa WHTepdeiic
@

192.168.181 ABFO4B:B0OET00 WAN

102.168.18.34 14:CC:20:03:82:06 WAN

Z OOHoBMTL

ARP-mabnuya
e |P-adpec — IP-agpec ycTpoiCTBa;
e  MAC-adpec — MAC-agpec yCcTponcTBa;
e UWMms KnueHmMa — ceTeBoe UMs MOAKOYEHHOTO YCTPONCTBA;

e VHmepdelic — nHTepdelic, co CTOPOHbI KOTOPOro akTMBHO ycTponcTeo: WAN, LAN, Bridge.

Ana nonyyeHnn Tekylein MHGOPMALLMM HaXKMUTe KHOMKY «O6HOBUMb».
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2.7.6 MNopmeHI0 «YCTPOUCTBO»

B nogmeHto «Ycmpolicmeo» npusegeHa obwan nHbopmauma ob ycTpoicree.

TAU4M.IP m~  admin

WurepHer  IP-tenedioHmA  Ethermet-noptelr  DHCP ARP CPU Conntrack

MapwpyTHIaumnA WcTopuA EblzoBOE  [IMArHOCTHMKA

WMudpopmauna ob ycTpoicTee

Wanenme TAU-4MLIP
& Bepcua MO (rexkywan sepcua MNO)
1] 3aeogcron MAC-agpec AGFS4B:2A934E
o CeplifHbIA HoMED WVI4D00o045
CuctemHoe Bpems 08:16:14 16.12.2019
Bpema paboTel 2 aH, 22:51:27

UHpopmayua o6 ycmpolicmse

e U30enue — HaMMeHOBaHME MOAENN YCTPOMNCTBA;
e Bepcua 0O — Bepcus NporpammHoro obecrnevyeHns ycTponcTea;

e 3aso0ckoli MAC-adpec — MAC-agpec WAN-uHTepdenca ycTpoiACcTBa, YCTAHOB/IEHHbIM 3aBOAOM-
N3roTOBUTENEM;

o CepuliHblli HOMep — CepPUItHbIA HOMEpP YCTPOMCTBA, YCTaHOB/IEHHbIN 3aBOA0M-U3rOTOBUTE/IEM;
o CucmemHoe speMsa — TEKYLLME BPEMSA N AaTa, YCTAHOB/EHHbIE B CUCTEME;

e Bpemsa pabomel — Bpems paboTbl C MOMEHTa MNOC/AeLHEro BKAOYEHUA WAM Mepes3arpysKku
yCTpoWcTBa.
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2.7.7 NoameHio «CPU»

B nogmeHto «CPU» 0To6paKatoTca AaHHble MO UCMO/b30BaHMIO Npoleccopa.

Mcnons30Banne npoleccopa

IRG 0.00%
= system ] 5.00%
: Steal 0.00%
o

User [ | 17.0%

SoftiRQ) 0.00%

10Wait 0.00%

Idle ——— 75.0%

Nice 0.00%

Ucnonb3osaHue npouyeccopa

e |RQ- npoueHT NPoLEeCcCOpPHOro BpeMeHu, NoTpaveHHoro Ha 06paboTKy annapaTHbIX NPepblBaHUiA;
e  System — NPOLEHT UCMO/Ib30BaHMNA MPOLLECCOPHOro BPpEMEHM NpoLeccaMmum aapa;
e User — NpoLEHT UCMNO/Ib30BaHMUA NPOLECCOPHOrO BPeMEHM MOJ1b30BaTE/IbCKMMM NPOrpamMmmMamu;

e SoftlRQ — nNpoOUEHT NPOLECCOPHOrO BPEMEHM, MOTPAYeHHOro Ha 06pPabOTKy NPOrPaMMHbIX
npepbIBaHN;

e |/OWait — NpoLEHT NPOL,ECCOPHOrO BPEMEHM, MOTPAYEHHOTO Ha ONepaLmMm BBOAa;
e Idle — npoueHT He3aAeCTBOBAHHbIX NMPOLLECCOPHBIX PECYPCOB;

e Nice — NpoOUEHT WCMNONb30BaHUA MPOLECCOPHOIO BPEMEHM MNPOrpaMmamm C WM3MEHEHHbIM
NPUOPUTETOM.
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2.7.8 NopmeHio «Conntrack»

B nogmeHto «Conntrack» oTobparaloTca TeKyLLME aKTMBHbIE CeTeBble COegMHEeHMA YCTPOICTBa.

BeiBog akTMBHBIX cecchinl NAT
YMCNo AKTUBHBLIX COEIMHEHNA 18
YWCNo NOKa3aHHbIX COEAUHEHWIH 18

CnWcok coeauHeHNUi

Mpotokon Appec UCToYHKKA
TCP 192.168.27.168:60975
TCP 192.168.27.168:61004
TCP 192.168.27.168:60995
TCP 192.168.27.168:60998
TCP 192.168.27.166:60981
TCP 192.166.27.166:60984
TCP 192 168.27 166-61001
TCP 192.168.27.168:60933
TCP 192.168.27.168:60978
TCP 192.168.27.168:61007
TCP 192.168.27.166:60994
TCP 192.168.27.166:60987
TCP 192 168.27 166-60969
IGMP 0.000

uppP 192.168.1.1:41359
TCP 192.168.27.168:60990
TCP 192.168.27.168:60972
IGMP 192.168.1.1

A,DPEG Ha3Ha4YeHuA
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.6.77:80
192.168.6.77:80
192 168.6.77:50
192.168.8.77:80
192.168.8.77:80
192.168.8.77:80
192.168.6.77:80
192.168.6.77:80
192 168.6.77:50
224.0.0.22

239.255.25

@
1%}

50:1900

192.168.8.77:80

192.168.8.77:80

224001

TaimayT
24¢c

1MuH 54 C
1mMuH 24 ¢
1MuH 34 C
4d4c¢

Sdc

1muH 44 ¢
1MuH 24 C
3c

40H 23459 MUH 59 C

1MUH 14 C
1MUH 4 C
4c

6 MMH 31 C
16¢C
1MUH 14 C
1dc

9 MMH 45 C

Bbisod akmusHbix cecculi NAT

. Yucsno akmusHbix coeOuHeHul — 06u.|,ee YNCTIO0 aKTUBHbIX CETEBDbIX COG,EI,VIHEHVII‘/‘I,'

o Yucno nokaszaHHbix coeduHeHul — YnNcno coeguHEHNN, BbiBeAEHHbIX B Web-uHTepdeic. YTobbl He
CHM}KaTb NPOM3BOAMTENbHOCTb pPaboTbl web-uHTepdelica, MakCMManbHOE YUCAO MNOKa3aHHbIX
coeMHEeHun orpaHnyeHo 3HadeHnem 1024. OcTanbHble COeANHEHUA MOXHO MOCMOTPETL Yepes

KOMaHZAHYIO KOHCO/b YCTpoicTBa (KomaHaa cat /proc/net/nf_conntrack).

Cnucok coeduHeHul

pomoKos1 — NPOTOKO/, MO KOTOPOMY YCTaHOBAEHO COeANHEHMUE;
Adpec ucmoyHuKa — IP-agpec v Homep NOPTa UHULMATOPA COeANHEHUS;
Adpec HasHa4yeHuUsA — IP-aapec n Homep NopTa agpecaTa CoeaMHEHWS;

Talimaym — nepuod BpemMeHM 40 YHUUTOXKEHMA COeaNHEHUS.

Ona nonyyeHns Tekylwen MHGOPMaLUnKM HaXXMUTE KHOMKY «OBbHo8UMb».
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2.7.9 NopgmeHio «MapwpyTusauma»

B nogmeHto «Mapwpymu3sayus» oTobpakaeTcs Tabanua mapLupyTmsaumnmn ycTponcTea.

Tabnuua mapwpyTusauns

Appecar LWinw3 Macka ®narn  MeTpuka OGpalleHns OGHapykeHNA WHTepdenc
182.166.1.0 0.0.00 255.255.255.0 U 0 0 0 bro

o 182.166.10.0 0.0.00 255.255.255.0 U 0 0 0 eth1

N 0.00.0 192.166.10.1 0.0.0.0 UG 0 0 0 eth1

2 OGHOBUTL

e Adpecam — IP-agpec xocTa UNU NOACETU HAa3HAYeHMWs, A0 KOTOPbIX YCTAHOBIEH MapLIpyT;
e L3 —IP-agpec Wto3a, Yepes KOTOPbIN OCYLLECTBASETCA BbIXOA HA afpecaTa;
e Macka nodcemu — macKa noacetu;

e ®nagzu — onpefeneHHble XapaKTEPUCTMKM JaHHOrO MapuwpyTa. CywecTByloT cieaytowme
3HaueHuA P1a208:

— U - yKkasbiBaeT, 4TO MapLIpyT CO34aH M ABNAETCA NPOXOANUMBIM;

— H - yKka3bIBaeT Ha MapLIpyT K ONpeaeNeHHOM y3.y;

— G - yKa3sblBaeT, YTO MapLUPyT MNpoJsieraeT yepes BHeWwHUN wnto3. CeteBoit MHTepdeiic
CUCTEMbI MPEeAOCTaBAAET MAPLIPYTbl B CETM C MPAMbIM MNOAKAOYeHMeM. Bce npouue
MapLpyTbl NPOXOAAT Yepe3 BHelHMe Wto3bl. Grarom G OTMeYaloTCA BCe MapLlipyThl,
KpOMe MapLUPYTOB B CETU C NPAMbIM NOAKAOYEHMNEM;

— R - yKasblBaeT, YTo MapLIpyT, CKopee BCero, Hbln co3haH AMHAMUYECKMM MPOTOKOJ/IOM
MapLpyTmsaummn, paboTaloWwmMm Ha NOKaNbHOM cuUcTeme, NOCPEACTBOM MapameTpa
reinstate;

— D - ykasbiBaeT, Yto MapwpyT 6bln fobaBneH B pesynbTate MnoJsydeHUA coobuieHun
nepeHanpasneHus ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe 13
coobuweHns ICMP Redirect, mapwpyT BKAtoYaeTcs B Tabauuy mapLipyTusaumu, 4tobbl
WCKIIOYNTb NepeHanpasieHne Aaa nocaegyowmx NakeTos, NpegHasHauYeHHbIX TOMy Xe
agpecaTty. Takne mapLipyTbl oTMmeyeHbl ¢narom D;

— M - yKasbiBaeT, YTO MapLIPYT NOABEPrCA U3MEHEHUIO - BEPOATHO, B pe3ysibTaTe paboTsbl
ONHAMMWYECKOro MPOTOKO/IA MapLlipyTM3aLMM HA JIOKA/IbHOM cUCTEME U NPUMEHEHMUS
napameTpa mod;

— A -yKasblBaeT Ha bydepr30BaHHbIN MapLLpPYT, KOTOPOMY COOTBETCTBYET 3anucb B Tabauvue
ARP.

— C- yKa3bIBaeT, YTO UCTOYHMKOM MapLUpyTa ABASETCA bydep MapLlpyTM3aunmn A4pa;

— L - yKasbIBaeT, 4TO MYHKTOM Ha3Ha4yeHMA MapLipyTa ABAAETCA OAMH M3 afpecoB AaHHOro
KoMmnbloTepa. TaKuMe «JIOKa/ibHble MapLlpyTbl» CYLWECTBYIOT TONbKO B bydepe
MapLipyTM3aumm;

— B - yKa3blBaeT, YTO KOHEYHbIM NYHKTOM MApLUPYyTa ABAAETCA LMPOKOBELATENbHbIN agpec.
TakMe  «WKWpOKOBeLlaTeNbHble  MapLpyTbi»  CYWeECTBYOT ToNbKO B  bydepe
MapLipyTU3aumnm;

— | - yKasbIBaeT, YTo MapLIpyT CBA3aH C KosbLeBbiM (loopback) nHtepdelicom c uenbio nHo,
Hexkenn obpalleHne K KONbLLEeBON CeTU. Takne «BHYTPEHHWE MApLUPYTbI» CYLLEeCTBYIOT
TONbKO B Bydepe mapLupyTnsaunu;

— | - yKkasblBaeT, 4TO genTarpammol, Hanpasasemble NO 3ToMy agpecy, byayT oTBepraTbea
cucTtemolt;
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Mempuka — onpegensetr «CTOMMOCTb» MaplipyTa. MeTpuKa MCNoAb3yeTca ANA COPTUPOBKM
Ay6NMpyoLLMX MapLUPYTOB, ECAN TaKOBble NPUCYTCTBYIOT B Tabauue;

ObpauweHus — 3apUKCMpoBaHHOE YUCN0 0bpaLLeHUn K MapLpPYTY C Lieblo CO34aHUA coeanHeHUs
(He ncnonbayetca B cucteme);

Ob6Hapy»eHUA —4ncno 0bHapPYKEHUIA MapLIPYTa, BbIMOJAHEHHbIX MPOTOKOo/I0M IP;

UHmepdgpelic — umsa ceTeBoro nHTepdelica, Yepes KOTOPbIN NposieraeT AaHHbIA MapLIpyT.

[nsa nonyyeHus TekyLwen MHGOPMaLMU HAXKMUTE KHOMKY « OBHOBUTLY.

2.7.10 NMNogmeHto «UcTtopua BbI3OBOB»

B noameHto «Mcmopus 86130808» MOMHO MPOCMOTPETb CMMUCOK COBEpLUEHHbIX TeNepOHHbIX BbI30OBOB, a
TaKXe CBOAHYI0 MHPOPMALMIO NO KaXKAoMY BbI30BY.

B onepaTWBHOM NamATM YCTPOMCTBA MOMKHO cOXpaHuTb A0 10000 3anmcelt o coBepLUeHHbIX Bbi3oBax. Mpu
KonmyecTse 3anucen 6onee 10000 camblie cTapblie (BBepXy Tabauupl) yaanatorcs, n B KoHel, ¢paina gobasnarorca

HOBbIE.

3anucb

CTaTUCTUKKM B YpHaJie BbiI30OBOB HE BEAETCA NPU HY/IEBOM pa3mepe NCTopun.

DuneTp (NokaszaTts)

M- Noxanusmi
WaR HoMED

Crpannuya 1 wa il

ANMCER HA CTpaNNLE

¥ nanexHEn IP-appec BeTpeuHoR Bpeous nocTynncHus Bpews vavana OanrensHocTs CocroRume Tunewso- Mepenaso Nepenano MpwusTo MNpwHsTo
HOMER ETOPOHR [TELT T pasronopa pasromopa [TELTH s naceron Sanr nakercm Ganr
222 192.168.1.18 09:45.08 17.01.2018 ¢ remole clear nexogRuwal 232 39904 ] 10201

225 examphe.ong 09:45:08 17.01.2018 5¢ local chear soogeumMn 63 10200 206 35432

sip 182 168.1.10 08:45:21 17.01 2018 3c local chear exofmuMl 64 10213

sip 192.168.1.10 09:45:58 17.01.2018 09:46:00 17.01.2018 2c local clear BXOARUMA 98 16697 1o 18616

OnucaHue nonei TabanLbl KMCTOPUA BbI3OBOBY:

# - NopsAKOBbIN HOMEp 3anncKu B Tabauue;
JIuHUA — Homep abOHEHTCKOro NopTa YCTPOMNCTBa;
J1oKanbHbIl Homep — HoMep aboHEHTa, 3aKpenieHHbIM 3a AaHHbIM aDOHEHTCKMM NOPTOM;

YoaneHHsili Homep — HOMep yAaneHHoro aboHeHTa, C KOTOpPbIM ObIN0 YyCTaHOBAEHO TenedoHHoe
coeanHeHue;

IP-adpec ecmpeyHoli cmopoHsl — IP-agpec yaaneHHoro aboHeHTa, ¢ KOTOPbIM 6bl10 YCTaHOBNEHO
TenepoHHoOe coeanHEHE;

Bpema nocmynaeHuUs 8b1308a — BPEMA M AaTa NOCTynAeHMsA/coBepLIeHUn BbI30Ba;
Bpemsa Ha4ana paszosopa — Bpems 1 AaTta Havana pasrosopa;
JnumenbHocme pa3eoeopa — pANTENLHOCTb PA3roBopa B CEKYHAAX;

CocmosHue 8bi1308a — NPOMENKYTOYHOE COCTOAHUE nmbo NPUYnHa 3aBepLleHnA Bbl30OBa, ONMCaHUe
CTaHOBUTCA AOCTYNHbIM NPU HaBedeEHUN KypCOpPa Ha 3aNUCb COCTOAHUA BbI30Ba;
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e Tun 8bi308a — TUNM BbIZ0BA: UCXOAALMA NN BXOAALLNIA;

e [lepedaHo Nnakemos — KONNYeCTBO NepeaHHbIXx RTP-nakeToB 3a Bpems pa3roBopa;
e [lepedaHo 6ailim — Konnyectso nepefaHHbIX 6alT 3a Bpema pa3roBopa;
e [IpuHAMO nNakemos — KoNMYeCcTBO NPUHATbIX RTP-NnakeToB 3a BpemMsa pasroBopa;

e [IpuHAMoO 6alim — KONWMYECTBO NPUHATLIX BANT 33 Bpems pasroBopa.

B Tabauue MCTOpMM 3BOHKOB MOXKHO MPOM3BECTM OTOOP 3anmncei No pasIMyHbIM napameTpam. Jas aToro
HaKMUTE CCbIKY «PuabTp (NOoKaszaTb)». PUALTPALMA MOMKET NPOU3BOANUTLCA MO HOMEPY abOHEHTCKOM ANHUK,
JIOKaIbHOMY WAW yganeHHOMy Homepy, |P-agpecy BCTPEYHOM CTOPOHbI, BPEeMEeHW MNOCTYMN/eHWsA BbI30OBa,
BPEMEHM Hayana pasroBopa, COCTOAHMIO BbI3OBA M TUMY 3BOHKA. OnncaHMe napameTpos GUAbTPALLMM YKA3aHO B
onucaHuu nonem Tabanubl UCTOPUK BbISOBOB BbILLE.

Bpems nocmynneHus evi308a om/00 wnu Bpemsa Ha4yana paszeoeopd om/00 — BPEMEHHble PaMKu
NocTynneHns/cosepLieHna BbI30Ba UAN Hayana pa3roBopa B GopmaTe «YY:MM:CC A4.MM.ITIT.

[Na CKpbITUA HACTPOMKM MapamMeTpoB GpUAbTPaLMUM 3anuceit B Tabauue HaXXMUTe Ha CCbinKy Puabmp
«CKPbIMb».

[ns HacTpoMKM NapameTpoB UCTOPUM 3BOHKOB HaXXMUTE HAa CCbINKY «HacTpouTb mapameTpbl UCTOPUM
BbI30BOBY». [logpobHoe onucaHne HAcTPOMKM NapameTpoB NpuBeaeHo B pasaene 2.6.3.10 MNoameHio «ctopua
BbI30BOBY.

H o o
Mpun HaXXaTUM Ha KHOMKY npon3sonaet nepexon K Ta6nv1u,e, Ha4nHaA C NepBOU 3aMncun.

Mpy HaKkaTUK Ha KHOMKY NpoV3oMAET Nepexos, K npeablaywei CTpaHuue ¢ Tabanuei nctopum
BbI30BOB.

> . y y
an HaXaTnn Ha KHOMKY nponsonaeT nepexon K cneayroulen ctpaHuue C Ta6ﬂVILI,EVI ncropun
BbI3OBOB.

» o o
Mpun HaXXaTUM Ha KHOMKY nponsonaer nepexon K Ta6nv1u,e, 3aKaH4nBaA nocnegHewn 3anuncbHo.

CenekTop «3anuceit Ha CTpaHMLE» NO3BOJIAET HAaCTPOUTb KOANMYECTBO BbIBOAMMbIX 3anuceit Tabanupbl Ha
OZHOW CTpaHULE.
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2.7.11 NogmeHo «AMarHoCTUKa»

B noAmMEHI0 MOKHO BbINONHWUTb MPOBEPKY AOCTYMHOCTU y31a B CETU U ONpeaennTb MapwpyT clef0BaHuA

OaHHbIX.

HuarHoctuka
HazeaHue canTa google.com

HazeaHue canTa google.com

CeTeBble yTUANUTDI:

Ping — yTnuTa ANA NPOBEPKM COeaMHEHWI B ceTax Ha ocHose TCP/IP;

Traceroute — yTuanTa Ana onpeaeneHns MapLupyTos cieaoBaHUa gaHHbIX B cetax TCP/IP.

2.8 Mpumep HACTPOIKH

Moakntoumte MK K ogHomy 13 LAN-NopTOB yCTpOICTBa, MPOBOA OT CETU NpoBangepa NoaKAounTe
K nopty WAN;

B azpecHoli cTpoke 6pay3epa BBeauTe IP-aapec wntosa (no ymonyanumio 192.168.1.1);

Mpy ycnewHom MOAKAYEHUN K YCTPOMCTBY MOABWUTCA OKHO C 3aMpoCOM JIOTMHA WM Napos.
3ano/IHWUTE NOASA M HaXKMUTE KHOMKY «Bointn» (Mo ymonyaHuio normH:admin, naponb:password).

TAU-4M.IP u -

Norun:

Mapons

Ecan 3TO OKHO He MNoABWMANOCH, YGEAMTer, 4YTO B HaCTDOVIKaX CeTeBOro nogkatoyeHna Ha sawem (1K
YCTAaHOB/IEHO aBTOMATUYECKOE Noay4yeHne IP-a,u,peca.

B nautke «WMHTepHeT» HacTpamBaeTca BHelwHee coeanHeHne. Ecan TAU-4M.IP  byget
MCNONb30BaTbCA B KaYeCTBE MapLUpPyTU3aTopa — B NAUTKe «MHTepHeT» BbibepuTe 3Ha4YeHne nons
«Pexnm pabotbl» - mapwpyTtnsaTop. B none «MpoTokon» BbibepuTe NPOTOKOJ, UCMOJb3yeMblit
BALUMM NOCTABLLMKOM ycayr MIHTepHeT, u BBeAUTe HeoBXoANUMble AaHHbIE COFIACHO UHCTPYKLUAM
nposaraepa. Ecan gna noaxkntoveHna K ceTv NpoBanaepa UCNOb3YyHOTCA CTAaTUYECKME HACTPOMKK,
To B none «[1poTOKON» HYXKHO BblIOpaTb 3HaYeHue «Staticy, 3anNoNHUTL Nons «BHewHMi IP-agpec
ycTponctea», «Macka nogcetn», «lnto3 no ymonyaHuto», «MepBuyHblii DNS» 1 «BTOpUYHbIN
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DNS» - 3HaueHUa NnapameTpoB NpPeaoCTaBAAIOTCA NpoBaiaepom. [INA COXpaHEeHNA U NPUMEHEHMUSA

v
HAaCTPOEK HAXKMUTE KHOMKY .

UHTepHeT nogpoGHee
Pesum padoTel | MapwpyTusaTtop v
Mpotokon | PPPOE v

WMma nons3oeaTena | login
Mapone | sses
Service-Name | internet

Bropoi gaoctyn | DHCP v

2 -

[na yKasaHWA [OOMNONHUTE/bHLIX MAPAaMETPOB MeperauTe B PEXMM PACLIMPEHHbIX HACTPOEK, HaXKas
CCbINKY «noapobHee» (cmoTpuTe pasaen 2.6.2.1 MoagmeHto «HTEpHET»).

e Ecnu B cetn Bawero NHTepHeT-npoBanaepa ucnonbsyerca npusaska kK MAC-agpecy, Haxmute
KHOMKY «noapobHee» B NAMTKe «IHTEepHeT» 1 oTKpoiTe nogmeHto «Hactpoinka MAC-agpecos». B
pasgene «Hactponka MAC-agpeca WAN» yctaHosuTe dnar «Mepeonpegennts MAC» n BBeanTe B
none «MAC» MAC-agpec yCcTpONCTBa, KOTOPbIM paHee Obin noakntoueH K cetn UHTepHeT. Ecau
6b1n1 nogkntoueH MK, ¢ KOTOPOro Npov3BOAUTCA B AAHHbBI MOMEHT HACTPOMKA YCTPOMCTBA, TO
[,0CTaTOMHO HaKaTb Ha KHOMKY «K/a10HUposams», 4Tobbl HazHauMTb wnto3y MAC-agpec Bawero MMK.
[nAa coxpaHeHUA 1 NpUMEHEHUA HACTPOEK HaXMUTE KHONKY «puMeHuUTb».

m IP-renedorma  IP-teneBnaeHne  Cucrtema
RISl Hac Tpoiika MAG-agpecos DHCP-cepeep TNokaneHslil DNS NAT 1 npoBpoc nopTos CeTeBoM aKkpaH MapwpyTuiauua  OuHamMu4eckuii DNS SNMP

HacTpoiika MAC-agpeca WAN

MepeonpefenuTse MAC

@&

= hopMAaT: JOEL OO

CAILTIERT S % OTheHa

Ecnn TAU-4M.IP 6ypeT ncnosib3oBaTbCA B KayecTBe 2-NOPTOBOr0 KOMMYTATOpPa, TO B NAUTKE «MHTepHeT»
BblbepuTe 3HayeHne noaa «Pexum paboTbl» - MOCT. B none «IP-agpec» yKaxkute agpec, KoTopblh byget
HasHauyeH yCTPOWCTBY ANA AOCTyna K Hemy. BBeguTe macky noacetv (no ymonyanuto 255.255.255.0). Ons

COXpaHeHNA N NPUMEHEHUNA HACTPOEK Ha*XMUTE KHOMKY .
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MHTepHer

Pesum paboTel
MpoTokon

IP-appec

Macka noaceTtn
Lnto3 no yMon4aHno
MepBryHBIR DNS

BTopHYHBIA DNS

nogpoGHee
MocT v
Static v

192.166.1.1
255.255.255.0
192.166.10.1

192.166.10.1

= -

B perknme mocma wnto3 He byaeT aBToMaTUYeCKM BblaaBaTb IP-agpeca no npotokony DHCP ycTpoiictBam,

NoAKAoYEeHHbIM K MHTepdelicy LAN.

e B nautke «IP-TenedoHmA» BbINOAHAETCA BbICTpan HacTpoliKa abOHEHTCKUX NTNHUIA Ana paboTbl No
npotokony SIP. [ina atoro BbibepuTe BKNAAKY «/IMHMAY» C HOMEPOM NMHUKN, KOTOPYIO HeoBXxoanMMO
HacTpouTb. OTMETbTE NYHKT «BKAOUMTLY, BBeAUTE HOMep TenedoHa, KoTopbln byaeT Ha AaHHOM
JIMHWW, NIOTMH W Naponb Ana aBTopu3aumm Ha SIP-cepsepe. AN COXpaHEHMS U MPUMEHEHUS

v
HACTPOEK HAXKMUTE KHOMKY .

IP-TenecoHua

nogpo6Hee

NMuauAa 1 NuHnA 2 NTuHMA 3 TNudka 4 SIP

BrNHYUTE

Homep 001

AyTeHTUdhMKaumna

MMA nonb3oBaTens

Maponk

= -

Takum e 0bpasom HacTpamsaeTca abOHEHTCKan IMHUA B APYTroi BKA3AKe «J/IMHUAY.

e Bbibepute BKNaakry «SIP» B nantke «IP-tenedoHus» gns HacTpolikm napameTpos SIP. YKaxute IP-
agpec wunm pgomeHHoe wumsa SIP-cepBepa M cepBepa perucrtpaumm (npu HeobxoammocTu) B
COOTBETCTBYOWMNX Nonax. Ecnm Ha cepBepax MCNONb3YIOTCA HOMepa NOPTOB, OTAMYHble oT 5060,
TO Yepes ABOETOUME YKAXKUTE aNbTePHATMBHbIE NOPTbl. YKaxute SIP-gomeH npu HeobxoaMmocTw.
YctaHoBuTe ¢nar «Peructpauuma», ecam gas pabotbl TenedpoHUM HeobxoauMma perumcrpaums
aboHeHTOB Ha SIP-cepBepe (06bI4HO, perncTpauna Heobxogmma). s COXpaHeEHUA U NPUMEHEHUA

v
HaCTpOEeK HaXXMUTe KHOMKY .
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Ana YKa3aHnA OONOJIHUTE/IbHbIX NapaMeTpoB nepeﬁp,MTe B peXunm pacllMpeHHbIX HACTPOEK, HaXaB

IP-TenecoHua noapoGHee
TMHUA 1 JTMHWA 2 JIMHMA 3 JIMHMA 4 | SIP

SIP-NpoKCH cepeep
PErMCTRALMA
Cepeep perMcTpaumu

SIP-gomeH

3 -

CCbINKY «noapobHee» (cmoTpuTe pasaen 2.6.3 MeHro «IP-menegoHua»).

Ecan gnsa ycayrm IPTV mncnonbsyetcs otaenbHbii VLAN, nepenguTe B peXXMM paclUMpEeHHbIX HacTpoex,

Ecnn npegnonaraetca ucnonb3osaHue IP-teneBmaeHna — B nantke «IP-tenesnaeHne» oTmeTbTe
NYHKT «Bkatountb IPTV». OnAa BKAKOYEHMA BO3MOXKHOCTM nepegayn IPTV-notokos no HTTP
OTMETbTe NYHKT «BrAountb HTTP-npokcun». B none «Mopt HTTP» yKaxute nopT, KoTopblii ByaeT
MCNOMIb30BaTbCA ANA MOAKAOYEHUA BHEWHUX YCTPOUCTB K NoKanbHomy HTTP-npokcu. [Onsa

v
COXpaHeHnA N NpuUMeHEHNA HACTPOEeK Ha*XMnUTe KHOMKY .

IP-teneBuaeHne nogpoGHee

BrntounTe IPTV #

BrMioUMTE HTTP- &
MPOKCK

MopT HTTP | 1234

= -

Ha’KaB CCbI/IKY «noapobHeey», n ykaxkute ID VLAN B COOTBETCTBYHOLLEM MOJIE.

124

AboHeHmcKul wino3 TAU-4M.IP




v ELTEX

3 WMCNOJiIb3OBAHUE AONO/THUTE/NIbHbLIX YCNYT

3.1 lNMepepaya BbI3OBA

Ycnyra «lepegaya Bbi30Ba» MOMKET BbINOJHATLCA /JIOKANbHO cpeacTBamu Wto3a nmbo cpeacTsamu
B3aMMOAENCTBYIOWEro ycTponcTBa. Ecam  ycnyra  ocywecTBadeTca CpeacTBaMM  B3aMMOZLEMCTBYIOWLETO
YCTPOICTBA, TO AOCTyn K ycnyre «[lepefava Bbi30Ba» YCTAHAB/AMBAETCA Yepe3 MEHK HAcTpoeK aboHEeHTCKOro
nopta «IP-menegoHua» -> «Hacmpoliika auHuli» nytem Bblbopa 3HauyeHua «Transmit flash» B none «Pexcum
ucrnonvzosaHua flash». B 3Tom cniydae NOMMKY BbIMNOJSIHEHUS YCAYTM ONpefenseT B3auMMOAENCTByoLWee
YCTPOWCTBO.

Mpu BbINONAHEHUMM ycayrn  «[lepedaya 8b1308a» NOKANBbHO CPeACTBAMM LWAO3a AOCTYN K Hel
YCTaHaB/IMBAETCA Yepe3 MeHI0 HacTpoek aboHeHTCKoro nopta «IP-menegoHusay» -> «Hacmpolika auHul» nytem
Bblbopa 3HaueHun «Attended calltransfer», «Unattended calltransfer» nubo «Local calltransfer» B none «Pexum
ucronszosarus flash».

Ycnyra «Attended calltransfer» nossonseT BpemeHHO pPasopBaTb coeAMHeHWEe C  aboHeHToMm,
Haxo4aWMMCA Ha cBA3KU (aboHeHT A), yCTaHOBUTb coeAMHEHME C ApyrMM aboHeHToM (aboHeHT C), a 3aTem
BEPHYTbCA K NperKHemy coeanHeHuto 6e3 Habopa Homepa AMbo nepesaTh BbI30B C OTKAOYEeHNEM aboHeHTa B.

Ucnonb3oBaHue ycnyrun «Attended calltransfer»:

HaxoasAcb B COCTOAHUMU pa3roBopa ¢ abOHEHTOM A, YCTaHOBUTL €ro Ha yAeprKaHne € NOMOLLbH KOPOTKOro
oT601 flash (R), AoXKAaTbca cMrHana «OTBET CTaHUMU» U HabpaTb Homep aboHeHTa C. NMocne oTBeTa aboHeHTa C
BO3MOXHO BbIMOJNHEHWE C/IeAYHOLLNX ONepaLnuit:

e RO — oTkaoyeHMe aboHeHTa, HaxXOAALWEroCA Ha yaepsKaHuM, coeauMHeHue ¢ aboHeHToM,
HaxoAMBLUMMCA Ha CBA3M;

e R 1-oTKAoYeHMe abOHEHTa, HAaXOOALLErocs Ha CBA3M, CoeAMHeHne ¢ abOHEHTOM, HaxOAMBLUMMCA
Ha yaep:KaHuu;

e R 2-nepeKkntoyeHne Ha Apyroro aboHeHTa (cMeHa aboHeHTa);
e R 3-—KoHbepeHuus;
e R 4-nepegayva Bbi30Ba, yCTaHaB/AMBAETCA PAa3roBOpHOE coeguHeHne mexay aboHeHTamu A n C;

e R oTO60M — nepeaaya BbI30Ba, YCTaHAB/AMBAETCA PAa3rOBOPHOE COeAMHEHNE MmexXay aboHeHTamun A
ncC.

Huke Ha pUcyHKe npeacTaBieH anroputm paboTsl yenyru «Attended calltransfer»:
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ABoHeHT B wnageT
TpyBry (nepegada

BhI3OBA)

ABoreHT B paspsieaeT
‘coeguHeHue C
aboxeHTom A

(

INWVITE ”
o 100 Trying ABoHeHT A
- = YyCTaHaBAMBaeT
180 Ringing coepuMHEHUE C
z 200 OK abowHenTom B
ACK =
INVITE sendonly
ABoHeHT B crasuT
0 Rying > aBoHeHTa A Ha
200 OK receiveonly & yaepsaHue (Hamnmaer
B Flash
Ack. ;
INVITE
™ 100 Trying A6 -
" 180 Ringing ycTaHagnueaeT
COBAMHEHME C
< 2000% afionenTom C
ACK &
|
Ha ganHom grane aBoHext B mower: neperwnodarscs memay aboHerrama A w C,
uenonsaya kosmBuHalo B (Flash) 2; orBure apsoro w3 aBoHeHTOR, HENONLIYA
lewﬁnm.wonﬂ nnbo R 1; cosguruTts aBonenTtos A w C nonowkus ToyEHY.
» 100 Trying ABoHeHT B craemT
) aborenta C Ha
" 200 OK receiveonly yaepwarme
REFER (replaces)
202 Accepted o
NOTIFY Activated .
2000K
IMVITE {replaces) Ll
& 100 'Il'rflng ABOHEHT A
~ T YCTaHABNMBAET
¢ 180 W COEAMHEHME ©
200 OK abonenTom C
ACK

ABionenT C paspuizaeT ” BYE

NOTIFY Terminated

v

200 OK
BYE
200 OK

&

v
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Ycnyra «Unattended calltransfer» no3sonsetr noctaBUTb Ha yaepKaHWe aboOHeHTa, HaxoAAweroca Ha
cBA3n (aboHeHT A), ¢ nomollbio KopoTKoro otbos flash n ocyuwectsutb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Nepeaaya BbI30BA OCYLLECTBASETCA aBTOMATUYECKM MO OKOHYaHMIO Habopa Homepa aboHeHTom B.

Huxe Ha pucyHKe npeacTaBaeH anroputm paboTsl yenyru «Unattended calltransfer»:

INVITE

100 Trying ABoHeHT A
o YyCTaHaBnMBaeT
180 Ringing COBAMHEHME C

200 0K aboHenTom B
ACK

INVITE sendonly
: ABoHenT B crasnt
T
AN Ty abBonenTa A Ha
YABPHAHHE (HAMMMAET
Flash)

h 4

200 OK receiveorily

h

ACK
ABoHeHT B HaBupaer
Homep afioHedTa C W I'/ REFER (replaces)

knaper Tpydry
(Nepenaya solzoea) l\ 202 Accepted
NOTIFY Activated

200 0K

ABoHenT B pazpbigaeT ( BYE

v

v

COBOMHEHWE C 200 OK o
aBoHeHTomM A : INVITE
T

v

100 Trying ABOHEHT A
T YCTaHaBAMBaET

180 “jﬂm COBAMHEHME ©
200 OK aboHenTom C

ACK /

F

F 3

F 3

L 4

NOTIFY Terminated

200 0K l

Ycnyra «Local calltransfer» no3sonseT caenatb nepesady Bbi3oBa BHYTPU LW03a 6e3 0TNPaBKKU BHELLUHErO
coobuieHns REFER B Tom cnyyae, ecnm aboHeHT C aBAseTca IoKanbHbiM aboHeHToM TAU-4M.IP, n BbI30B €ro
6bl1 Npou3BeAEH HanMpsaMylo B 06xo4 NpoKcu-cepsepa. Ecam e aboHeHT C sBaseTcA BHEWHWM abOHEHTOM
nMb0o NoKanbHbIM, HO OH Bbla BbI3BAH Yepes NpPoKcu-cepsep, ycayra «Local calltransfer» paboTaeT Tak e, Kak
Attended calltransfer», To ecTb nepegaya BbI30Ba OCYLLECTBAAETCA MOCPEACTBOM OTNPaBKM aboHeHTy B
coobueHnsa REFER.
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3.2 YBeaomneHue o NoCTynsieHnn HoBoro Bbi3oBa — Call Waiting

Ycnyra nossonset aboHeHTY, NPWU 3aHATOCTU ero TesiedpOHHbIM Pa3roBOPOM, C MOMOLLLIO ONpeaeneHHOro
CUrHana NoyuymTb OMNOBELLEHNE O HOBOM BXOAALLEM BbI30OBE.

Monb3oBaTesnb, MPU MOAYYEHMU OMOBELLEHNUA O HOBOM BbI30BE, MOMKET MPUHATbL WAU OTKAOHUTb
0XWAatoLLMIA BbI3OB.

JocTyn K ycnyre ycTaHaB/AMBAETCA Yepe3 MEeHI0 HAaCcTPoeK aboHEHTCKOM IMHUKM NyTem Bblibopa 3HaYeHus
«Attended calltransfer», «Unattended calltransfer» nu6o «Local calltransfer» B none «Pexum ucrnonb3oe8aHus
flash» v yctaHoBKM dnara «OxcudaHuUe 861308a».

Mcnonb3oBaHue ycayru:

B cocTtosiHMM pa3rosopa M NoyYeHMA MHAUKALMK O NOCTYMNAEHUN HOBOrO BbiI30Ba BO3MOXHO BbIMO/HEHME
cneayoLLmMx onepauuii;

e R 0O-—o0TKas OT HOBOTO BbI30OB3;
e R 1—-nNpuHATb OXNAAIOLLNIN BbI3OB;
e R 2—nepekntoyeHMe Ha HOBbIV BbI30B (CMeHa aboHeHTa);

e R -—KopoTkuit otboii (flash).

3.3 TpexcTtopoHHAA KOHpepeHuma

TpexcTopoHHAA KoHbepeHUUA — ycayra, obecneynsaroLLan BO3MOXKHOCTb O4HOBPEMEHHOIO YCTaHOBIEHMA
TeNedpOHHOro CoeaMHEHUs MeXKay Tpemsa aboHeHTamu. Mepexos B pexnm KoHdepeHUUn ocyecTBAseTcs no
Ha*KaTuio Knasui R 3 (onucaHo B pasgene 3.1 MNepeaaya BbI30Ba).

ABOHEeHT, cobpaBLNit KOHbEPEHLMIO, ABAAETCA €e MHULMATOPOM, ApYrue ABa abOHEHTa — ee y4acTHUKaMu.

Bo3MOXHO ABa pexunma paboTbl TPEXCTOPOHHEW KOHdEpEeHUMWU: /IOKaNbHbIA M yAaneHHbln. B nepsom
pexxume KoHdepeHuma cobupaeTca OKaibHO abBOHEHTOM-UHMLMATOPOM, BO BTOPOM — KOHdepeHums
YyCTaHaBAMBAETCA C NOMOLLBIO YAANNEHHOTO CEPBEPA, TAK HA3blBAEMOTO cepBepa KoOHbepeHLMH.

3.3.1 JloKanbHaA KOHdepeHuuA

B pernme KoHdepeHUMM HaxkaTe KopoTkoro otbosa flash mHuumaTopom wurHopupyetca. CoobuieHus
NPOTOKONA CUTHaNU3aLMK, MNPUHATbIE OT YYACTHMKOB M NEepeBOAALLME CTOPOHY WHULMATOPA B PEXUM
yAepKaHuA, NpUBOAAT K BbIBOAY 3TOTO YYaCTHMKA U3 KOHOEPEHLMU, NPU STOM MHULMATOP U BTOPOI YYACTHUK
nepeKYaTea B COCTOAHME 0ObIYHOIO ABYCTOPOHHErO Pa3rosopa.

KoHdepeHuus paspyluaeTca, ecin ee NOKMAAET UHUUMATOP, 06OMM y4yacTHUKAm Npu aTom bByaeTt nepesaHo
coobueHne otbona. Ecim KoHdepeHLMo NOKNZAET Nt0O60M U3 YYaCTHUKOB, TO €e MHULMATOP U BTOPOM YYaCTHUK
NepeKkaoyaTcs B COCTOAHWE OObIYHOTrO [ABYCTOPOHHEro pasroBopa. KopoTkuii otboit flash npu 3tom
obpabatbiBaeTca Kak onucaHo B pasgenax 3.1 MNepenaya Bbi3oBa M 3.2 YBeAOM/IEHME O NOCTYNJ/IEHUN HOBOFO
BbI3oBa — Call Waiting.
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Ha pucyHKe HMXKe npeacTasieH anropmutm BbiNoAHEHUA yeayrn «3-way conference» nokanbHo aboHeHTOMm B

no npotokony SIP.
_ VHULIMATOP YYACTHUK 2

: INVITE .
| 100 Trying | WHuupmatop
o " | ycraHasnueaet
180 Ringing > coeauHeHue ¢
200 0K Al !| yyacTHukom 1
ACK
INVITE sendonly
100 Trying |\ MHuumaTop cTasut
) i | yuacTHuka 1 Ha
200 OK receiveonly ol | voepwanue (Hamumaer
ACK /| Flash)
INVITE

< 20 Ty \ MHuumaTop

o 180 Ringing | ycTaHasnuMeaer

N T [ coeauHeHue ¢

< ."I Y4aCTHUKOM 2
ACK /

WMHuumatop Hamumaer flash 3 - INVITE (sendrecv)
cobupaeT KOHPEPEHUMIO. . v .
Yaacthuk Lnpuatom || 200 OK (sendrecv) .
CHUMAETCA C YAePKAHUA. 200 OK

BYE .

< YyacTHuK 2 nowuaaer

200 OK i ) koHbepeHumio
BYE
WMHuumaTop paspoiBaeT f
coeguHeHue \ 200 OK >
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3.3.2 YpaneHHasa KOHepeHuusA

YpaneHHasa KoHdepeHumMa paboTaeT no anroputmy, onmcaHHomy B RFC4579. OcobeHHOCTb anropmutma
COCTOUT B TOM, 4TO no Haxatuto flash+3 aboHeHT-MHULMATOP yCTaHaBAMBAET COEAMHEHWE C CEPBEPOM
KOHbepeHLMM (Ha3biBaeMbIM TaK»Ke GOKYCOM), Nocae Yero NnpocuT GoKyc yCTaHOBUTb COEAUHEHME C ABYMA
APYTUMM YYaCTHUKAMM KOHPepeHUUKn. HuKe Ha pUCyHKe AeTasibHO M306parkeH anropmuTm paboTbl.
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MHWLMaTop NpocuT |
cepsep ycTaHOoBUTL |
coeguHeHve ¢ |
|
aboHeHTOM B |
\
\

Bye

A

200 OK

REFER sip:Conf-1D Refer-To:B >
< 202 Accepted F2
 NOTIFY (Trying) F3
200 0K F4 >
INVITE Contact:Conf-ID;isfocus F5
180 Ringing F6 ’
200 OK F7
ACK F8 >
< NOTIFY (OK) -TP
200 OK > SUBSCRIBE sip:Conf-ID
200 OK N
NOTIFY :
200 OK -
< NOTIFY (OK)
200 OK >
Bye
200 OK

v

\
| YCTaHaBauBaet

‘ coegunHeHue C
| aboHeHTOM B

" Cepsep
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4 A/NTOPUTMbIl YCTAHOB/IEHUA COEOAUHEHUA

4.1 Anroputm ycnewHoro Bbi3osa no nporokony SIP

MpoTtokon SIP (Session Initiation Protocol) — npoTokon ycTaHOBNeHMA ceaHca obecneynBaeT BbiNoHEHME
6a30BbIX 33434 YNpaB/ieHUs BbI3OBOM, TAKUX KaK OTKPbITUE 1 3aBEPLUEHUE CeaHca.

MpoTokon SIP onpeaensaeT 3 OCHOBHbIX CLLEHAPWUA YCTaHOBNEHWNA COEAMHEHMA: MEXAY NO/Ib30BATENAMMU, C
y4yacTMeM MpOKcK-cepBepa, C y4vyacTMeM cepBepa nepeagpecaumn. OCHOBHble anropuTMbl YCTAHOBAEHMUA
coeguMHeHna onucaHbl B AoKymeHTe IETF RFC 3665. B pgaHHOM pasgene npuseaeH nNpumep CueHapua
YCTAHOBNEHUA COEANHEHUA NO NPOTOKOAY SIP mexay ABYMA LWO3aMM, KOTOPbIM 3apaHee M3BeCTHbI IP-agpeca

Apyr apyra.

ABOHeHT A ABoHeHT B

o

INVITE
100 Trying
180 Ringing
200 OK
ACK
BYE
200 OK

OnuncaHue anroputma:

1. A6OHeHT «A» BbI3blBaeT aboHeHTa «B».

LLinto3 aboHeHTa «B» NpuHAN KOMaHAy Ha 06paboTKy.

A6oHeHT «B» cBoboaeH. B 3TOT MOMEHT Ha annapat aboHeHTa «B» BblgaeTtca «llocbliKa Bbi30Ba»,
a aboHeHTY «A» — «KOHTPO/1b MOCbIIKM BbI3OBa».

ABOHEHT «B» OoTBEYaeT Ha BbI3OB.

LLnto3 aboHeHTa «A» NOATBEPXKAAET YCTaHOBAEHME CeCCUN.

OT60i1 aboHeHTa «A», abOHEHTY «B» BblAaeTCA aKyCTUYECKMI CUTHAN «3aHATOY.

LLinto3 aboHeHTa «B» noaTeepyaaeT NPUHATYIO KoMmaHay oTbos.

wn

Nouwuvas
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4.2 Anroputm Bbi3oBa ¢ yyactmem SIP npoKcu-cepsepa

B OgaHHOM pasgene OMNUCbIBAeTCA CLEHAPMIN YCTAHOBAEHUA COEAMHEHUA MeXAy ABYMSA LWA3amu C
yyactmem SIP npoKcu-cepsepa. B aTom ciyyae Bbi3biBatowWwmi w03 (aboHeHT A) AoMXKeH 3HaTb NOCTOAHHbIN
agapec aboHeHTa 1 IP-aapec npokcu-cepeepa. SIP npokcu-cepsep obpabatbiBaeT coObLLEHUA, NONYYEHHbIE OT
«aboHeHTa A», BbINOAHAET MOMCK «aboHeHTa B», mpurnallaetT K ceaHCy CBA3WM W BbINOAHAET YHKLMK
MapLpyTU3aTopa Mexay ABYMSA LWA03aMu.

ABOHEHT A

SERVER

g
Q

ABOHeHT A 3anpawusaeT Register

ABTOpU3aunio

Register AbBoHenT B 3anpawmusaert

401 Unauthorized \
401 Unauthorized ABTOPU3ALMIO

&

Register

200 OK

ABOHEHT A perucTpupyerca c

Register
aBTOpu3aumnen

ABOHEHT B perucTpupyeTcs ¢

200 OK > f aBTopu3aumen
INVITE
SIP-cepaep Tpebyer ‘40? Proxy authentication required
ayTeHTUPHKALMIO ACK
BbizoB { ‘ INVITE
ayTeHTHhUKaumein : = 100 Trying
INVITE A
100 Trying
180 Ringing
180 Ringing

200 OK
200 OK

ACK

ACK

v

BYE
BYE

200 OK
200 OK

OnucaHue anropuTtma:

Pernctpauusa Ha SIP-cepsepe.

1. A6oHeHT «A» 1 aboHeHT «B» peructpupytoTca Ha SIP-cepsepe.

2. SIP-cepBep 3anpawmnBaeT aBToOpMU3aLmIo.

3. AGOHeHT «A» 1 aboHeHT «B» peructpupytotca Ha SIP-cepBepe c aBTopM3aLmeit.

4. OrteeT SIP-cepBepa 06 ycnewHol perncTpaumnm.

5. AGOHeHT «A» Bbi3blBaeT aboHeHTa «B».

6. 3anpoc ayteHTudUKaumm ot SIP-cepsepa.

7. LWnto3 aboHeHTa «A» NoaTBEPKAAET NPUHATYIO KOMaHAY HA 3aNpPOC aBTOPU3aLMM.
8. A60HeHT «A» Bbi3blBaeT aboHeHTa «B».

9. SIP-cepBep NpuHAN KOMaHAY Ha 06PaboTKYy.

10. SIP-cepBep TpaHC/AMpPYeT 3anpoc BbiI30Ba aboHEHTOM «A» aboHeHTa «B».

11. Wnto3 aboHeHTa «B» NpUHAA KOMaHAy Ha 06paboTKy.

12. A6boHeHT «B» cBobogeH. B 3TOT MOMeHT Ha annapaT aboHeHTa «B» Bblgaetca «locbinka

BbI30Ba», a aBOHEHTY «A» — «KOHTPOb NOCLINKM BbI30BaY.
13. ABoHeHT «B» oTBeYaeT Ha BbI30B.
14. Wnto3 aboHeHTa «A» NoATBEPNKAAET YCTAHOBIEHUE CECCUM.
15. OT6oi aboHeHTa «A», aBOHEHTY «B» BblAaeTCs aKyCTUYECKUIN CUrHAN «3aHATOY.
16. LWnto3 aboHeHTa «B» noaTBepKAaeT NPUHATYIO KOMaHAy oT6os.
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4.3 AnropuTm Bbi30Ba C yuacTUEM cepBepa nepeagpecaumnm

B AaHHOM pasgene OMNUCbIBAeTCA CLEHApUit YCTAaHOBMEHUA COeAMHEHMS MeXA4y ABYMA LWA3aMKU C
yyacTMem cepBepa nepeagpecaunn. B stom ciyyae Bbi3biBalowmin W03 (aboHeHT A) camocToATenbHO
yCTaHaBAMBaET cOeANHEHUNE, a CepBep nepeaapecaumm AMwb peannsyet npeobpasoBaHMe NOCTOAHHOTO agpeca
Bbi3blBaemoro aboHeHTa B ero TeKylwui agpec. Agpec cepsepa nepeagpecaumy aboHeHT nonydvaer oT
aAMMWHKUCTPATOPa CeTH.

AboHeHT A

nepeagpecaLum

&

g

1 INVITE

7 | 100 Trying

3 |« 302 Moved Temporarily

4 ACK

5 INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A 1

Onucanue aIropuUTMma:

1. AGoHeHT «A» Bbi3blBaeT aboHeHTa «B». Bbl30B HanmpaBAdeTca Ha cepBep nepeagpecaupmn c
MHbopMaumen 06 agpece BbI3bIBAEMOro aboHeHTa.

2. CepBsep nepeagpecaunn NpUHAA KOMaHAY Ha 06paboTKy.

3. CepBep nepeagpecaunn 3anpocnn MHGOPMaUMIo O Tekyllem agpece aboHeHTa «B» y cepsepa

MecTonoNoXeHuA. MNMonyyeHHaa nHopmauma (TEKYLMIN agpec BbI3bIBAEMOTO NO/Ib30BATENA UM

CMUCOK 3aperncTpmMpoBaHHbIX afpPecoB Bbi3blBAEMOro MoJsib30BaTens) nepenaercs B coobuieHnn

«302 moved temporarily» aboHeHTy «A».

LLinto3 aboHeHTa «A» NOATBEPKAAET NPMEeM OTBETA OT CepBepa Nnepeaapecaumu.

ABOHEHT «A» HaNpPAMYIO Bbl3blBaeT aboHeHTa «B».

LLnto3 aboHeHTa «B» NnpuHAN KOMaHAy Ha 06paboTKy.

ABoHeHT «B» cBob60AEeH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» BblgaeTca «ocblKa BbI30BaY,

a aboHeHTy «A» — «KOHTPO/1b NOCbINKM BbI30Ba».

8. AB6OHeHT «B» 0TBEYaeT Ha BbI30B.

9. LUWnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOBIEHWNE CECCUN.

10. OT6oi1 aboHeHTa «A», aBOHEHTY «B» BblAaeTCcA akyCTUYECKNI CUTHAN «3aHATO».

11. Wnto3 aboHeHTa «B» noaTBEpPrKAAET NPUHATYIO KOMaHAY 0TH0A.

Nouve
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5

ANTOPUTM PABOTbl ABTOMATUYECKONO OBHOB/IEHWA YCTPOMCTBA HA OCHOBE
MPOTOKOJ1A DHCP

Cete  IP-tenedoHnAa  |P-TeneEngeHne [ Twi="E]

Bpemn  [foctyn AHypHan AyTeHTHdMkauwa WEE  YnpaeneHWe roHdMrypaumen OSHoeneqwe MO Mepesarpyaka Ay e o st

WHTepdeic ynpaenetua  CepTHoMKaTH DomonHHTENbHEE HACTPOHEN

ABTOKOH(DUIYPUPOBAHWE Ha OCHOBE npoTokona DHCP

MpUOPHTET NapameTpoe 1S Static settings v
Kondmrypauma
o ABTOMETHHECKDE 0OHOENSHWE Mepuogu-ecen T
Dk KOHEHrYDALMA {tftp(http).'download serverleciconfig_file.cfg)
MuTepean oSHOBNEHMA KOHEHMIYPaLMK, C© 300
MporpammHos obecneYeHue
ABTOMATHHECKDS OOHOENSHWE Mepyoguyece v
Sann Mo {tftp(http)-'dovwnload server locHirmware file)
WuTepean oSHOBNEHHA MO, © 3600

Anroputm paboTbl Npoueaypbl aBTOMATUYECKOTO 06HOB/IEHWNA YCTPOMCTBA OMNPesenseTca 3HaYeHmem
napametpa «/Tpuopumem napamempos us».

Ecnun BbibpaHo 3HayeHue «Static settings», To u3 napameTpoB «@alin KoHguaypayuu» n «Palin MO»
onpegensieTca MojHbIA NyTb (BKAOYAnA NPOTOKOA AOCTyna W afapec cepsepa) K ¢ainam KoHourypaumum m
nporpammHoro obecneyeHus. MNMonHbli NyTb yKasbiBaeTcs B popmate URL (nopaeprkMBatoTCcA NPOTOKOAbI
HTTP n TFTP):

<protocol>://<server address>/<path to file>, rae

<protocol> — npoToKon, Mcnonb3yembln ANA 3arpy3ku cooTeeTcTBylowero ¢aina c cepsepa
(noapepxxuBatorca npotokobl HTTP n TFTP);

<server address> — agpec cepBepa, C KOTOPOro HeobXoAMMO 3arpy3uTb ¢pain (JOMeHHoe UMSA UK
IPv4);

<path to file> — nyTb K dpainny Ha cepsepe.

B URL gonyckaeTca MCNonb3oBaHME CAeAylolMX MaKpocoB (3ape3epBMpPOBaHHble C/0Ba, BMECTO
KOTOPbIX YCTPOWCTBO NOACTaBAAET ONpeae/ieHHble 3HaYeHUs):

SMA — MAC address — BmecTo gaHHoro makpoca B URL ¢aitna ycTpoicTBo noactaBaseT cobcTBeHHbIN
MAC-agpec;

SSN — Serial number — BmecTo gaHHoro makpoca B URL daitna ycTpoicTso noacrasaseT cobCTBEHHbIN
CEPUMNHbIN HOMEDP;

SPN — Product name — BmecTo AaHHOro makpoca B URL ¢daiina ycTpoicTBO noactasnseT HasBaHue
mozenu (Hanpumep, TAU-4M.IP);
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SSWVER - Software version — BmecTo gaHHoro makpoca B URL ¢aiina ycTpoincTso noacrasnsetT Homep
BEPCUU NpOorpammHOro obecrneyeHus;

SHWVER — Hardware version — BmecTo gaHHoro makpoca B URL daitna ycrpoictso noacrasnser
HOMep annapaTHOM BEPCUN YCTPOMCTBA.

MAC-agpec, cepuiiHblii HOMep 1 Ha3BaHUE MOZE/IM MOXKHO y3HaTb Ha CTPaHMLLEe MOHUTOPUHIa B pasaese
«YcTpoiicTBOY.

Mpumepsbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/tau4m/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm u .4,

Mpn 3TOM AonyckaeTcAa onyckaTb HekoTopble napametpbl URL. Hanpumep, daiin KoHUrypaumm MoxHO
3a4aTb B TaKom popmare:

http://192.168.18.6
nnu
config_taudm.cfg

Echm mn3 URL-daiina KoHdurypauum mam nporpammHoro obecrnevyeHua He yaaétca U3Bevb Bce
Heobxoanmble AnA 3arpysku darina napameTpbl (MPOTOKOA, agpec cepBepa UK NyTb K danay Ha cepeepe),
byneT npousBeseHa MOMbITKa U3BAeYb Hen3BecTHbIM napameTp ns DHCP-onumin 43 (Vendor specific info)
unu 66 (TFTP server) n 67 (Boot file name), B cnydae ecnm B ycnyre MHTEPHET yCTaHOBAEHO NOAyyYeHUE
agpeca no npotokony DHCP (dopmat n aHanns DHCP-onuuit 6yaet npusenéH Huke). Ecan s DHCP-onuumii
He MoJiyyaeTca M3BNEYb HeAoCTalowWwMi napameTp, OyaeT MCNoib30BaTbCA 33afaHHOE 3HAyYeHue Mo
yMoJl4aHuto:

e Ans npotokona: tftp;

e ans agpeca cepsepa: update.local;

e ansA umeHu danna KoHourypauymm: taudm.cfg;

e ANA MMeHM daina nporpammHoro obecneyeHua: taudm.fw.

Takum obpasom, ecam nona «Paiin koHpuaypayuu» n «®aiin MNO» ocTaBUTb NYCTbIMM, U NO NPOTOKONY
DHCP He 6yaeT nonyyeHbl onuumn 43 unm 66, 67 ¢ ykasaHMemM MecTonosoxKeHua 3tux ¢ainnos — URL dalina
KOHuUrypaummn byaet umeTb BUA;:

tftp://update.local/taudm.cfg,
a URL ¢aina NO:
tftp://update.local/taudm.fw.

Ecnn BblbpaHo 3HadyeHue «DHCP options», URL ¢ainos KoHdurypaumm n nporpammHoro obecneyeHus
ussnekatotca n3 DHCP-onuuii 43 (Vendor specific info) nan 66 (TFTP server) n 67 (Boot file name), ansa yero B
ycayre UHTepHeT A0MKHO 6biTb YCTaHOB/IEHO NOAyYeHUe aapeca no npotokony DHCP (popmat n aHanus DHCP-
onuuin byaet npueeaéH HuxKe). Ecnn 3 DHCP-onuuii He yaaeTca onpeaenntb Kakoi-HMbyab napameTtp URL —
[ONA HEero UCNoJIb3yeTcA 3aZlaHHOE 3HaYEeHME N0 YMONYAHUIO:

e Ans npotokona: tftp;
e Ans aapeca cepBepa: update.local;
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e AnA umeHn panna KoHourypaumnm: taudm.cfg;
e ANnsA umeHu paina nporpammHoro obecneyenus: taudm.fw.

dopmart onuum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5]|<server_url>|6|<config.file>|7|<firmware.file

1 - Kop afpeca cepsepa aBTOKOHOUIYPMPOBaHUA No NpoToKoay TR-069;
2 - Kog, ANnA yKasaHus napameTpa Provisioning code;
3 - Ko4, UMEeHM N0Nb30BaTeNA ANA aBTOpU3aLmMKn Ha cepeepe TR-069;
4 - Kog, naponAa Ana asTopusaumm Ha cepsepe TR-069;
5 - Ko, agpeca cepsepa; agpec cepsepa 3agaerca B popmate URL: tftp://address uam http://address. B
nepBoMm BapuaHTe yKasaH agpec cepsepa TFTP, Bo BTopom — HTTP;
6 - Ko4 UMeHU dalina KoHPUrypauum;
7 - ko4 umenu daiina No;
"|" - obsA3aTeNbHbIN Pa3AeNUTENbHbIN CUMBON MEXAY KOAAMM U 3HAYEHUAMU NOAONLNNA.
' DOna asTokoHUrypupoBaHua no npotokony TR-069 nogonuuun 1, 3 u 4 6yayT npumeHATbCA, KOrpa
B pa3genie aBTOKOHPUrypupoBaHMa Ha ocHoBe npotokona DHCP 6yaer BblbpaH npuopuTteT U3
DHCP-onuun.

Anroputm onpegeneHua napametpos URL ¢aitnos KoHdpurypaumm u nporpammHoro obecneueHusa us
DHCP-onuuit 43 n 66

1.  WHuumanusauma DHCP-obmeHa
Mocne 3arpyskun ycTpoiicTeo nHuumnmnpyet DHCP-obmeH.

2.  AHanms onuumn 43

Mpwn nonyyeHun onumm 43 BbINOAHAETCA aHa/M3 NOAONUMIM C Kogamu 5, 6 n 7 ¢ uenbto onpeaeneHus
agpeca cepsepa U UMEH PaiiioB KOHOUIYpaLMK U NPOrpammHOro obecneyeHus.

3.  AHanus onuumn 66

Ecan onumna 43 ot DHCP-cepBepa He nosydyeHa nMbo nosyyeHa, HO U3 Heé He yaanocb U3BAeYb aapec
cepBepa — OCYLWECTBAAETCA MNOUCK onuuum 66. Ecnm mma danna MO TakkKe He yAanocb NOAYYUTb —
OCYLLLeCTBAAETCA NOMCK onunu 67. M3 HUX M3BAEKAtOTCA COOTBETCTBEHHO agpec cepsepa TFTP u nyTb K dainy
NO. Aanee ¢daiinbl KOHOUTYpaLMKM U NporpaMmmHoro obecnedveHma byayT 3arpy*aTbCa € agpeca U3 onuum 66 no
npoTtokoay TFTP.

OcobeHHOCTU 06HOBNAEHUA KOHOUrypaLumn

dalin KoHbUrypaummn gomkeH umetb ¢opmart .tar.gz (B 4aHHOM PopmaTte NPOMCXOLUT COXpaHeHUe
KoHdurypaumm 4epes web-uHTepdelic B 3aknagke «Cuctema» - «YnpaBneHue KoHUrypaumen»).
3arpy»KeHHan c cepBepa KOHPUrypaLma NPpUMeHAETCA aBTOMaTUYECKM 6e3 nepesarpysku yCTponCTBa.

OcobeHHOCTM 06HOBNEHUA nporpammMmHoOro obecneueHun

®ann nporpammHoro obecneuyeHusa poskeH umetb dopmat .tar.gz. Mocne 3arpysku daina MO
OCYLLECTB/IIETCA €ro PacrnakoBKa v NPOBepKa Bepcun (Mo cogeprkumomy daiina version B tar.gz-apxuse).

Ecnm Tekyuias BepcuA nporpammHoro obecneyeHus coBnagaeT ¢ Bepcuen daiina, NoayvyeHHoOro no
npotokoay DHCP, o6HoBneHue MO nponssoamTbca He 6yaeT. O6HOBEHME NPOM3BOAUTCS TONILKO B C/lyyYae
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HecoBnageHua sepcun. O 3anyuweHHOM npoLlecce 3anucu obpasa nporpammHoro obecneyeHuma Bo flash-
NamATb YCTPOMCTBA CBUAETENLCTBYET NOOYEPEeHOE LMKANYECKOE MUFaHUE MHAMKATOPa «Power» 3e/1eHbIMm,
OpPaHKEBbIM M KPACHbIM LLBETOM.

He oTKnwuaiite NnuTaHMe M He nepesarpykaiTe yCTpoiicTBO BO Bpems 3anucu obpasa Bo flash-
’ namAtb. [flaHHble AEUCTBMA nNpuBeAyT K 4YacTMYHOW 3anucu MO, 4YTO paBHOLEHHO nopye
3arpysoyHOro pasgena ycrpoiictea. fanbHeiiwas pabota ycrpoiictBa 6byaeT HeBO3MOXHa. [Anas
BOCCTAHOBJIEHMA PaboTOCNOCOOHOCTM YCTPOMCTBA BOCMO/Ib3yUTECb WHCTPYKUMel, KoTopas

npusepeHa B pasgene 6.
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6 nNPOUEAYPA BOCCTAHOBJIEHMA CUCTEMbI NOCNE CbOA [MPU  OBHOBJIEHUU
NMPOrPAMMHOIO OBECNEYEHUA

Ecnv npu BbINOAHEHUM Npoueaypbl 06HOBAEHUS NporpammHoro obecneyeHua (Yepes web-uHTepdeiic
WAN 4Yepe3 MEXaHW3M aBTOMATUYECKOro OOHOB/eHMs Ha ocHoBe npoTokona DHCP) npousowen cbol
(Hanpumep, 13-3a cNy4anHOIO OTK/OYEHUA NUTAHMA), B pe3ysibTaTe Yero AanbHenwan paboTa yCcTpoiicTBa cTana
HEBO3MOXHOW (MHOMKaTOp «Power» MNOCTOAHHO TOPUT KPACHbIM LBETOM), BOCMONb3yMTECH CAEAYHOLMM
aNropuTMOM BOCCTAHOB/IEHUA paboTocnocobHOCTM yCTPOICTBa:

e PacnakynTte apxuB ¢ ¢painnom nporpammHoro obecrneyeHus.

o MNoakntounte MK K nopty WAN ycTpoicTBa, yCTaHOBUTE Ha CETEBOM MWHTepdence agpec u3
noacetvn 192.168.1.0/24.

e 3anyctute Ha MK TFTP-knueHta (gns Windows pekomeHAyeTcA WMCMNO/b30BaTb Nporpammy
Tftpd32), B KauecTBe agpeca yaan€éHHOro xocTa ykaxkute 192.168.1.6, a gnsa nepenayum Bbibepute
daiin linux.bin n3 pacnakoBaHHOro apx1Ba nporpammHoro obecnedyeHus.

e 3anycTMTe KOMaHAy OTNpaBKu ¢aiina Ha yganeHHbl XocT (KomaHga Put). JoskeH 3anycTuTbes
npouecc nepegayn aiina Ha ycrpoiictso TAU-4M.IP.

e Ecnu npouecc nepegaun daina Havanca — AOXKAUTECb €ro OKOH4YaHuA, nocne yYero TAU-4M.IP
npoussedeT 3anncb NporpammHoro obecrneyeHna B NamaATb U aBTOMATUUYECKM BbINOJIHUT 3anycK
cucTemMbl. Bpemsa 3anucu coctaBaseT okoio 5 mnHyT. O6 ycnelwHomM BOCCTAaHOB/EHUM YCTPOICTBA
CBUAETENbCTBYET OPAHIKEBbLIN UM 3e/1eHbll LUBET MHAMKATopa «Powery». Mpu 3ToM Ha ycTpoiicTee
coxpaHaeTca KoHdurypaumsa, Kotopas 6blna Ao cboA. Ecan NoAKAHUMTBCA K YCTPOMCTBY He
yaaétca — npomnsseanTe copoc A0 3aBOACKUX HACTPOEK.

e Ecnm npouecc nepepaun daina He Hadancs, ybeauTecb B KOPPEKTHOCTU CeTeBbIX HaCTPOEeK
KoMMbloTepa U nonpobyiiTe eue pa3. B cnayyae Heyaauyu ycTpoOMCTBO HEOBXOAMMO OTMNPaBUTbL B
PEMOHT 60 BbINONHUTL BOCCTAaHOBAEHME, NOAKNIOYMBLLMCH K ycTpolicTey no COM-nopTy yepes
cneumanbHbIM agantep (Npy ero Haanymm).

AboHeHmckul winao3 TAU-4M.IP 139



O ELTEX

NPUNOXEHUE A. PACYET A/IUHbI TENE®OHHOMN JINHUK

Tabanua 6 — 3aBUCMMOCTb 3/1IEKTPUYECKOTO CONPOTMBAEHUA 1 KM ueneil aboHEHTCKMX KabenbHbIX IMHUIA
NOCTOSAHHOMY TOKY MpKU TemnepaType oKpyKatouei cpeabl 20°C oT npumeHAaemoro Kabens.

MapkKa Kabens gna ANIITC Ovametp dneKkTpuUuyecKkoe OnvHa nnHumn OnuHa
}UAbl, MM COMpOTUB/IEHME (apyrve TA), Km | anHum (TA
1 Km yenu, Om, Pycb), Km
He 6onee
TNM, TNMNan, TNN3, TMMN3n3, 0,32 458,0 3,537 1,528
TANB, TNN anb, TNN3B6, 0,40 296,0 5,473 2,365
TNNBI, TNNsnbl, TNNB6LURN, 0,50 192,0 8,438 3,646
TNNanb6LUN, TNN366LLUM, 0,64 116,0 13,966 6,034
TNN3snb6LUN, TAMT 0,70 96,0 16,875 7,292
TMNB, TN36r 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, T, TBI, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlln, TAWR 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCnn, KCn3m, KCrns, 0,90 56,8
KCN3nmb, KCNnr, KCN3Mr,
KCN3nK 28,521 12,324
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NMPUNOXKEHUE b. 3ANYCK NMPON3BOJIbHOIO CKPUMTA MNMPU CTAPTE CUCTEMDbI

Mepunoamyeckn Bo3HMKAET HEOBXO4MMOCTb NPU CTapTE YCTPOMCTBA BbINOAHATL OnNpeaenéxHHble AeNCTBUA,
KOTOpble Henb3A OCYLWEeCTBUTb 3aJaHMEM ONpeaeneHHbIX HacTpoeKk 4vepe3 dain KoHourypaumu. [na storo
cnydyas B yctponctee TAU-4M.IP npeaycMoTpeHa BO3MOXKHOCTb Yepe3 KOHOUrypauMoHHbIA ¢alin HacTpouTb
3anNyCcK MNPOW3BO/IbHOTO CKPWUMTA, B KOTOPbIM MOXHO MNOMECTUTb N0y Kefaemyto NocnefoBaTeNbHOCTb
KOMaHA,

[lnA 3anycka Npou3BO/IbHOrO CKpMNTa B daitie KoHOUrypaumm cosgaHa CeKUMA HaCTPOeK:

UserScript:
Enable: "0"
URL: nn

Onuus «Enable» paspewaeTt (ecnv 3HaveHue 1) uam 3anpewaet (ecam 3HavyeHue 0) 3anycK CKpuNTa, NyTb K
KOTOpoMy yKa3aH B napametpe URL.

3anyckaemMblit CKPUNT MOMKET PacrnoNaraTbCA Kak Ha yAaNEéHHOM cepBepe, Tak U Ha camom ycTpouncTee. C
YOANEHHOTO cepBepa CKPUMNT MOMKET ObITb 3arpyeH nocpeactsom npoTtokonos HTTP nan TFTP. PaccmoTtpum
npumepsbl dpalina KOHOUrypaLmm ans 3anycka Nosib30BaTEIbCKOrO CKPUMTA C Pa3HbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepsepa

[ns 3anycka ckpunta c HTTP-cepepa Heobxoammo B napametpe URL yKasaTb NOAHbIN NyTb K paliny
B dpopmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTta yctpolictBa dalin script.sh, xpaHawmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTmMyecku 3arpysutca no npotokony HTTP ¢ yKasaHHOro cepsepa,
nocne yero 6yaeT nponsseaéH ero 3anyck.

2. 3anyckK c TFTP-cepBepa

Ona 3anycka ckpunta ¢ TFTP-cepBepa Heobxoammo B napameTtpe URL ykasaTb NoaHbIM NyTb K daiiny
B dopmaTte TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B atom cnyyae nocne crapta yctponctea dann script.sh, xpaHawmiica B KaTanore user-script no
agpecy 192.168.0.250, aBTomaTMyeCcKu 3arpy3unTca no npotokony TFTP ¢ ykasaHHOro cepeepa, nocne
yero 6yaeT nponsBeaEH ero 3anyck.

3. 3anycK NOKanbHOro CKpMnTa

Bemay ocobeHHocTen ¢aliNoOBOM CUCTEMbI SIOKA/IbHBIA CKPUNT AOJIKEH pacrnofiaraTbCA TONbKO B
KaTanore /etc/config, Tak KaK TONAbKO cOZEepXMMOE 3TOr0 KaTajsora COXpaHsAeTcs mnocne
nepesarpysku ycrtpolictea. CKpunT B KaTtanore /etc/config mMo)KHO co3gaTb AMB0 C NOMOLBHO
pegaktopa vi, inbo 3arpysntb ero ¢ BHewHero TFTP-cepeepa (KomaHgoh tftp —gl user.sh <TFTP-
server address>). lNocne co3gaHMA CKpunTa emy HeobXoAMMO Ha3HAuYWUTb MpaBa Ha 3anycK
KomaHgoi chmod 777 /etc/config/user.sh.

B daiine koHourypaumm URL ana 3anycka N0KanbHOro CKpMnTa MUMeeT BUA;:

URL: “File://etc/config/user.sh”

BaHO OTMETMUTb, YTO NOJ/Ib30BATENbCKMI CKPUMT A0/IKEH HaUMHaTbLCA ¢ anpekTmsbl #!/bin/sh.
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NPUNOXEHUE B. HACTPOMKA DHCP-K/IMEHTOB B MY/IbTUCEPBUCHOM PEXXUME

Ha ycTtpoiictBax TAU-4M.IP, HaumHas c Bepcum 1.14.1, nmeeTca BO3MOMKHOCTb HAcTpamBaTb ONUMUW,
nosydvaemble DHCP-KnneHTaMK Ha pasHbIX MHTepdencax.

Tonbko ‘ Internet + VolIP ‘ Internet + VoIP + Managment
uHTepderic Int
Option Pd
ernet Internet VolP Internet VolP MNG
1 = Subnet Mask + ‘ ‘ ‘ + "
3 = Router + ‘ ‘ ‘ + +
6 = Domain Name
+ + + + + +
Server
12 = Host Name + ‘ - ‘ - ‘ ) +
15 = Domain Name + ‘ - ‘ - ‘ - +
26 = Interface MTU + ‘ + + ‘ + ‘ + +
28 = Broadcast
+ + + + + +
Address
33 = Static Route + ‘ iy iy ‘ + ‘ + +
40 = Network
Information Service + + = = - +
Domain
41 = Network
Information  Service + + - = - +
Servers
42 = Network Time
+ + = = = +
Protocol Servers
43 = Vendor-Specific
. + + - - - +
Information
66 = TFTP Server
+ + = = = +
Name
67 = Bootfile name + ‘ + - ‘ - ‘ . +
120 = SIP Servers + ‘ = + ‘ - ‘ + -
121 = Classless Static
+ + + + + +
Route
249 =
Private/Classless
. + + + + + +
Static Route
(Microsoft)

CornacHo npuBegeHHol Tabnuue, onuun 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawmsatbca DHCP-
KNIMEHTaMK Ana Kaxkaoro cabuHtepdeiica. CooTBETCTBEHHO, AaHHble onuun byayT MHAMBMAYANbHO NPUMEHEHDI
ANA Kaxaoro cabuHtepdeinca. Onumn 12, 15, 40, 41, 42, 43, 66, 67, 120 moryT 3anpallmMBaTbCA U NPUMEHATLCA
Tonbko ans ogHoro DHCP-KnueHTa, Tak Kak OHW ObLLECUCTEMHbIE, T.€., HE NPUBOAAT K HACTPOMKe CETeBOro
nHTepdelica.

KoHdurypaumio cnvcka 3anpalwuvBaembiX OMUMA MOMKHO M3MEHATb, M XPAHWUTCA OHA, KaK M Bce
OCTa/bHble HAaCTPOIKK, B KOHPUrypaumoHHom daiine: [fetc/config/cfg.yaml. Mo ymonuaHuio cnuckm onumin He
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nponucaHbl (B KOoHpUrypauum — cneaywolaa 3anucb: DHCPOptionList: ""), 3To 3HauwuT,

3anpawmnBadTCA N NPUMEHAOTCA COrnacHO I'IpVIBeLI,éHHOVI Bbllle Ta6nmu,e.

Cnoco6bl pegaKkTMpoBaHUA KOHGUrypauum

I. Cnomowpbio pegakTopa vi

4yTo onuUn

1. Cnucok onuuit agnsa wunHtepdenca Internet 3apaétca B napametpe DHCPOptionLlist cekuumn

Internet=>Network.

2. Cnucok onuuii ansa unHtepdenca VolP 3agaétcs B napametrpe DHCPOptionList cekuum

Voip=>Network.

3. Cnucok onumn ana mnHtepdenca Management 3apaétca B napametpe DHCPOptionList cekumm

System=>ManagementVLAN.

MNocne pPenakTnpoBaHMA U COXPaHEHUA B peadaKTope vi HGO6XOLI,VIMO BbIMOJIHUTDL Caieayrouime KomaHabl:

e reloadcfg - npumeHaem n3MeHeHHY KOHPUrypauuto B paboTy, pesyabTaT BbINOAHEHMA KOMaHAbI

nosnxeH 6biTb "Configuration accepted";

e save - COXpaHAeM N3MeHeHHYIo KOHd)VII'ypaLI,VI‘r'I B SHEProHE3aBUCMMYIO MaMATb.

.‘

accepted", save BbINOAHATb 3anpeLyeHo.

1. C nomoLblo KOMmaHpabl setconf

KomaHgy save MOXHO BbINOJHATb TO/MIbKO B C/lyyae YycCNewHoro BbiNOJHEHUA npeablgyliei
KomaHabl. Ecnu npu BbinonHeHMn KomaHabl reloadcfg pesynbtat 6bin "Configuration not

[daHHbI meToa — pekomeHayembli. Takke OH M3b6aBnAeT OT HeO6XOAMMOCTU BbIMOJAHEHUA KOMaHA
reloadcfg n save. getconf (BbiBeCcTM Ha 3KpaH Tekyuwyto KoHodurypaumio) n setconf (yctaHoBMTb 3HaueHue

napameTpa).
MNpumep 1. Heobxogmmo nonyumTs 3Ha4eHne DHCPOptionList:
ana nntepdenca Internet

getconf Internet.Network | grep DHCPOptionlList

ana nutepdenca VolP

getconf Voip.Network | grep DHCPOptionList

ana nutepdennca Management

getconf System.ManagementVLAN | grep DHCPOptionlList

Mpumep 2. Heo6X0AMMO Ha3HAYMTb HEKOTOPbIW CIMCOK OMNUUNA:
ans uitepdelica Internet

setconf Internet.Network DHCPOptionlList "3,6,26,28,33,121,249,12"

ans nutepdelica VolP (HasHayaem CMCOK ONLMIM MO YMOAYAHUIO)

setconf Voip.Network DHCPOptionList ""

ans nutepdeiica Management

setconf System.ManagementVLAN DHCPOptionlList "3,6,26,28,33,42,43,66,67,121,249"
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1. KoHdurypuposaHue Ha nepcoHazibHOM KOoMnbloTepe

MpeasapuTenbHO CKauMBaeTcs KoHdUrypaums c yctponctea Ha MK (yepes web-uHTepdelic), ganee c nomoulbio
NobOro TEKCTOBOro peaaKkTopa MEHAITCA 3HAYEHMA, COXPAHAOTCA WM3MEHEeHUA. 3aBepllalolmMm 3Tanom

ABNAETCA 3arpy3Ka U3MeHeHHOW KOHdUrypaLmmn B yCTPONCTBO.

’ Mcnonb3oBaHMe JaHHOro METoAa He peKOMeHAaYeTcA.
[ J

Mpasuna pegaktuposaHua DHCPOptionList

1. [Jdonyctumble 3HadeHua: 3,6,12,15,26,28,33,40,41,42,43,66,67,120,121,249;

2. Onuuu B napameTtpe DHCPOptionList yKkasbiBatoTca yepes 3anaTyto U 6e3 npobenos mexay onuusamm,

npumep DHCPOptionlList: "3,6,12,15,26,120,121";
3. TMopsagok cneposaHua onumin B8 DHCPOptionList HeBarkeH;

4. Kaxpaa w3 onumn 12, 15, 40, 41, 42, 43, 66, 67, 120 moKeT 6bITb 3aNpolleHa U NPUMEHEHA TONbKO C

oAHoro nHtepdenca;

5. Onummn 1, 3, 6, 26, 28, 33, 121, 249 moryT 3anpawwusatbca DHCP-KnneHTammn [Jna KaxKporo

cabuntepodeiica;
6. Onuumn 66 1 67 gONXKHbI ObITb YKa3aHbl Ha OAHOM M TOM e MHTepdelice;

7. Ecnu B DHCPOptionList HUYero He ykasaHo, TO TOr4a CNUCOK 3anpallMBAEMbIX OMLLUNA — NO YMOAYAHUIO

(c yueTom nyHKTa 8);

8. Ecnm B DHCPOptionList ykasaHbl onuuu (M3 NyHKTa 4), KOTopble MO YMOAYaHUIO 3anpallMBatoTCs C
apyroro uHTepdeiica (Ha Kotopom DHCPOptionlist He 3anonHeH), To Torga onuuu 6GyayT
3anpalmBaTbcaA ¢ NepBoro nHTepdeica, a Ha BTOPOM — AaHHble onuumM ByayT UCKAOYEHbI U3 CIMCKA MO

yMolYaHuio *;

9. Ecau gnsa nHtepdeiica B DHCPOptionList ykasaH cnvcok onuuid, To byayT 3anpalimBaTbCa TO/IbKO 3TU

onuuu;

10. Onumio 1 B8 DHCPOptionList Henb3a yKasblBaTb, OHA 3aMnpalMBaeTCA U NPUMEHAETCA BCeraa u co Bcex

NHTepdEecoB HE3aBMCUMO OT NPOYUX HACTPOEK.

Ecnm Kakoi-nnbo M3 NYHKTOB HapylieH, TO Mpu NpUMeHeHWW KoHdurypauum bygeT BbiBeAeHO cooblieHue
"Configuration not accepted". OWwMBKY B KOHPUTYpaLUM MOKHO Yy3HaTb, €CAU BKAOYUTL noru configd, Toraa npu

NPUMeEHEHUN KoHdUrypaumm 6yaet noapobHo yKasaHa NpuumnHa, No KOTOPOWM KOHPUIypaLma He NPpUMeEHEHa.

* Mpumep K NYHKTY 8:

Odonyctnum, ans nHtepdeiica Internet ykasaH cneayrowmii cnmcok onuumii: Internet.Network.DHCPOptionList: "3,

6, 26, 28, 33, 121, 249, 12"

A ana nHTepdeica management HMYero He yKasaHo: System.ManagementVLAN.DHCPOptionList:

TOrAa, COr/lacHO NyHKTY 7, A01XKeH ObITb 3anpoLleH CNUCcoK onuuMii no ymondanuio 3, 6, 12, 15, 26, 28, 33, 40, 41,
42, 43, 66, 67, 121, 249, Ho Tak Kak onuus 12 ykasaHa fBHO Ha uHTepdelice Internet, To U3 3TOro crNucka oHa

6yaeT UcKkaYeHa.

B nTore cnuckm ByayT BbIrNAAeTb ciegyowmm obpasom:

3HayeHue napametpa: Internet.Network.DHCPOptionlList: "3, 6, 26, 28, 33, 121, 249, 12"
3anpalumMBaemblin CMUCOK onuwmit: 1, 3, 6, 26, 28, 33, 121, 249, 12

3HauyeHune napametpa: System.ManagementVLAN.DHCPOptionList:
3anpalumMBaemsblit cnncok onuwmit: 1, 3, 6, 15, 26, 28, 33, 40, 41, 42, 43, 66, 67, 121, 249

V" Mocne pepaktnposaHua DHCPOptionList pekomeHayeTca nepesarpyska YCTpoicTBa.

nepesarpy3ku KoppekTHasa paboTa ycTpoWCTBa He rapaHTUpYeTCs.

Ao

144 AboHeHmcKul wino3 TAU-4M.IP



v ELTEX

TEXHUYECKAA NOAAEPHKA

[Ona nonyyeHus TEXHUYECKOW KOHCynbTauuM Mo BOMpPOCaM 3KcnayaTauuu obopyposanua 00O
«Mpegnpuatmue «/ITEKC» Bbl MorKeTe 06paTnTbes B CEPBUCHbBIN LEHTP KOMNAHWUW:

dopma obpaTHol cBA3u Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha oduumanbHOM cailTe KOMMNaHMKM Bbl MOXKETE HAWTU TEXHUYECKYIO AOKYMEHTALMIO U NpOrpaMmmHoe
obecneuveHne ana npoaykumm 00O «Mpegnpuatme «I/ITEKC», obpatutbca K 6a3e 3HAHWIN, OCTaBUTb
WMHTEPaKTUBHYIO 3aABKY AN NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CepBMCHOIO LIeHTPa Ha TeEXHMYeCcKom dopyme:

OdurumanbHbIi canT KomnaHun: https://eltex-co.ru/

TexHunueckuit popym: https://eltex-co.ru/forum

Ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LlenTp 3arpy3ok: https://eltex-co.ru/support/downloads
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